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Toulmin Model

Toulmin, S. (2003). The uses of argument. Cambridge University Press, updated edition.



Toulmin Model

Grounds Claim

Anne is one of

Jack’s sisters

Toulmin, S. (2003). The uses of argument. Cambridge University Press, updated edition.
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Grounds

Anne is one of

Jack’s sisters ‘

Jack’s sisters taken
to have red hair

Warrant

Toulmin, S. (2003). The uses of argument. Cambridge University Press, updated edition.



Toulmin Model

Grounds Claim

Anne is one of

Jack’s sisters ‘

Jack’s sisters taken
to have red hair

Warrant ‘

All Jack’s sisters previously
observed to have red hair.

Backing

Toulmin, S. (2003). The uses of argument. Cambridge University Press, updated edition.



Toulmin Model

Grounds

Anne is one of

Jack’s sisters ‘

Presumably

Jack’s sisters taken Modal Qualifier
to have red hair

Warrant ‘

All Jack’s sisters previously
observed to have red hair.

Backing

Toulmin, S. (2003). The uses of argument. Cambridge University Press, updated edition.



Toulmin Model

Rebuttal

Grounds Claim
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All Jack’s sisters previously

Backing
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He signed a document stating the return of any trade secret information

Grounds

-_——
-
-
-
-
-
-
-

The company takes measures to protect trade secrets

Characteristic
|

Kevin Crow sentence | He does not give back some trade secret information

i
: He has a quiet sense of humor
Backing

He is a ballroom dancing competitor

He is father of three

He is married

Irwin



Name _
| Irwin |
Type

‘ Primary u

Assumption Persona
v

< Activities  Attitudes = Aptitudes *

Irwin is married and a father of three.
He is described by friends as having a
quiet sense of humor and is an
excellent competitive ballroom dancer.

He signed a confidentiality agreement
with his employer, and on exit
interview he will be expected to sign a
document promising the return of any
information considered to be a trade
secret. However, he chose to break
both of these agreements |

Environment | symmary | Namative
Development &

Direct/Indirect Persona

Role

Malicious App user
Malicious Application Developer

_ Update | Close
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Communication

USR e
: . Exploit
UC-TA4-007 - webag;
Device
WebApp ’

Profile ﬁ Device Feature
Management AppState Integration .




[Access Application]

WEB environment environment

[Steal from the [Steal from storage]
on the device on the device

WEB on the device

N

Client authentication
and encryption, e.g. WEB application OS protection of
DRM scheme isolation within the the WEB

integrated in the WEB WEB environment environment
runtime

Steal from the Steal from the OS
[ Leech on ]

service backend

Service API
access control

Extract service
Rooting style attacks credential from

OR the application

N

DRM attacks | | Modify the WEB
runtime

Trusted boot




(C) WebinosRuntime

—

EAccess Application

(C) MediaPlayerApp

Leech on
service backend

Service API
access control

Extract service
credential from
the application




3.7.6. Overlay network facilitated relay attack

Threat NFC relay attack

Vulnerability | System data trust

Rating Tolerable

3.7.6.1 Context and Events Misuse Case

As Alice was walking away from the bar with her drinks, she narrowly avoided dropping one of
her glasses as man brushed past her. "Sorry", he mumbled as he walked briskly towards the
toilets.

David deviced a new scam which took advantage of the recent take-off of NFC based mobile
payment, and the new webinos platform that could link different apps and devices together.
The scam involved dropping a leech mobile phone into someone's bag which contained a
webinos enabled NFC phone. The leech would attempt to get the victim's phone to join his
personal zone which, David estimated, would not be too difficult. Once in place, David could
then purchase things via NFC, while webinos routed the request to the victim's NFC reader via
the personal zone overlay network. David tinkered around with different devices, settings, and
applications, and was quite surprised at how easy this scam appeared to be. Consequently, he
would need to make the most use of this exploit quickly before other people got in on the act.

David's plan was to find somewhere where there would be lots of young but unsuspecting
people who might not notice something being put into their bags. David decided a nightclub on
a Friday night would be a good bet. As David entered the club at shortly after midnight, he
noticed a large group of people mingling near the bar. As he approached, he noticed a large
women trying to carry multiple drinks with a hand-bag slung around her shoulder. Confidentally,
with his leech device in hand, David walked towards this woman.



What’s in it for me?

® Grounds thinking about attackers
® Fits into your design activities

® Helps justify security design decisions



