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t | I I a t The main purpose is to define the minimum shore-based infrastructure,

Integrated Maritime in order to conduct safe and cost effective integrated maritime transport
Autonomous Transport Systems operations.

Project focus areas:

O Verification and integration of land-based sensor data with sensor data from
autonomous vessels.

L Adaptation of land-based surveillance technology for data fusion and

automatic transfer of navigation data between infrastructure installations,

control centres and vessels.

Ensure the human-in-the loop when implementing new technology.

Standardization of messages and technology, interaction procedures, robust

technology for digital information exchange between the systems and

parties.

U Development of new guidelines for interaction, new regulations and
standards for information exchange.
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The paper; Integrated Maritime
Autonomous Transport System (IMAT)

Introduction to the IMAT concept
Integrated Maritime Autonomous Transport Systems (IMAT)

Pt SR Integrated Maritime Autonomous System

*Kongsberg Seatax AS, Pirsenterst, 7462 Trondheim, NORWAY
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T, Addressing the hazards and compare with

tramsport plzn emphazizes that it it an objective to transfer mora cargo onto keel. The MarQf,
Maritim? ], Hav]] prosrams and the political platform azrees, that nrionomaus vessels ars an
imporiznt part of fis effort. Sea transpor must be competitive with rezard to price, efficiency
2nd regularity, and should alio have an envirarmertal zam a: wall 25 2 Tisk reduction.

L L]
et et ot sensor site intrastructure
ut it must be documented that an autonomous transpert operation can be carred out sffectis

safely, md with emongh bamiers against amors. Land-based infrastructura will be important for
the success of autonamas shipping, This paper will describe the TMAT project’s objectives
regading defnitien, development and testing of land-based sevsars, communication and covtral

systems for support of an 2utonomous travsport oparation. The technological irfastructure will
Friprata give the transport system increasad sensor rajundancy and it imteprated with skore
control centres that will ensure safe and efficient aperation. Land-based infrastructure is crucial

L]
far the safe implementation of 2utonomous marfimme TERSEOrt systems 2nd has been ziven less
facus compared fo the autenomons vessel itself This is what we will address within the MAT
project

1. Introduction
‘The main project objective in IMAT, Integrated Maritime Transpor Systers, will ba to define, devalop,

adapt znd test infrastructure that supports maritime AItONOMOUS TaNSpoTt systems and has the followinz
forus areas:

* Sensor mnd communicstion infrastructure: The project will idemtify requirememts for
tachnology, test existing techuology, develop and adapt solutions for use with antanomeus transpart
systems.

- Local Menitoring Centre (LMC): This is 2 local naffic centre that is often sparated by ports or
by 2 local area The centre callects maffic typically Bom VTS (Vessel Traffic
Sarvice), and Srom other existing infrastracture a: well as dedicated infastructure. The ceny= should

‘be abls to maintain local waffic safety. IMAT intends to define the mew roles of the LMC regarding
tae introduction of autonsmous maritime Hansport systems,

- Shore Control Centre (SCC): The IMAT project will identify the necessary infrastmcture to
estzblish an SCC. An SCC is normally opereted by the shipping company or 3 dedicated company
for the opstation of ole Of MOrE AUONCMOUS traNsPot ystems. An SCC will operate the vessel and
will be able 1o send navigation instructions and / or remotely operaie the vessal if necessary. The

SINTEF
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VTS = Vessel Traffic centre

SCC- Shore Control centre LMC - Local Monitoring centre Other vessels, leisure fleet
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Autonomous
Vessel - MASS

SCC = Shore Control centre

or RCC (Remote Control CT-)

Communication Maintenance Sensors

=> It is about the transport system, not only the vessel

= Autonomous shipping needs digital infrastructure

= Autonomous shipping must be safer than
conventional

= The humans must be is in the loop
= An autonomous vessel has nothing to do in a

"stupid" infrastructure that can not support
operations
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Introduction to the IMAT concept
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Sensors and communication infrastructure
Local monitoring and information Centre

Shore Control Centre

S O\

Collaboration

"A fully autonomous vessel will be without crew on board. How can

we operate a MASS as good as, or even better than a conventional
vessel with crew and how can land based infrastructure assist?".

SINTEF
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Sensor and communication infrastructure

Autonomous

Vessel - MASS e Sensors

* On board the vessel NAVIGATIONAL

COMMUNICATION

* Sensor infrastructure

SITUATIONAL

AWARENESS

e Communication

INFORMATION DATA

* On board the vessel
e With other vessels
e With the infrastructure

e With the Control Centre
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Local monitoring and information centre

Services

Management
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S — Vessel Traffic centre

SCC- Shore Control centre MC — Local Monitoring centre

Other vessels, leisure fleet
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Autonomous
essel - MASS
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Communication Maintenance
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Shore Control Centre

A Concept of Operation (CONOPS) refer to the
awareness of a situation. It gives the perception
of an event with respect to time and condition,
and the system behavior (actual and future). A
CONOPS will address the human factors in the
MASS operation aspect:

Situation and automation awareness
The understanding between

automation and human role

User experiences and usability of the There are several
solutions initiatives to standardize

Trust in automation operational procedures,
Graphical user interface and and to develop guidelines
visualization how to do operation of
Hazards reflections autonomous vessels

SINTEF



Collaboration

VTS - Vessel Traffic centre
$CC- Shore Control centre LMC ~ Local Monitoring centre Other vessels, leisure fleet
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Between technologies and sensors

Between humans

Between humans and machine
Between organizations

Between conventional and autonomous
Between regulators and operators

Between providers and users

tMmat
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The future will be
more digital, and
Machine to Machine
integration will be
normal procedure.

The humans will still
be in the loop, but in
“"another loop".

SINTEF
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Onshore Systems

Ship Systems

Remote Control

Shipping plan Manning (SCC)
Mission plan (SCC) Maintenance & Reenergize
Transport to vessel Transport to customer
Loading and Stability Unloading and Ballast

Sailing plan . Reporting

Remote Monitoring & Control

Decision support - - /]
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PRODUCTION  PACKING TRANSPORT TERMINAL TRANSPORT CRANE VESSEL TRANSPORT CRANE TRANSPORT TERMINAL TRANSPORT  CUSTOMER

L SINTEF
@ Source: Massterly




Addressing the hazards and compare

with sensor site infrastructure
| [roher Mo o=

1 DNVGL Class Guideline: Autonomous and remotely operated ships Sept. 2018

2 Lloyd's Register Cyber-enabled ships (2 doc):
- Deploying information and communications technology in shipping -LR’s Feb 2016
approach to assurance
- ShipRight procedure assignment for cyber descriptive notes for autonomous & Dec 2017
remote access ships (guidance document)

3 Bureau Veritas (BY)  Guidelines for Smart Shipping (DRAFT) April 2019

4 ClassNK Japan Guidelines for Concept Design of Automated Operation/Autonomous Operation of  June 2018
ships (Provisional Version)

5 Maritime UK Maritime Autonomous Surface Ships - UK Code of Practice (A voulnatry code) Nov. 2018

6  Sjefartsdir. Krav til dokumentasjon | forbindelse med bygging av autonome, ubemannede og/  April 2019
eller fiernstryrte fartey (utkast)

7 Danish Maritime Analysis of regulatory barriers to the use of autonomous ships (final report) Dec. 2017

Authority (DMA)
12
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Guidelines for Smart Shipping

Hazards for the voyage

Draft April 2019

Hazards for the navigation

Hazards for the detection

Hazards for the communication
Hazards for the ship integrity, machinery and systems
Hazards for the cargo and passenger management
Hazards for the remote control

Hazards for the security
@ SINTEF
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Hazards for the voyage

Sensor Site

Human error in input of voyage plan

Failure of updated information (nautical,
weather, publications)

Failure in position fixing (due to e.g. GPS selective

Hazards for the
voyage

availability)

Figure 1- Density map. Source: Marinetraffic.com
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* Hazards for the voyage

Planning of an operation
The interaction between SCC and the MASS

The infrastructure, sensors and communication capabilities

The possibilities to recover

It must be possible to use different sensor sources, for
positioning fixing. Cyber attack such as jamming is more and

more common. Resilient PNT (Position, Navigation, Timing) is
important for autonomous shipping.

SINTEF
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Hazards for the navigation

Hazards for the navigation

Heavy traffic

Heavy weather or unforeseeable events (e.g.
freak wave)

Low visibility

Collision with other ships or offshore
infrastructures

Collision with floating objects

Collision with marine wildlife (e.g. whales, squids,
carcasses)

Collision with onshore infrastructures or failure in
mooring process

Loss of intact stability due to unfavorable ship
responses (e.g. to waves)

Loss of intact stability due to icing

e Shore-based infrastructure can be used for

Identify traffic (AIS, Camera, Radar, histogram, etc)
Identify weather (weather radars, met.no, information sources)
Identify visibility (land based infrastructure as an extra eye)

Collision avoidance (traffic tools, ECDIS, etc)

Collision infrastructure (redundancy, human interventions when
needed, assistance in navigation)

Loss of stability due to ship response (hard to trust land-based
infrastructure)

Loss of stability due to ship response (hard to detect ice from shore

infrastructure)
SINTEF



Hazards for the detection

Failure in detection of small objects (wreckage)

Failure in detection of collision targets

Failure in detection of navigational marks

Failure in detection of ship lights, sounds or
shapes

Failure in detection of semi-submerged towed or
floating devices (e.g. seismic gauges, fishing

Failure in detection of discrepancy between
charted and sounded water depth (e.g. wreckage)

Failure in detection of discrepancy between
weather forecast and actual weather situation

Failure in detection of slamming or high vibration -

Figure 1 - Hazards for the detection

Hazards for the ship integrity,

Water flooding due to structural damage or
watertightness device failure
Fire

Sensor or actuator failure

Temporary or permanent loss of electricity
(e.g. due to black-out)

Propulsion or steering failure

Failure of ship's IT systems (e.g. due to bugs)

tMmat
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Hazards for the
remote control

Unavailability of SCC (fire, environmental
phenomenon...) or of operators (faitness,
emergency situation, etc.)

Human error in remote monitoring and
control (e.g. through situation unawareness,

Human error in remote maintenance

Figure 1 - Hazards for the remote control

machinery and systems

Failure of ship's IT infrastructure (e.g. due to
fire in the server room)

Failure of anchoring devices when drifting

Figure 1 - Hazards for the cargo and passenger management

Hazards for the
communication

Reduction of communication performance
(e.g insufficient bandwidth)

Communication failure (e.g. with SCC, with
relevant authorities, with ships in vicinity)

Communication failure with another ship in
distress

Failure in data integrity (e.g. error in data

transmission)

Figure 1 - Hazards for the communication

Hazards for the cargo and

Too many cargo or passenger aboard
(overload)

Loss of intact stability due to shift and/or
liquefaction of cargo or due to cargo
overboard

Passenger overboard

Passenger illness

passenger management

Passenger injured during arrival or departure

Passenger interfering in an aboard system

Figure 1 - Hazards for the cargo and passenger management

Hazards for the security

Willful damage to ship structures by others
(e.g. pirates, terrorists)

Attempt of unauthorised ship boarding (e.g.
pirates, terrorists, stowaways, smugglers)

Jamming or spoofing of AlS or GPS signals

Jamming or spoofing of communications,
hacker attack, also on RCC (e.g. in case of
pirate or terrorist attack)

Failure in data confidentiality (e.g. data
interception by unauthorized 3rd party)

Figure 1 - Hazards for the security
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Yara Birkeland

* A possible way of planning a

voyage

Status/Deviation
Operations/Time Sensors available
A e Dep: 10:00 e Port camera (Ca Dep: 10:02
(59.12,9.61) | o Send dep message Cam_2)
and voyage plan e Vessel camera
to LMC and VTS (Cam_1, Cam
e Speed: 4 knots e AlS-picture
e SCC info on AIS- e Radar

message

e MetHyd-data
e 4G coverage
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The use case Yara Birkeland

* The autonomous transport operation planned for Yara
Birkeland is the first real autonomous transport
operation planned of this scale. CONOPS is one way of
planning.

e Experiences from conventional shipping. Three steps

1. with crew
2. remote operation,

3. computer based sailing

e Testa areas for autonomous ships is important in the
development steps of safe autonomous maritime ship.

SINTEF
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Su Mma ry * The main objectives of the IMAT project is to define, develop
and test the minimum land-based infrastructure

* |t is essential to build confidence regarding safety

rl I I a t * Safe development must be done by focusing the:

* Technology, standards, sensors and infrastructure

Integrated Maritime * The information needs for decision making, and the human knowledge and the
Autonomous Transport Systems .
humans place in the loop

* Regulations and operational requirements

* Shore-based infrastructure will be important for the
planning of a robust autonomous transport system

18 SINTEF
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