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● RQ: How can new ideas and emerging 
technologies in remote access be 
applied in the development of 
improved remote access security 
recommendations for Norwegian 
petroleum companies?
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Agenda

● Method

● Results
○ Technologies/solutions found in lit. study

○ Functional Requirements and User Stories

○ Threat Actors and Goals

○ Identified focus areas

○ Final recommendations Feel free to ask us 
questions at the end of 

the presentation!
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Method
● Literature study

○ Existing frameworks, standards, and industry guidelines
○ Emerging RA technologies (identify different solutions)
○ Previous attacks towards ICSs

● Cooperation with the industry
○ Meetings/workshops with two petroleum companies (Alpha and 

Beta)
○ Insight into their remote access solutions
○ Feedback on current work

● Evaluation of identified solutions
○ SWOT-analysis
○ Meetings and feedback from Alpha and Beta

● Final result:
○ A set of concise recommendations for how new technologies could 

improve existing solutions
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Remote Access Solutions and Technologies 
Identified
● VPN

● Zero Trust Security

● DMZ

● Firewalls

● Access management

● Network Access Control

● Sandboxing security

● Sheep dipping

● Intrusion and Anomaly Detection Systems 

● Unidirectional Security Gateways
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Part of a table taken from the master thesis
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Functional Requirements &
User Stories
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An example of a user story:
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Threat Actors and Goals
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Threat Actors and Goals
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Identified Focus Areas with Today’s Solution

1. The access management used by our collaborating companies in their RAS 
could be improved.

– Work permit systems are cumbersome and manually managed, meaning that users have to be 
manually added and deleted. This leads to high costs because of wasted time and frequent use 
of technical support.

2. According to companies Alpha and Beta file transfer is an important feature in 
the RAS.

– While current solutions work, as this poses a major attack surface, there is room for 
improvement.
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Evaluation
● Seven solutions and/or technologies 

were evaluated using SWOT analysis

● Criteria used:
○ Security
○ User-friendliness
○ Cost-effectiveness

● Five resulted in new recommendations, 
two were rejected
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Table taken from the master thesis



11

Conclusion - Final Recommendations

1. Use a hybrid approach between perimeter-based security and Zero Trust 
Architecture, where they continually add security barriers based on Zero Trust 
principles. Barriers to add could be:

a. Enforce system-wide continuous network monitoring in combination with 
machine learning-based anomaly detection. This includes support for monitoring 
OT-specific protocols.

b. Integrate a risk- and identity-based access management architecture as 
described above in order to remove workload from the work permit system.

c. Upgrade the existing NAC mechanism to include user/device behavior and 
environmental factors such as client use patterns and IP geolocation.
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Conclusion - Final Recommendations

2. Use a Next-Generation Firewall with deep packet inspection and intrusion 
prevention systems at the network perimeter (Purdue level 3.5).
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3. Add an ICS firewall with NGFW capabilities at the industrial perimeter (Purdue 
level 1.5) that can operate on OT-specific protocol messages.
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Conclusion - Final Recommendations

4. Implement a Sandboxing solution to use with file transfers, either locally, 
cloud-based, or in a hybrid solution.
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Conclusion - Final Recommendations

5. Implement Unidirectional Security Gateways to enforce read-only access to 
critical systems.
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1. Use a hybrid approach between perimeter-based security and Zero Trust Architecture, where they 
continually add security barriers based on Zero Trust principles. Barriers to add could be:

a. Enforce system-wide continuous network monitoring in combination with machine learning-based anomaly 
detection. This includes support for monitoring OT-specific protocols.

b. Integrate a risk- and identity-based access management architecture as described above in order to remove 
workload from the work permit system.

c. Upgrade the existing NAC mechanism to include user/device behavior and environmental factors such as 
client use patterns and IP geolocation.

2. Use a Next-Generation Firewall with deep packet inspection and intrusion prevention systems at the 
network perimeter (Purdue level 3.5).

3. Add an ICS firewall with NGFW capabilities at the industrial perimeter (Purdue level 1.5) that can operate 
on OT-specific protocol messages.

4. Implement a Sandboxing solution to use with file uploads, either locally, cloud-based, or in a hybrid 
solution.

5. Implement Unidirectional Security Gateways to enforce read-only access to critical systems.
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Q&A
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