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Executive 8mmary

This D4.4 deliverable on COGNITIVE Final Platform, Sensor and Data Interoperability Toolbox describes
a final specification and implementation of the COGNITWIN Toolbox in the areas of toolbox
architecture, cyber security, data management and dgiacesfurther with sensors andeal

time sensor/data processingt refines and extends the D4.1, D4.2 and D4.3 deliverables by providing
more technical details especially on new features. In particular it extends the description of already
provided functionaties with new one developed during the last reporting period.

In this report we discuss the final state of the progress on technologies and methods that are being
developed forCOGNITIVE Platform, Sensor and Data Interoperability To@hdxwhich we have
applied to the pilots. This has evolved frbaseline through initial over updated to the final COGNITIVE
Platform, Sensor and Data Interoperability Toolbmlowing period 3 in the project.

The D4.4eliverable is accompanied with demonstrators that show how a subset of components play
together. The demonstrators that show reusable patterns which can be replicated and adapted also in
future industrial process industry settings.

The new contributiongrom the WP4technology partnersn the D4.4 update from D4.3 in particular
includes the following;

- SINTEFE SINDIT (SINTEF Digital Twin) python framework is extended with Semantic Web
Technologies to provide a formal standardized representation of heterogeneous data. The
framework was applied to Sidenor pilot to enable the "cognition" aspect of the iGagn
Digital Twin. Accordingly, the data from processes and assets are transformed and integrated
into the knowledge graph in order to support dedaven modelling. Domain expert
knowledge was also added to SINDIT in the form of semantic rules to sugyorhatic
reasoning and decisiemaking. Details about the usage of SINDIT are reported in D2.4 and
presented in the demonstration video of the Sidenor pilot.

- Cybernetica Cybernetica OPC UA server has been extended with a module to exchange data
with a PostgreSQL database.

- NSTc¢ Further development of the Streampipes framewpomrésulting in 1ievelopment of CEP
functionalities throughSiddhi framework 2) design anddevelopment of the element for
unusualitydetection, 3) design and developmenf the adapters for the numerical models
(their integration in the Streampipes a) application on the Sidenor use cadéalidation is
done using the existing datasets

- Fraunhofer The FAST (Fraunhofer Advanced Asset Administration Shell (AAS) Tools for Digital
Twins) service has been enhanced with database persistence, HTTEBoaseaition, support
for configuration, reconnection, and basic security, improved documentation, etc. The most
important enhancement is related to retime bidirectional connection with a physical asset,
support for three types of interaction patterns, @default implementation for OPC UA, HTTP,
and MQTT. A new video demonstrator of&A has also been provided.

- UOULU UOULU focused on the @bol, developed and published during the period. This tool
is included in the FouMon component and provides an application/pilot independent tool for
outlier detection and data quality improvement, to support datdven mocling of system
dynamics. The tool was experimented using data from the Sumitomo pilot. THedD[r
Matlab is freely available (see COGNITWIN Toolbox portal). THeoDBemonstration is
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included in two videos, the other focusing on usage of developed tools and the other on
application for solving the WP3 pilot problem.

- Teknog A new tool was designed, developed, and validated in a real pilot environment. The
developed tool, TIA CONTROL was also added to the Teknopar Industrial Automation (TIA)
Platform, belong to the TIA IOT toolbox. TIA CONTROL tool enables the usergetdacrea
remote management and control of a machine or process. The tool uses On2RDB, a script to
serialize ontology models on relational databases for the purposes of high query performance.
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1 Introduction

1.1 Scope and purpose

The deliverable D4.4 is a result of all WP4 tasks. It defines the final specification of the COGNITWIN
platform, sensor and datanteroperability toolbox. It is accompanied with demonstrators that show
how a subset of components play togeth@the demonstrators can be seen in the COGNITWIN
YouTube video channélttps://www.youtube.com/@cognitwin9786/videoand are &so linked to

from thedigital twin pipelines and thearioustoolbox components in the COGNITWIN Toolbox portal,
https://cognitwin.github.io/toolbox/.

The deliverable serves as a common project reference across all the technical work packages (WP1
WP5).

1.2 Relevance to other WPs and current and previous deliverables

The deliverable describes the main concepts and functionalities to be offered by the COGNITWIN
toolbox. As such it is relevant not only to the technical deliverables of the project, but also to the use
case deliverables where the requirements and the usaighe components is described. There are

two deliverables, which are the most closely related to the present deliverable. Specifically:

1 5StAPBSNIO6fS 5ndo a! LIRFGSR tfFdF2NYs {Syaz2N I
description of COGNITWIN components as of month 3& deliverable D4.4 refines and
extends D4 by providing further technical details and explaining new implemented
functionalities. It can be considered as the final step in the specification and implementation
of the COGNITIWN components.

1 55t A0BSNIo6fS 5pdn GCAYyLFf T @06NAR 'L FyR /23y,
development timeline as D4.4, provides specification of the ML, hybrid and cognitive services.

By providing the services for platform, sensor and data interoperability toolbd.4 enables
the integration of WP5 intelligent services into cognitive digital twins.

Deliverables D4.4 and D5.4 have been written in an aggregated way to be complete without a need for
the reader to fully read the previous initial toolbox descriptions in D4.3, D5.3, D4.2 and D5.2. The goal
is to provide a sound basis for implementing amegrating the COGNITWIN toolbox and its
components. For some of the elements that have not been worked on in the last period (due to issues
with Scortex), more details can be found in the previous deliverable D4.3 and D4.2.

1.3 Structure of the deliverable

The rest of the deliverable is structured as follows:

1 Section 2 following this introductory paragraph, provides a highel overview of the
COGNITWIN toolbox. It discusses the integration considerations and justifies the decisions
made. It presents the current version of the COGNITWIN architecture and explains its
ewvolution.

1 Section3 illustrates the concepts and the components of the COGNITWIN toolbox needed to
achieve interoperability among the components as well as with the external systems.
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I Sections4 discusses the needs and requirements for the cloud platforms, data spaces and
cyber security and clarifies how it will lpealized Additionally, it provides an update to the
specification and implementation of the A&Bmplaint digital twin API.

1 Section5 focuses on the selection and installation of sensor hardware in all pilots that have
requested new components.

1 Sectiorbis devoted to description of the COGNITWIN-teaké processing services with image
analytics and FPGA support.

1 Section7 reports on the application of the technical results in the COGNITWIN use cases.

1 Section8 lists the COGNITWIN demonstrators and provides links to them.

Finally, the deliverable includes a list of the various specifications of the COGNITWIN components in
Annex¢ COGNITWIN Toolb@omponents
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2 High level overview

2.1 Integration and Interoperability considerations

The goal of WPIs to provide methods and tools for digital twins. A digital twin is a digital replica of a
physical asset (e.g. sensor, machine, system, etc.) that captures attributes and behaviors of that asset.
It is typically materialized as a set of multiple isotiteodels that are either empirical or firptinciples

based.

In the context of theCOGNITWINroject, the digital twins should not be developed from scratch, but
rather the already existing components/systems should be considered. Additionally, the new services
to model the behavior of a digital twin have already been developed by different garthlowever,

the partners use different technologies, develop components in several programming languages, use
different protocols, etc. In previous WP4 deliverable (D4.1) we have already identified a list of the
componentgo reuse or extend. The componenare of a different granularity level (e.g. from storing

a data in a database over covering one phase in big data value chains, until realizing a whole (I)loT
system). These componeriarm the COGNITWIRkbolbox, which on the othehandshould be open

for any changde.g. adding a new component or updating an existing one).

Just having a list of components is not enough to realize use cBs#s.the already existing
componentsandthe components thatvere developed inCOGNITWINhould be made interoperable
wherever it is appropriateHowever, there are no predefined pipelines, i.e. the way the components
are combined is application specific

To support interoperability between the heterogeneous components, two options are possible:

- Integrate each component with all other componemgghis means that n*(Al) interfaces
must be implemented.In addition, each new component added would require the
implementation of interfaces to all components. Any change to the interfaces of a component
would require the change of all interfaces already implemented for that component.
Consequently, not only iagration between components would be a tinsensuming and
labor-intensive activity, but maintenance would also be very difficult.

- Define standardized interfaces for each component. This would mean that n interfaces should
be developed. Thedisadvantageis that a wrapper should be implementefbr each
component However, no change is required when a component is changed.

We have chosen the"2option. As a framework for integration and orchestration of B@GNITWIN
components we decided to use the StreamPidemmework.The rationale for this choice is explained
in Sectior?.2.1

Combining toolbox components in pipelines is not enough to realizEMENITWINision. There is a

need to develop digital twins. The digital twins should not be proprietary solutions but rakiverd

be developed based on standards. Therefore, we decided to build digital twins based on the Asset
Administration Shell, mainly as this standard is focused on the industrial domain. The detailed
justification is included i&.2.2

! https://streampipes.apache.org/
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The consequence of this decision is that the digital twin APl and the StreamPipes pipelines which model
the behavior of a physical asset have to be integrated. The proposed solution is explained in section
2.3

The proposed approach is showrFigurel.

[ CK]
T
d?@\

Heterogeneous
components e

Integrated components A ‘ o “ ‘
in a Toolbox L/_
(engineering phase)

A4

Integrated pipelines with DTs
(operational phase)

Figurel: Cognitwin approach for digital twins
2.2 Design decisions

2.2.1 StreamPipes for orchestration of the components

Although both NodeRED and Apache StreamPipmsable the graphical creation of processing
pipelines in the sense of a "pipes and filters" approach, a closer look reveals various differences
betweenthem, both in terms of the target user group and technical level.

On a technical level, NoeRED is described as a solution for “loede programming”. The focus is on

the development of datalriven applications by means of a graphical user interface for users with low
programming skills or little programming effort. $imeans that during creation there must be a basic
understanding of underlying data structures, e.g. the structure of the JSON objects used for
transmission. In contrast, Apache StreamPipes is aimed at business users without programming skills.
The interface for creating pipelines abstracts from the underlying data structure and thus requires less
technical understanding. While Apache StreamPipes uses a semantic description level, for example, to
automatically hide norcompatible data fields of an input datstream in a data processor and thus
reduce user errors, NodRED uses a purely syntactic manipulation of the parameters at the level of
JSON documents.

The differences at the technical level are most apparent in the implementation of the runtime
environment. NodeRED relies here on a Node.js runtime environment, i.e.-ealled single host
runtime processes the incoming data of a processor. Apache SRipasuses a wrapper architecture,
which allows the development of a pipeline element in different execution environments. Currently,
in addition to a lightweight wrapper for edge nodes with low processing power, wrappers for scalable
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Big Data systems such as Apache Flink and Apache Kafka also exist. One advantage of this architecture
is that the execution layer can also be realized in different programming languages. A Python wrapper
for Apache StreamPipes is currently also availabla prototype, which e.g. simplifies the use of-ML

based processors.

Besides that, StreamPipes can be more seen of arterad toolbox with the pipeline editor as just
one module out of several modules that aim to support #iechnical users in analyzing IloT data.
Therefore, other modules are available to easily coniatd, to visualize data and to explore data.

2.2.2 Asset Administration Shells for Digital Twins

The success and usefulness of DTs depends heavily on standardized interfaces to interact with the DTs.
We investigated and compared the following statethe-art digital twin and loT standards: Asset
Administration Shell, W3C Web of Things and Digital Twin Definition Language,IN@®ata and

OGC SensorThings API. The detailed analysis is publisheenaaccesflau+20] Based on this work

we decided to use the Asset Administration Shell (AAS) standard to implement DTs in this project.
Although the AS standard is (partially) still work in progress, we deem it beiséd for this project
because of its strong focus on and background in industry. To our knowledge, it is the only available
DT standard that has this strong connection to industry and we are convinced that this is essential to
berecognized and become weltcepted and adapted in realorld industrial plants in the future. The

AAS standard is also the only DT standard that explicitly supports indygical protocols and data
formats like OPC UA and AutomationML. The fact that dtill work in progres seems acceptable
O2yaARSNAY3I GKFEG GKA& | LILIX ASa G2 | t&ddzs3a aaid FyyRR FNR
available to this time as the domain of DT (in industry) is still rather new.

Within this project we arémplementing relevant partsf the AAS standard alongside its development.

We currently focus on the implementation of executable DTs which we refer to as AAS Services as well
as a repository to register, manage and discover running AAS Service called AAS Registry. Our vision is
that this set of DT tools could be extended into@en source software ecosystem for easy creation,
import/export, deployment, and management of DTs (according to the AAS standards). Therefore, we
are designing the software with future extensibility in minthis is done by introducing technolegy
agnostic interfacesvherever possible, e.g. for déserialization (to support déserialization using

different data formats), data storage and access (to support different kind of databases), and network
protocols (to support integration with any kind of existing or proprietary pfatsievices).

2.2.3 Support of all different Big Data Types and different pipelines and OPC

The strategy for the use of orchestration and connections through the use of StreamPipes and Digital
Twin representations through AAS might not be optimal in all situations. StreamPipes and AAS is
initially aimed at supporting IOT and Telemetry data, atmdctured data, including APls for services

and events. ltis initially not aimed at supportimgdia data like video and camera (RGB, Infrared, HF
laseretc)). It is further also not aimed at supporting Natural Language Processing with Speech/Audio
and/or complex graph structures. Further extensions, or alternative solutions, might be needed to
support such data types, which existsomeof the COGNITWIN pilot cases.

Further, a complex system such as a processing plant or factory will essentially be a "System of
systems" with "Pipelines of pipelines" and "Twin of Twins". This means that not all piHmes
be best realized aStreamPipegipelines.In the current plants and factories there is a lot of pre

Classification Public Pagel9of 173



COGNITWIN
DT-SPIRE6-2019 (870130) Deliverable .4

existing pipelines that already is working/ith well-definedinterfaces of components on the pipeline
they can be accessed and reused also outside of initial pipelines.

2.3 Conceptual architecture

2.3.1 Current status

One of the main objectives of WP4 is to enable creation of DTs for aBggise2 shows a highevel
architecture view how thisvasrealized. The state of an asset is monitored via (internal) sensors. The
sensor data is forwarded to the DT and optionally combined with additional external sensors such as
ambient sensors for temperature or humidity. A DT exposes adeélhed DT API adfing access to
properties, services and events. The integration of models, e.¢hdded or physibased, is realized

by expressing the models &treamPipes pipelines. Each pipeline can collect relevant data about the
state of the DT over time and otnuously output new virtual/calculated properties thate made
available via the DT API to the outside world. An example for such a virtual property could be the
estimated number of remaining heating cycle that a ladle can safely endure.

Asset Digital Twin
D) > Properties _
I o
D) —— new/calculated Services Ii:
DT properties LN
Events
DT property
changes
Sensors i :
Models (Pipelines) J
execute
S v
] S
ot Model Runtime
(StreamPipes)

Figure2: Highlevel architecture to integrate DTs wiknsors connected to assets

A special issue that needs further discussion is how to deal with storage and access of historical data.
This is a general issue with the current perception of the DT concept as all DT standards and almost all
implementations seem to agree that DTs onljleet the current state of an asset and do not provide

any means to storage or access historical data. However, in many use cases this is required, often for
legal reasons. Most models typicadliso require some knowledge about the previous state(s) ef th
asset to make predictions. For models this is solved by using a stream processing approach
(StreamPipes) which allows each model to keep track of historical data as needed. Unfortunately, this
does not solve the problem of accessing historical valueshei@dT API, e.g. historical values of a
virtual/calculated property. There are basically two possible approaches; either delegate this to some
external system or introduce some kind of data store for historical data to the DT and define new API
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operations to access this data. We are currently discussion which approach is best suited for our pilot

and also are reaching out to DT SDOs to investigate if such functionality is likely to be added to available
standards in the future.

Digital Twin :
, I I
P;zrp::;js L E Conlr?esctor 5:% Conlr?esctor « ji\
I &
Evonts I E -« : <<actor>>
|
<<actor>> i
Company A : Company B

Figure3: DT integration with IDS

For use and integration of DTs across company borders, we propose to integrate DTs with the IDS to
ensure security and confidentially of exchanged informatfigure3 shows aconceptualintegration

of DT into IDS. From inside the company that owns/hosts the DT@repany A an actor, which can

be either human but typically an application, can interact directly with a DT via the DT API. Actors from
outside the company, i.e. fror@ompany Bwill have to use the IDS API to interact with the DT. This
requires bothCompany Aand B to each provide a (properly configured) IDS connector component.
Additionally,if the actorwanting to interact with the DT across company boundaiges application,

it needsto be certifiedto be «IDS ready»

2.3.2 Evolution of the architecture

The COGNITWIN conceptual architecture has been evdlw@ay project execution. We started from

the architecture included in the DoW and made it more concrete based on the analysis of the
COGNITWIN use cases and the project vision. This architeaangublished ifAB2+20jand is shown

in Figure4. The deliverable focuses only the part in the grey box ifigure4. The components related

to hybrid twins and cognitive twirare described in WP5 deliverables (e.g.4)5.

We use the DT API to model data, models and services (e.g. Metadata Repodtigyréd) and to
provide standardised interfaces to all these digital twin entities (cf. Access Services and Discovery
Services).

Our solution has to be opened for new models and services (of any type). To provide support for both
model execution and service registration we decide to use StreamPipes. This framework among many
other things enables (i) to register new dgieocessorsj.e. COGNITWIN services; (i) to deploy a
service and (iii) to run a deployable service that receives data requests over the standardized DT API
and connects to the asset. This means that many building blocks showigure4 (e.g. Service
Registry, Prgrocessing service, Model Executor) are supported by StreamPipes as well as our
extension of it. The data itself or the models can be stored either internally in a digital twin or can be
references from it.
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Figure4: Initial COGNITWIbbnceptual architecture

The dependencies between all above mentioned entities are showigire5. COGNITWIKsovers all
building blocks for digital twins: whereas AB&ed digital twis are used for the asset management
and the standardized interfaces, the StreamPipesvides an environment to host and orchestrate
different models, components, services.

8
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g . | Al, physics-based, 3D, engineering, etc. models __ Models can be developed
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Device
Management Other Other
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Figure5: COGNITWIN approach based on the integration of DTs and StreamPipes
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3 COGNITWIN Interoperability Toolbox

3.1 Introduction to the COGNITWIN Interoperability Toolbox

The COGNITWIN project objective@DGNITWINhteroperability Toolbox as a Servigstates this to
be A reference architecturéor the cognitive elements including &fig Data, DatabasesloT, Smart
Sensors, Machine Learning, aAtltechnologiesthat realizeshybrid modelling, seladaptivity and
cognitive recognitionjeveraging/extending the existingiork into relevantcommunities. Itwill be
measuredthroughthe percentof reuseof the elementsof the architecturein the implementationof
the use cases.

|IEEEhas definedinteroperabilityasd i &bty of two or more systemsor componentsto exchange
information and to use the information that hasbeen $ E O K | YIEESOR ¢

A newer definition of Interoperability states: Interoperabiigya characteristic of a product or system,
whose interfaces are completely understood, to work with other products or systems, at present or in
the future, in either implementation or access, without any restrictiihsr21]

The overall task for the COGNITWIN Interoperability Toolbox has been divided into four subtasks that
are presented in the following sections.

1. Endto-End COGNITWIN Toolbox Pipeline Architecture

2. Interoperability Orchestration with Stredfpes

3. Adapters and Semantic Interoperability with OPC UA and others
4. Big Data Pipeline Deployment Framework

3.2 End-to-End COGNITWIN Toolbox Pipeline Architecture

3.2.1 Objectives, challenges and components

Thissultask includsthe specification of an entb-end architecture of the COGNITWIN Toolbox. We
have notaime at delivering one technically integrated platform for Big Data, 1oT & Al/ML technologies,
but instead a toolbox. In order to address not only greenfield developments, but also to properly
address brownfield integration and interoperability with proprigtaolutions and standards, wave
takeninto account different existing platforms (open source as well as commercial). The different pilot
partners already have existing 10T platforms in operation. Such as Microsoft lot Edge and IoT Hub
and/or SAP systems with Enterprise Service Bus/ESB technologies and Dat&xtiatirg.Big Data,

loT and Al platforms will thus be considetedbe platformsto be interoperable with.

The work is also related to the outcomes of the Industrial Internet Consortium (lIC) Task Groups
O0a5AaGNRAOdzI SR 51 G Ly dSNER LIS Niaieed byAFiagnhoferyl@SB ahdy | 3 S Y
G5A3AGEE ¢gAyYy Ly dSNR-ERS pdjestaqf Al & éc@ NIOBS @$ ff f (172 NIvK &
which some partners are involved in. To realize complex industrial scenarios, Digital Twins (DT) should

be capable of capturing characteristics of an asset as specified by the vendor/manufacturer, its state
during run time, as well as how an asset interacts with other assets in a complex system. This is usually
related to different interoperability problems, which should be resolved using semantic technologies,

e.g., semantic models or ontologies.

The next section describes the COGNITWIN project appmwiticla toolbox endto-end architecture
based on a Digita win Pipeline.
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3.2.1.1 COGNITWIN Toolbox endo-end architecture - Digital Twin Pipeline

We haveadopted the Big Data and Al Pipeline description that has emerged from work in the Big Data
Value Association (BDVA) and the Al Framework for the DAIRO Association, and which have been
described by the DataBench projeBHR+2]l together with a link to the BDVA Reference Model and
DAIRO Airamework reference model

In COGNITWIN we have extended this perspective for the focus of Digitaiftwiasiew Digital Twin
pipeline.

The four step Digital Twin pipeline also has a mapping tagblenical areag the SRIDA for Al, Data
and Robotics Partnershigll.+2( In the COGNITWIN project we have further specialized this for the
context of Digital Twins as shownHigure?.

The COGNITWINPipeline approach has been related to the Industrie 4.0 RAMI 4.0 Reference
architecture as shown further below.

The following Framework for Big Data andoikelines is based on Big Data Value Association (BDVA)
reference architecture. In order to have an overall perspective on Big Data and Al systems.

The Big Data and Al Pipeline Framework is based on the elements of the BDV (Big Data Value
Association) Reference Mod&llL+17]In order to have an overall usage perspective on Big Data and

Al systems a top level generic pipeline has been introduced in order to understand the connections
between the different parts of a Big Data and Al system in the context of an applicationTHew.
following figure depicts this pipeline, following the Big Data and Al Value chain.

The BDV Reference Model shoterthe rightin Figure6 has been developed by the BDVA, taking into
account input from technical experts and stakeholders along the whole Big Data Value chain as well as
interactions with other related Publierivate Partnerships (PPPs). An explicit aim of the BDV
Reference Model in the SRIA 4.0 document is to also include logical relationships to other areas of a
digital platform such as Cloud, High Performance Computing (HPC), 10T, Networks/5G, CyberSecurity
etc. The model for the European Al, Data and Robotics framework [ZIL+20] is shown to he left, with
the Big Data and Al pipeline from [BER+21] shown in the middle and also in more detail further below.

Big Data and Al

|
|

European Al, Data and Robotics Framework

Shructered Time Geo Media Test, Web
g
European Fundamental Rights, Principles, and Values [ Action/interaction, Datal serien, loT  Spomal Imoge  Lomguoge,  Groph
[ Eeooen rundementa ot rvisonsod veles | s, | Dol e =]
Capturing Value for Business, Soclety, and People ooy teteligance

sctien ané nteracten)
Policy, Regulation, Certification, and Standards (PRCS) \

Innovation Ecosystem Enabler

Skilis and Knowledge

Data for Al

Data Processing Architectures

‘ Data Protection

A
Cross-Sectorial Al, Data and Robotics Technology Enablers .

B

Experimentation and Deployment
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Figure6: Big Data and Al Pipeline and the European Al and Robotics Framework

The steps of the Big Data and Al Pipeline Framework are also harmonized with the ISO SC42 Al
Committee standards. It is in particular harmonized with the steps of Collection, Preparation, Analytics

Classification Public Page240f173



COGNITWIN

DT-SPIRE6-2019 (870130) Deliverable 2.4

and Visualization/Access steps within the Big Data Application Layer of the recent international
standard 1ISO 20543 Big data reference architecture within the functional components of the Big Data
Reference Architecturd$02(. It is further also harmonised with the emerging pipeline steps in the

L{h {/nH
[ S NYAy3

a0FyRFNR L{hkLO9/

ba[Véd ¢KAA RSaAaONAROGSaA

Data Pe-processing, Model Deployment and Operation.
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I aflD@&KAcCSition, S I NI/ A y
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Data Data Analytics/Al/ # Action/Interaction,
Acquisition/Collection Storage/Preparation Machine Learning Visualisation/Access
(Inchading Data Ingestion (including Storage (inchuding data (including dota presentation
processing, Streaming, Dota Retrieval/Access/Queries analytics, ML model environment/boundary/user
Extraction, Ingestion Storage, Data Protection, Curation, training, model action and iMeraction)

\_ Different data types) Integration, Publication) verification, operation J
~ o2 - - - @ . ; )
Digital Twin Digital Twin Digital Twin Digital Twin

Data Data (Hybrid) Cognitive Visualisation
Acquisition/Collection Representation Analytics Models and Control
\_ LhnadytiesfAl oe) . ~/

Figure7: Big Data and Al Pipeline Architectardpplied for Digital Twins

The proposed pipeline architectushown at lower part ofigure? starts with data acquisition and
collection to be used by the DT. This step includes acquiring and collecting data from various sources,
including streaming data from the sensors and data at rest.

Following the data acquisition and collection, the next step is the DT data representation in which the
acquired data is stored and pygocessed. DT (Hybrid) Cognitive Analytics Models step of the pipeline
enables integration of multiple models and theditibn of cognitive elements to the DT through data
analytics. Finally, the DT Visualisation and Control step of the pipeline provides a visual interface for
the DT, and it provides interaction between the twin and the physigstem.
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3.2.1.2 COGNITWIN Pipeline architecture related to RAMI 4.0

COGNITWIN Pipeline RAMI 4.0 Reference Architecture
Business Process KPIs Layers
Digital Twin
Visualisation and Control Business

Hybrid/ Cognitive L
Digital Twin Generation

Digital Twin
Representation

Digital Twin Data
Acquisition/Collection

Process Plants

Physical Assets

Figure8: COGNITWIN Digital Twin pipeline related to RAMI 4.0

The mostwell-known reference architecture in the Manufacturing domain is RAMI 4.0 from the
Industrie 4.0 initiative. This ihus a relevant common framework for presenting and discussing
different architectural aspectsThe COGNITWIN Digital Twin pipeline maps into the Layers of RAMI
4.0 as follows:

1 Process plants business processes maps into the Business layer

Digital Twin Visualisation and Control maps into the Functional taiygeractions
Hybrid/Cognitive Digital Twins maps into the Functional lagervices

Digital Twin Representation maps into the Information and Communication layer
Digital Twin Data Acquisition maps into the Integration layer

Process plants physical assets maps into the Asset layer

= =4 —a A A

The Hierarchy level dimension of RAMI can be used to analyse the various focus areas between the
pilots¢ with Digital Twin focus ranging from the product through the levels from field and cdntrol
the whole factory and supply chains.

In order to achieve the interconnection of the DT from th&set layerthrough thelntegration layer

with the Communication layemwith the overall physical system(s) follow niorrusive and high
performance edge computing approaches and utilizing standard communication approaches (e.g.
REST, OPC UA, MQTT) in order to transfer their data in the virtual counterparts within thesitivesp
systems.

Furthermore, and following RAMI 14.0, the DTs in terms ofitfiermation layerthe projects utilize
the DTs to serve their own cases, however all aim at predicting or optimizing different parameter /
values / variations etc. i.e. they aim to identify and produce valuable information toward enabling a
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situational awareness and even more so derive to cognition as to what is important and happening at
real (or near real) time from the twinned assets.

In the Functional layemwe observe that the goal is to create (utilizing the DTs)ase#re machines or
processes with embedded knowledge towards creating the aglaat decision support system (with
cognitive capabilities) for the involved processes and assets of dach p

Lastly and at the highest layer of the RAMI 4.0, that oBheiness layerThe business goals that are
envisaged to be facilitated by the applications of DTs towaisgnitiveplant.

The Life cycle & Value Stream dimension of RAMI can be used to analyse the different focus on the
aspect of (Development/UsageType/ Instance).A digital twin can further be reflected on various
levels in the hierarchy dimension. Typical in COGNITWIN the focus is on the station/work center level
but the pipeline model can be adapted to all levels.

COGNITWIN Digital Twin Pipeline BDVA Reference Model

Process Plants

Business Process KPls T 2Ho 0
.. . - o E]
Digital Twin Data Visualisation and User Interaction iz SR
Visualisation and Control 313 E ‘E.
Data Analytics 2 B ) bt
Hybrid/ Cognitive . F E" w B
Digital Twin Generation Data Processing Architectures i g E_ aols
k o [Bs
¥ Data Protection g i‘ “1H E_
Digital Twin £ls 213
Representation Data Management 4 | .% =
[} HEHE :
[ Digital Twin Data Cloud and High Performance Computing (HPC) g é; ‘ @
Acquisition/Collection Things/Assets, Sensors and Actuators (Edge, loT, CPS) 1 ‘

Process Plants

Physical Assets

Figure9: COGNITWIN Digital Twin Pipeline related to the BDVA Reference Model

The COGNITWIN Pipelines reflects the functionalities of the various levels in the BDVA Reference
model but combines these into a logical data flow instead of describing thesdeendent areas
as there is now explicit flow associated with the layers in the BDVA model.
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COGNITWIN Pipeline Al, Data and Robotics Framework [DAIRO/Adra)

European Al, Data and Robotics Framework

European Fundamental Rights, Principles, and Values

Process Plants

Business Process KPls

Capturing Value for Business, Soclety, and People
Digital Twin Policy, Regulation, Certification, and Standards (PRCS)

Visualisation and Control
Innovation Ecosystem Enabler

Hybrid/ Cognitive Skills and Knowledge
Digital Twin Generation Data for Al

* Experimentation and Deployment
Digital Twin

Representation Cross-5ectorial Al, Data and Robctics Technology Enablers

Digital Twin Data | erception Wteraction
Acquisition/Collection | e

Making Systems,

Knowledge Methodologles,
Process Plants and Learning Hardware
and Tools

Physical Assets

Figurel0: COGNITWIN Digital Twin Pipeline related to the DAIRO/Adra Framework

Properties of a cognitive computing system include support for contextual, adaptive, iterative and
stateful and interactive aspects. This can be aligned with the four areas of the European Al SRIDA model
and correspondingly to the COGNITWIN Digital Twin pipasrfellows:

wSensing and perceptionfor Contextual aspects Understands and extracts contextual elements
such as meaning, time, location, process and others based on multiple sources of information.

wKnowledge and learning/ data (real time /historia) for Adaptation: Cognitive computer systems
must learn as information/data changes, and as goals and requirements evolve. They must resolve
ambiguity and tolerate unpredictability. They must be engineered to feed on dynamic data in real time,
or near ral time. In relation to context, this characteristic takes care of feeding on dynamic data and
then processing it in order to form the eventual context and come up with solutions or conclusions.

wReasoning and decision makimgor Iteration/state: They must aid in defining a problem by asking
guestions or finding additional source input if a problem statement is ambiguous or incomplete. They
Ydzai GNBYSYOSNE LINBOA2dzaz Ay (dSNI OiA 2y ablefoyther LINE O
specific application at that point in time.

wAction and Interaction¢ being Interactive. They must interact easily with users so that those users
can define their needs comfortably. They may also interact with other processors, devices, and Cloud
services, as well as with people.

The followinggives examples related to the variotsgnition areas.

Sensing andPerception/Context A number of different sensors are being introduced in the different
pilots, typically by use of existing sensors or by retrofitting new sensors into existing/brown field
environments. This is including sensors for the various human senses and peregpéisrsuch as

touch (with pressure, temperature and vibration), sight (with various kinds of image spectra), hearing
(with various kinds of audio/sound/speech), smelling (with various kinds of gas and liquid detectors).
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All of the pilots support various kinds of measurement sensors. The concept of soft/virtual sensors is
possible tantroduce in order to create higher level sensor abstractions.

The COGNITWIN project provides support for RGB cameras with image analytics with associated deep
learning for the understanding of the movement of steel bars, and is also using deep learning in the
context of infrared cameras for images for high temperatanalysis, including possible use of high
performance FPGA hardware for image deep learbiaged analysis. Further support is also provided

for audio/speech to text analysis based on natural language processing.

Knowledge and learning/ data/AdaptationMany different data representations are being used to
capture and evolve/learn knowledge. With a basis in heterogenous data often collected into data lakes,
the use of semantics/ontologies in combination with knowledge graphs is a strategy by manysprojec
and, like COGNITWIN is using knowledge representation through the graph structures of the asset
hierarchy of the Asset Administration Shell/AAS.

Reasoning and decision makingAll of the pilots use hybrid models that combine
mathematical/physical models with historic data and purely edti@en model approaches. Reasoning

and decision makingretypically based on analysing and understanding variations, including their root
causes, as well as their impacts. The COGNITWIN project has introduced the concept of hybrid digital
twins in order to highlight the need to cofiine multiple models (both pfsical and data driven) for a

digital twin. A hybrid Dexi Sy Ra | aOf I aaA0¢ 5¢ o0& AYUSNIGAYAY:
predictive capabilities and thus offer greater potential for industrial applications. Indeed, by
supporting symbiosis between models, hybrid DTs will allow for integrative piauiof unusual
behaviour rather than 'simple’ anomaly prediction. The further evolution to Cognitive Digital Twins
extendsthe hybrid DT by marrying expert knowledge with the power of hybrid analytics. The synergy
with expert knowledge makes it possibleftnd solutions to previously unforeseen situations.

Action and Interaction The environment context for action and interaction contains both machines
and equipment in a control loop context and human operators. Cognitive control implies autonomous
interaction with the environments in order to impact the situation towards achigthe goals of the
system. The COGNITWIN projaisioopens for the use of speech to text/knowledge processing in the
interactions between human operators and the system.

3.2.1.3 COGNITWIN Toolbox endo-end architecture

The COGNITWIN projasbuilt around sixilots: Non-Ferrous pilotq Aluminium, Silicon) (WP1Steel
pilots (WP2) andEngineering pilo{Boiler, Furnace) (WP3J.hese pilots thatvill be supportedby the
COGNITWIN Toolbox

COGNITWIN Platform, Data and Sensor Interoperability Toolfd#4). This supports the overall
coordination of the COGNITWIN toolbox evolution with a focus on the toolbox support for
interoperability and portability across platforms, including cloud support, data sharing and potential
exchange through the IndustriBlata Space, and further support for sensors and real time sensor data
processing.

COGNITWIN Hybrid Al and Cognitive Twin Tool§d4#5) This part of the COGNITWIN Toolbox
establishes the Al/Machine Learning support for Digital Twins, and enhances this with sensas analy
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with deep learning and deep learning performance support. It fesois establishing the Hybrid Digital

Twin and the Cognitive Digital Twin toolbox support.

Figurellshows various components in the COGNITWIN Toolbox that can be selected in order to create
Digital Twin pipelines in different application settings.

- ;
- . &
L- 5

F 3

Communication Orchestration CyberSecurity
Storage: Cognitive Twin 2D Visualisation
SQL (oracle Hybrid Twin (SICVP
i TimeScaleDB igit CybView, ...
Communication OICstaten PostgressQl, ..) -?\E::a ' (TIA MONITORING, (;mfa,.a !
Sensor types ) g SINDIT) 3
(Streampipes NosQL SINTIUM, ...)
TSR] TstreamAd (Cassandra, (AAS
(loT: et Adapt_ST, InfluxDB, FAST)
Temperature, FOPC-UA ) - MongoDB, . . 3D Visualisation
Pressure, TOPC-UA, ...) R GraphDB , ...) Machine Learning First Principles (slcvp
Vibration, R“:&:{MQEST (NeuroScope, Bonzai, Solidworks,
Current, = - Node-RED, ... Event Processing Data TIA PREMA, (CENIT, ModelFit, ParaView,
Voltage, ... Mg‘“‘“' o (Kafka, ..} Spaces Keras2RTL, SpinPro, RealSim, ProXim, Unity, ..)
Camera: (1Ds, TIA MODEL, TIA OEE, FUSE, SubFuse,
RGB, CEP TIDS, TIA STATISTIC, TIA TIA DATA-GEN, TMPDM
Infrared, 'C""""‘f" 5iDs) ASP, TIA METRICS, ...) .
HF Laser, FPGA-Al Event Processing i APhotoGr (MATLAB, Simulink,..
) Platforms Scikit L
{Holr (siddith, CEPE, Data (SciKit Learn,
(BedRock, Sidstream, Lakes Keras, TensorFlow,
Lodur) SloTP, ...) PyTorch )
Deployment alternatives / Processing: Edge On-Premise Fog Cloud HPC Mobile, Browsers ‘
Methods: Digital Twin Modeling Life cycle PPBM-Pragmatism Physics Based Modeling ‘
Digital Twin s | Diital Twin Digital Twin Digital Twin
Data Acquisition/Collection Representation Hybrid (Cognitive) - Visualisation and
Analytics Models Control

Figurell: COGNITWINoolbox with components for the pipeline stepsl D44 focusin red box

Figurell showsfurther, in the red boxthe areas of the Digital Twin pipeliran Digital Twin Data
Acquisition and Representatiavhichare focused on in this D4 deliverable documentTheareas of
Digitd Twin Analytics Models an®isualizationare further described in thecompanion D54
deliverable document.

Belowdescriptiors of each ofthe four pipeline stepare provided

3.2.1.4 Digital Twin - Data Acquisition/Collection

This Digital Twin step maps Rata acquisition and collectionom various sources, for input to the

Digital Twin. This includes both streaming data and data extraction from relevant external data sources
and sensors. It includes support for handling all relevant data types and also relevant data protection
handling for this step. In the Digital Twin sensor context this includes various data types such as
numerical values from sensors, but also images from RGB and Infrared camera sensors, as well as HF
laser and others. This step is often associated with the ubetbfreattime and batch data collection,

and associated streaming and messaging systems. It uses enabling technologies in the area using data
from things/assets, sensors and actuators to collect streaming-igiat@otion as well as connecting to
existing data sources with datat-rest. Often, this step also includes the use of relevant
communication and messaging technologies. This steps maddiata Acquisition/Collectidyy sing

enablers from Sensing and Perception technologies, which includes deth@access, assess, convert

and aggregate signals that represent raarld parameters into processable and communicable data
assets that embody perception. Experiences from the initial pilots of the COGNITWIN project has
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shown that the usage of ORMoth DA and UA is much in use for the access to sensor and machinery

data. Digital Twin Data Acquisition and Collectisrtaking place from factory machinery and assets
with connected devices, and controllers through protocols and interfaces like OPC UA and MQTT.

Orchestration

Communication

- Orchestration
Communication

Sensor types )
(Streampipes

TstreamAd
Adapt_ST,

(OPCDA/ UA,
(loT: COPC-UA,
FOPC-UA
TOPC-UA, ...)
MQTT, REST
RabbitMQ
Mosquitto
MAI

Temperature,
Pressure,
Vibration,
Current,
Voltage, ...
Camera:
RGB,
Infrared,

H; Laser, FPGA-AI Platforms

BDPDF,

Node-RED, ...

(Honir (BedRock,
Lodur) SIoTP, ...)

Deployment alternatives / Processing:

Methods:

Digital Twin .

Data Acquisition/Collection

Figurel2: Digital Twin- Data Acquisition/Collection

Figurel2 shows the areaf Digital Twin Data Acquisition/Collection in the COGNITWIN context with
relevant technologies for this area.

3.2.1.5 Digital Twin Data Representation

This Digital Twin step maps tlata storage/preparatiorby use of appropriate storage systems and
data preparation and curation for further data use and processing. Data storage includes the use of
data storage and retrieval in different databases systemsoth SQL and NoSQL, like keyjue,
columnbased stoage, document storage and graph storage and also storage structures such as file
systems. Tasks performed in this step also include further data preparation and curation as well as
data annotation, pblication and presentation of the data in order to be available for discovery, reuse
and preservation. Further in this step, there is also interaction with various data platforms and data
spaces for broader data management and governance. This stej in#isd to handling associated
aspects of data protection. This steps mapAioData Storage/Preparatioby using enablers from
Knowledge and learning technologies, including data processing technologies, which cover the
transformation, cleaning, storagesharing, modelling, simulation, synthesizing and extracting of
insights of altypes of data both that gathered through sensing and perception as well as data acquired
by other means. This will handle both training data and operational data. It will further use enablers
for Data for Al which handles the availability of the dateotlgh data storage through data spaces,
platforms and data marketplaces in order to support data driven Al. With a focus on Digital Twin
representation therds a question of which representation approaches to take. In the early survey of
Digital Twin API standards and approaches there has been an analysis of various Digital Twin API
approaches Digital Twin Data Representatiimvarious forms, based on the sensor and data sources
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connections involving event processing with Kafka and storage in relevant SQL and NoSQL databases
combined with Digital Twin APl access opportunities being experimented with, such as the Asset
Administration Shell (AAS).

CyberSecurity

Storage:

sQL (Oracle,
TimeScaleDB Digital
Postgressal, ...) Twin
NoSQL
(Cassandra, (AAs
InfluxDB, FAST)

MongoDB,
GraphDB , ...)

Event Processing
(Kafka, ..)

CEP - Complex
Event Processing

(siddith, CEPE,
Sidstream,

1-Premise Fog Cloud

Digital Twin Modeling Life cycle

Digital Twin
Representation

Figurel3: Digital Twin Data Representation

Figurel3shows the areaf Digital Twin Data Representation in the COGNITWIN context with relevant
technologies for this aredthe COGNITWIN providgdchnologieq(in red) are described later in this
deliverable D4.

3.2.1.6 Digital Twin Hybrid and Cognitive Analytics Models

This Digital Twin step mapsAmalytics/Al/Machine Learnirthpat handles data analytics with relevant
methods, including descriptive, predictive, and prescriptive analytics and use of Al/Machine Learning
methods and algorithms to support decision making and transfer of knowledge. For Machine learning,
this step ato includes the subtasks for necessary model training and model verification/validation and
testing, before actual operation with input data. In this context, the previous step of data storage and
preparation will provide data input both for training and validation and test data, as well as operational
input data. This step maps #l Analytics/Al/Machine Learningising enablers from Reasoning and
Decision making which is at the heart of Artificial Intelligence. This technology area also provides
enablers to address optimisation, search, planning, diagnosis and relies on methods to ensure
robustness and trustworihness.Digital TwinHybrid (Cognitive) Analytiagith Al/Machine learning
models basd on applying and evaluating different Al/machine learning algorithfinés is further
extended with firstprinciples physical modetsto form a Hybrid Digital Twin
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Cognitive Twin
Hybrid Twin
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SINDIT)
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TIA PREMA,
Keras2RTL, SpinPro,
TIA MODEL, TIA OEE,
TIA STATISTIC, TIA
ASP, TIA METRICS,...)
APhotoGr

First Principles

(CENIT, ModelFit,

RealSim, ProXim,

FUSE, SubFuse,

TIA DATA-GEN, TMPDM
)

(MATLAB, simulink,..

COGNITWIN

(SciKit Learn,
Keras, TensorFlow,
PyTorch )

HPC

PPBM-Pragmatism Physics Based Modeling

Digital Twin

ma)  Hybrid (Cognitive) M)

Analytics Models

Figurel4: Digital Twin Hybrid and Cognitive Analytics Models

Figure14 shows the areaf Digital Twin Hybrid and Cognitive Analytics Models in the COGNITWIN
context with relevant technologies for this are@dhe COGNITWIN provided technologies (in red) are
describedn deliverable B.2.

3.2.1.7 Digital Twin - Action/Interaction, Visualisation and Access

This Digital Twin step mapsAation/Interaction, Visualisation and Accéiseluding data presentation
environment/boundary/user action and interaction) identifies the boundary towards the environment
for action/interaction, typically through a visual interface with various data visualisation techniques
for human users and thragh an API or an interaction interface for system boundaries. This is a
boundary where interactions occur between machines and objects, between machines, between
people and machineand between environments and machines. The action/interaction with the
system boundaries can typically also impact the environment to be connected back to the data
acquisition/collection step, collecting input from the system boundaries. This step nmapd t
Action/Interaction, Visualisation and Accessing enablers from Action and Interactignwhere
Interactions occur between machines and objects, between machines, between people and machines
and between environments and machines. This interactiontaka place both through human user
interfaces as well as through various APIs and system access and interaction mechanisms. The
action/interaction with the system boundaries can typically also be connected back to the data
acquisition/collection step, clacting input from the system boundaries.
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) |
2D Visualisation
(sicvp,
Cybview, ...)
(Grafana,
SINTIUM, ...)

3D Visualisation
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Solidworks,
ParaView,
Unity, ...)

Mobile, Browsers |

Digital Twin
» Visualisation and
Control

Figurel5: Digital Twin- Action/Interaction, Visualisation and Access

Figurel5shows the area dDigital Twin Visualisation and Contratcluding the use of 3D models and
dashboards suitable for interacting with Digital Twin data and further data access and system control
through control feedback to the plant/factory.

3.2.1.8 COGNITWIN Toolbox Method layer

Besides components, tools and pipelines, the COGNITWIN Toolbox also contains accompanying
methods, technigues and methodologiesvhich includes procedures and guidelines.

In this context there is also preparations for a method for Digital Twin Modelingrder to provide
support for the whole Digital Twin life cycle. This will, among elsdabmonizedwith Digital Twin
life cycle steps as defined in ISO 23247 Digital Twin framework for manufaetndrigrther emerging
standards from ISO SC41 loT and Digital Twin.

There are also method components associated with other perspectives of the pipeline, explicitly the
approach and techniques for first order modellirig. particular there is currently a component PPBM
for Pragmatisms Physics Badéddelling described further in D5.2.

3.2.1.9 COGNITWIN Toolbox Web Portal

The COGNITWIN Toolboweb portal has been created to manage abif the partner
components/tools/pipeline that will be included in tl&OGNITWIN Toolbdx.thefinal version at the
end of the projecthe description of the potential reusable Digital Twin pipelif@sthe six different
pilots have beenfocused on
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COGNITWIN Toolbox Portal

The COGNITWIN Toolbox is structured according to a defined Digital Twin pipeline, comprising a set of different Digital Twin (DT) supporting components. These component will typically be
connected and configured together in different ways for different pipeline instances in various application contexis

As shown in the figure, four main steps for the pipeline have been defined, corresponding to 1) DT data acquisition tools & services, 2) DT representation tools & services, 3) DT analytics
tools & services. and 4) DT visualization and control tools & services that will be explained below.

<
<
4
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SQL [Oracle, Hybrid Twin (sicwp,
TimeScaleDB i CybView, ..,
TR Orchestration ; et ) Digital [TIA MONITORING, y! )
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(Streampipes NoSQL SINTIUM, ...}
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(loT: COPC-UA, Adapt ST InfluxDB, FAST)
Temperature, FOPC-UA ] ! MongoDB, 3D Visualisation
Pressure, TOPC-UA, ..} BOPOF. GraphDB, ...) Machine Learning First Principles
Vibrati MQTT, REST b - (sicvp
ibration, RabbAME, (NeuraScope, Bonzai, Solidwaorks,
Current, Muosquitt Node-RED, .. Event Processing TIA PREMA, (CENIT, ModelFit, ParaView,
Voltage, ... i g (Kafka, ) Spaces ||| keras2rTL, SpinPro, RealSim, ProXim, Unity, ..)
Camera: (DS, TIA MODEL, TIA OEE, FUSE, SubFuse,
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HF Laser, FPGA-AI Event Processing : APhOtoGr {MATLAB, Simulink,..
. Platforms (siddith, CEPE, Data (SciKit Learn,
(Honir (BedRock, Si:lStrea’m. ' Keras, TensorFlow,
PyTorch )
On-Premise Fog Cloud HPC Mobile, Browsers |
Methods: Digital Twin Modeling Life cycle PPBM-Pragmatism Physics Based Modeling |
igi i - . Digital Twin Digital Twin
Digital Twin — Digital Twin b EI . Vi gl N d
Data Acquisition/Collection Representation Hybrid (Cognitive) Isualisation an
Analytics Models Control

Digital Twin Pipelines

Emission (Gas Treatment Center)
temperature and fan control

Demonstrated through a pipeline implementation in a
Hydro Aluminum plant.

®

Temperature in tapping stream and Slag
in refining ladle

Demonstrated through a pipeline implementation in
an Elkem Silicon plant.

)

Predictive Maintenance of Machinery

Demonstrated through a pipeline implementation in a
Moksel Steel plant

)

Rolling Mill Tracking System

Demonstrated through a pipeline implementation in a
Saarstahl Steel plant

(&)

Hybrid model for ladle refractory wear

Demonstrated through a pipeline implementation in a
Sidenor Steel plant.

)

Bailer fouling management

Demonstrated through a pipeline implementation in a
Sumitomo Boiler installation.

)

Figurele: COGNITWIN Toolbox Web Poctalith Digital Twin Pipelines and Components

Figure16 shows the COGNITWIN Toolbox Web Patakluding components from all areas of the
COGNITWIN Toolbox.

The COGNITWIN project is now promoting the following 6 Digital Twin pipelines:

DTEmission (Gas Treatment Center) temperature and fan control
DT Refining ladle Tappifigmperatureand Slag
DTPredictiveMaintenance of Machinery

DTRolling MillTracking System

DT ladle refractory wear

=A =4 =4 =4 =9
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1 DTBoiler fouling management

The COGNITWIN Toolbox contains all the components and related example pipeline configurations

Deliverable 2.4

COGNITWIN

both for the COGNITWIN Platform, Sensor and Dateeroperability Toolbox (from WP4) and the
COGNITWIN Hybrid Al and Cognitive Twin Toolbox (WR&).COGNITWIN ToolbBartal can be
found online athttps://cognitwin.github.io/toolbox/. The Toolbox Portal contains links to the various

COGNITWIN Toolbox components and eventually also links to demonstratgritodigigémonstrators,
andis being continually updated during the project.

Project partners have also looked into how the Toolbox approach can be used for different market

presentations; i.e. Teknopar has created a toolbox portal.

COGNITWIN

T00LBOX

APPLICATION AREA Showing 9 Applications.

-
o
> o ;.I_QME&&M o

About Toolbox

r@] STEEL 4.0 - lloTP

o —o

ata Collectior
jta Storage & Preparatio
OPC UA and Data STEEL G LA
Analyses Connectors =
Visualization/Process Control
STEEL 4.0- TMLL provides and enables the
COMPANIES application of machine leaming algonthms and
1n prowidelyeceiving data via PLC using OPCUA needed to perform smart predictive maintenance
TEKNOPAR prov ving deta v U= 3 for the SVIP machinery. TMLL utiizes supervised,
unsupervised, multidimensional scaling and
) CYBERNETICA reinforcement learning algorithms as needed
(0) NISSATECH More Info More Info
() SCORTEX
AN ‘
(.)&? STEEL 4.0 - ICPV ' IBDA
£

Stee'd 0 16TP is a platform that is used to acquite,
collect and store sensor and PLC data. The
platform enables realtime stream processing as
well as batch processin

More Info

@ TMat SynDat

STEELS DACPY supparts the digital twin by
means of visual components presenting the

ed data which is retrieved from, and
processed within other STEELZ.0 companents

Industrial Big Data Analysis is used in praparation
and analysis of acquired data. Oulliers are
identified and eliminated, descriptive statistics
are calcu'ated, standardization, normalization,
Min Max scalar and Standard Scalar were applied
10 data, PCA is performed. A new tag was
introduced for PLC on/off case.

Thtat SynDat (MATLAB Synthetic Dats Generator
for Electro Mechanical parts) is & synthetic data
genarater for common electro mechanical parts,
ncluding electric DC maetors and a hydraulic
shaft.

Figurel7: Snapshot from Teknopar COGNITWIN Toolbox

Teknoparhas further created a dedicated COGNITVWW&sIboxas part of their marketing portal and
prepared this for further promotion of COGNITWIN components as shotiguimel?7. Tool names in
the Toolbox can be configured. The namésome of the tool®iave been change®TEEL 4:0rMML

has become TIA MODEIEEL 4:Q0TP has become TIA IoT, TMat SynDat has been replaced with TIA

DATAGEN, BDVA has beeranged with TIA; DATAand STEEL 4lGPV has become TIA UX.

In the context of collaboration with the BPIRI6 projects wehave also been working drowto share
pipeline and components descriptions together with use cases through theCatdlogue

https://www.iot -catalogue.com/
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3.2.2 Detailed description of the activities performed

Activities performed include:

=

Analysis of the use of Reference Models from D4.1 document

Selection of BDVA and the Big Data and Al Pipeline as a reference model basis
Creation of the Digital Twin pipeline framework

Establishment of the COGNITWIN overall Toolbox architecture

Mappings of the COGNITWIN components into the Toolbox

Initial version of the COGNITWIN Toolbox Portal

Pipelines introduced into the Toolbox

A toolbox portal for TEKNOPAR components have been developed

MES integration to theigital twin platform has been performed.

10 Data migration scripts were written and used to migrate data from Cassandra to PostgreSQL.
11. Data preprocessing was performed to fill in and clean data.

©o N kWD

3.2.3 Progress beyond State of the Art or State of the Practice

The endto-end COGNITWIN Toolbox pipeline architecture is based on the technical areas of the BDV
Reference Model and the DAIR@DRAAI Framework with the associated Big Data and Al Pipeline
described by the DataBench projdBER21]

The extension and adaptations of this for Digital, Hybrid and Cognitive Twins is a progress beyond state
of the art and practice provided by the COGNITWIN project.

3.2.4 Summary of the key achievements
Key achievements include:

Establishment and description of the Digital Twin pipeline steps

Mapping of the various COGNITWIN Toolbox components into the pisine

Description of the various Toolbox components with a common template

Creation of a welbased portal to present the pipeline steps with associated components

Population of the COGNITWIN Toolbox with the initial description of COGNITWIN components

Pipelines introduced into the toolbox

Toolbox portal developed by TEKNOPAR has been populated and the portal is ready for

demonstration

Evoltion the COGNITWIN Toolbox portal

9. Further evolution of the pipeline architecture between relevant components for the use in the
various pilots consolidate and combine the pipeline architectures

10. Rurther inclusion possibilities of additional components for pipeliresncluding more

references to relevant open source and thjpdrty software that has been used

No o h~owNPE

oo
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3.2.5 Conclusion

The COGNITWIN Toolbox portal will continue to be maintained as a collection of the COGNITWIN
pipeline implementations for the various pilots, and will hdve links to the components and services
involved and the partners responsible for providing these.

3.3 Interoperability Orchestration with Streampipes

3.3.1 Objectives, challenges and components

In the context of theCOGNITWINroject, the digital twins should not be developed from scratch, but
rather the already existing components/systems should be considered.

Based on the components in the COGNITWIN Toolbox the aim is further to make it as easy as possible
to support interoperability among components which might be suitable to connect to each other in a
pipeline. This will support the ease of reusability andesgy of different components potentially
provided by different organisations. The objective of the Interoperabititghestration with
Streanfipes is to facilitate more easily the configuration and connections among components in a
pipeline ensuring botlsyntactic and semantic interoperability.

Problem definition

In order to provide a solution for a big data challenge, it is required to combine several components in
the form of a pipeline and minimize the traaéf between the efficiency and flexibility. The efficiency
refers to the low effort in building a pipeline and flexibility refers to the low effort in extending and
rebuilding a pipeline, which are common activities in maintaining a-deteen industry stution.

Indeed, & 1 K2dzZAK Yl ye 2NHIFYyATFiA2ya NBO23ayAT S . A3 51 (
challenges when implementingata collection, data processing addta analytics into their process

[Bar+19] One reason for this is that multiple experts, ranging from technical to domain experts, need

to be involved in specifying such complex workflows, and workflow steps need to be mapped
dynamically to heterogeneous computing and storage resources to ensure sca]Rhility17]

Possible Solutions

In order to support interoperability and integration among different interacting components there are
many approaches that can be taken. One approach is to ensure that components have well defined
interfaces, and also that the interfaces, when possilsidased on established standards.

To support the connections between the output from one component with the input from another
components a number of orchestration/wdtaw support services has evolved.

There is a large variety of Big Data workflow solutions that share similar design principles while fulfilling
the needs of various groups of users and use cases. We carriesh analysis of the most promising
workflow tools (chosen based on their mass user base and relevance), including Paéhygerche

2 https://www.pachyderm.com
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Airflow®, Snakemakg Apache NiFj NodeRED, StreamPipes Argo Workflow®, NextFlow, and
Conductot®.

The various frameworks area aimed at different user graupsm analytics/domain experts to system
developers. We identified NodRED and StreamPipes as two orchestration solutions that had good
useroriented graphical pipeline tools.

Although both NodeRED and Apache StreamPipes enable the graphical creation of processing
pipelines in the sense of a "pipes and filters" approach, a closer look reveals various differences
between them, both in terms of the target user group and techratl.

We have further introduced the design decisions related to StreamPipes for orchestration of
components in section 2.2.1 StreamPipes for orchestration of the componéfesdiscussed the
different aspects of Nod®ED and Apache StreamPipes inititeoductory section D2.2. on Design
decisions; where we concluded to go forward with a priority for StreamPipes.

Analytics Microservices

Figurel8: Architecture of StreamPipe&showing adapter libraries for ORG\ MQTT and REST

8 https://airflow.apache.org

4 https://snakemake.readthedocs.io
S https://nifi.apache.org

8 https://nodered.org

7 https://streampipes.apache.org/

8 https://argoproj.github.io/argo

9 https://www.nextflow.io

10 hitps://netflix.github.io/conductor
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Figure18 shows the architecture of StreamPipes, including already existing adapters fe®PC
MQTT and REST.

The COGNITWIN project has implemented StreamPipes as the orchestration tool in the Sidenor pilot
and the results are very encouraging. There are also experimentations with StreamPipes adapters for
the Noksel pilot and the Sumitonf®H| FWilot.

Independently from a particular pilot, there are two main benefits of using StRyaes for the
orchestration of components:

1. It enables arefficient creation of the endo-end pipelines.
2. It supports an easy extension of the pipes, or the introduction of new pipelines

StreamPipes can be categorized as an orchestration engimeh is oriented toward datintensive
applications. It means that it has a very strong support for all phases irdd&tn processing, starting

from the adapters for various data sources, wrappers for different processing components and solid
support Dr the visualization and reporting.

SreamPipes offers usedriendly interfaces for adding new elements in existing pipelines and
incremental debugging of the pipelines. It means that it is possible to combine existing elements (e.g.
data-driven models) with the new elements (e.g. numericaldels) in various ways, based on how the
corresponding pipeare connected. By knowing that many pipelines can exist in an environment, it is
easy to develop validation strategies for a combined approach. This is very important for the creation
of Hybridtwins, where the way of combining different models is not predefined and a high level of
flexibility is required by an orchestration engine.

Pipelines can easily be modified and extended with other elements, bothibuhd custordbuilt,

using builtin Editor or combined into one pipeline. Additionally, pipeline elements are encapsulated
as standalone microservices, which enables joining etémcreated by different partners and run on
different machines into one pipeline.

We successfully used it to utilize CEP advantages from within StreamBigean examplave have
implemented query which tells us how many heats from the Mt.g., 5 had more thanM (e.g.,
100) anomalies:

define stream MEWMAOutput(anomalies object);

from MEWMAOutput#window.length(5)[list:size(anomalies) >= 100]
select count() as count

insert into OutputStream;

This query uses output from MEWMA element and calculates the number of heats that have more
than M anomalies.

Regarding outputs from MEWMA and KNN elements, we singled out following queries that can be
applied:
1 Testwhether there were more thavl anomalies in a single heat during time window of length
N. For example, if there were more than 10 anomalies in a time window of 5 minutes, raise a
warning. (ises output from MEWMA&treampipeglemen)
1 Test whether there were too many anomalies in single heat with same-caade. For
example, if there were more than 100 anomalies with the same-oanise parameter, this
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can indicate that some sensor or part of machine is faulty and should be cheagesl output
from MEWMA element

9 During lasiN heats, cycle is classified héndicating that the degradation is greater than given
threshold with an increasing probability (certainty). This can indicate that the ladle will soon
be unusable andhould be monitored closely or even repaired/replacagses output from
KNN element

1 Test whether during the last heats there were more thaiM anomalies and that cycle was
classified a4 (indicating that the degradation is greater than given threshelextension to
the implemented query in pipeline #Zhis situation may lead to even greater process
instability. (1ses outputs from MEWMA and KNN elemgnts

1 Test whether during the last heats there were more thaiM anomalies and that cycle was
classified af (indicating that the degradation is lesser than given threshaddtension to the
implemented query in pipeline #bh this case it could be better to disregard output of KNN
element, as it may be faultyu¢es outputs from MEWMA and KNN elemgnts

These advantages are realized in the componé&dapt SThy Nissatech Set of adapters for
StreamPipedased ToolkitsTeknopathas createdr StreamPipe#sdapters (TIATREAMhat enable
non-experts to create data stream pipes tHatks to data sink€assandra and Fiware.

3.3.2 Detailed description of the activities performed
Activities performed include:

1. Analysis of different orchestration technologies

Selection of Streampipes as the most relevant option

Proof of Concept: First experiments with Streampipes in pilot pipelines

MVP: Implementation of an ertb-end solutions for Sidenor pilot

Knowledge reuse: Creation Aflapt_ST - Set of adapters for StreamPipbased Toolkitby

Nissatech

6. Creation ofTIA DATAby Teknopary, @dapters to gets data from data sources (such as Kafka
or MQTT) as input. The data is consumed by Cassandra and Eimdf@ocessed via TIA
STREAM The addition of the support for this provides new opportunities for the
interoperability with different plant data sources and storage services.

7. Creation of TIA ASP, component enables ML nonexperts to select one or more previously
trained ML/DL models of TIA MODEL and execute the selected one on stream data and
visualize them to the user.

8. Adding new pretrained models to the TIA MODEL (by TEKNOFA&romponent enables
users of the TIA MODEL to add new pretrained models.

9. In ApacheStreamPipes to be integrated with TIA ASRew functionality is added to inform
user that the new model selected is not a valid model, before the selected model is added to
the list of pretrained ML/DL models.

o bk wnN
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3.3.3 Progress beyond State of the Art or State of the Practice

The Interoperability Orchestration with Stre&@pesissupported through the implementation and use
of StreamPipsadapters for various technologieBhe extension and adaptations of this for integration
with Digital Twin components is progress beyond state of the art provided by the COGNITWIN project.

Another progress beyond state of the practice is the creation of the generic pipelines for the tool wear
challenges, which are combining processing of product, process and tool/equipment data using
StreamPipes orchestration. Main problem in the tool wehaltenges is that the (training) data for
extreme usage of the tools is missing. The reason is that the usage of a tool stops before it will be
broken, so that the data related to breakage is missing. The models which can simulate that destruction
processare also missing. Therefore, there is a need for an extensive and intelligent usage of existing
data and our approach provides a processing pipeline for an incremental improvement of the
understanding how intensive the wearing process is, based on thelkdges learned from past data.
Validation is done through the realization of an eodend solution for selected industry problems,
which has demonstrated the benefits for the creation of complex pipes for tool wear.

Adapt_ST(by Nissatech) COGNITWIN Toolbox componer&et of adapters for StreamPipbased
Toolkits Demonstrated through examples from Sidenay but is also representative
examples/templates for StreamPipes adapters that can be used by &fneamPipes adapters in
COGNITWIN pipelines.

TIA STREAM, TIA DATA and TIA d88H eknopary, COGNITWIN Toolbox componeqt&dapters to

gets data from data sourcesgith Kafla as input. The data is consumed by Cassandra and FiWwaee.
addition of the support for this provides new opportunities for the interoperability vetditional

plant data sources and storage services.

3.3.4 Summary of the key achievements
Key achievements include:

1. Analysis of different technologies foomponent orchestration

2. Solution design and identification of relevant technologies

3. Prototype implementation and experimental evaluatianin particular for the use of
StreamPipes

4. NissatTech Creation of various StreamPipe adaptesdapt_ST

Teknopar Creation of various StreamPipe adapteT4AASP

6. Creation of TIA ASP and TIA MODEL, Adding new pretrained models to the StreamPipes
Generic ML Component

7. Support development of StreamPipes adapters for relevant components

8. Further integration of StreamPipes in pipeline architectures

o

3.3.5 Conclusion

Orchestration with Streampipdsas been demonstrated to be a good system for orchestration among
components in a Digital Twin contextt is a large library of available adapters and new adapters for
new environments can easily be made.
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3.4 Communication and Semantic Interoperability with OPC UA , FMletc

3.4.1 Objectives, challenges and components

This subtask addresses tbemmunication andnteroperability interfaces for 10T and also links to the
[loT platforms ifcluding use ofOPC UAand otherg used in pilots in ordeto ensure efficient
deployment in pilots. We assume that IloT platforms have implemented some of the-atmv#&ned
services and provide open interfaces for 3rd party applications.

Tablel: Communicatiorg challenges, requirements and solutions

Pilots Communication (by task 4.2) Challenges, Requirements and Solutions

Hydro 1 Challenge Weather data needs to be made available behind
firewall on closed process network

1 Requirement Allow application running on process network to
access internet data from without unacceptable security risk

T Solutiort Cybernetica OPC UA server, SINTEF Weather API in

combination with agreed upon protocol for industry partner

(weather service runs on local machine)

Challenge Integration with existing process control system

Requirement Operators must be able to perform their normal

work routine without conflict with the new IR camera equipmen

I Solutiont Engage external consultant for programming job

Elkem

= =4

1 Challenge To avoid to have to many different communication
protocols in use, OPC DA is still present.

Requirement Use OPC UA access whenever possible.
Solution Use Elkem and Cybernetica OPC UA servers

Challenge To handle the video stream data in a suitable way

Requirement RTSP stream for life video data, JSON via messg

gueue/rest service for communication of tabular data.

T Solutiort For training purposes, video data exchange with
technical partner via hard drive.

Noksel 1 ChallengelLags in Apache Kafka topics causing delays in data
visualisation

1 Requirement Realtime

T Solutiort Apache Kafka topics were grouped based on machine
components. Each topic is composed of two partitions. Data
coming from each topic isstened by two separate bridges.

1 Challenge Some datdransferred contained NULL values when t
machine is restarted

1 Requirement No NULL values transferred

1 Solutiort Transfer of NULL values are prevented via Bridges

Saarstahl

1 Challenge Missing data coming from MES
1 Requirements Data consistency
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9 Solutions Interviews with domain experts and thorough analysi
of data inconsistencies

Challenge Interoperability of data

Requirement Control of air conditioner in the welding cell
Solutiont Knowledge map creation and storing ontology in
relational data base (ON2RDB)

= = =4

Sidenor 1 Challenge Avoidhavingto many different communication
protocols in use
Requirement Use OPC UA access when suitable
Solutiont Initially to provide data from the Sidenor systems wit
possibility to set up further dedicatezbnnections
Challenge Reliable and timely communication
Requirement Process operation data needs to be communicate
in real time to the analysis/modelling tool environment. Analysis
outcomes must be communicated to user/decision maker (eg
automation system screen) or directly back to plant DCS
(automatic control).
1 Solutiont A basic solution via ORIA network connections,
alternative solutions in cloutbased systems required. Toolbox
component: FUSBPCUA

= =4

SumitomoSHI FW

= =4

[pilot type - [Pilot [Task 4 WPS Toolbox COMPONENTS.

DFKI : Generation of photorealistic data
Nissatech: StreamPipes Siddhi-Processor
TEKNOPAR: TIA DATA (TIA STREAM, TIA STORAGE)
TEKNOPAR: TIA APPS (TIA MODEL, TIA PREMA)
ITEKNOPAR: TIA UX (TIA DASHBOARD, TIA UX)
SINTEF Open Framework and Tools (SOFT)
Machine learning for hybrid models (SINTEF)
Pragmatic framework for development of hybrid
models [SINTEF)

SubFUSE Subspace identification and state
lestimation (UOULU)

FouCon Fouling management and control (UOULUY |

= [Z[SINTEFs BEDROCK
ITEKNOPAR: TIA APPS (TIA DATA-GEN)

\Weather API interface MAPI (SINTEF)
[Correlation Analysis Toolbox (SINTEF)
FUSE Fuel state estimation {UOULU)

FouMan Fouling monitoring (UOULU)

DFKI: Neuroscope
Missatech: D2Lab-C

ICONTROL)

TEKNOPAR: TIA APSS (TIA ASP)
[Cybernetica CENIT
Cybernetica Cognitive CENIT
Cybernetica ModelFit
Cybernetica Viewer
(Cybernetica OPC UA Server
[Bonzai (Scortex)

[Como (Scortex)

Keras / tensorflow (Scoretex)
SpinPro (Fraunhofer)

SINDIT (SINTEF)

= = |cybernetica ProXim

=

(x)

x

=

Non-ferrous |Hydro Plant Digital Twins with ML/AI
Elkem Plant Digital Twins with ML/AI
steel Plant Digital Twins with ML/AI
Sidenor Plant Digital Twins with ML/AI |l | 1B |(x) () |
Noksel Plant Digital Twins with ML/AI () [x x| |x x |x | | | | | |
Engineering [Sumitomeo |Plant Digital Twins with ML/AI ) [0 [(x) [0 (%) [(x) [(x) X X |[x)

=
= [Z |cybemetica Realsim

e
Bl
==

=
=

=

In the context of first order models for Digital Twinshe Twin representation isften based on a
combined set of equations; often POE (Partid Differential Equations). For the model
representations, exchange and interoperability of these first order models there is a need for other
interoperability mechanisms than OPC UA. One of the most popular approaches for thig ihé&MI
Functional Mck-up Interface.

The Functional Moekp Interface (FMI) is a free standard that defines a container and an interface to
exchange dynamic models using a combination of XML files, binaries and C code zipped into a single
file. It is supported by 150+ tools and maintainedaaslodelica Association Project on GitHub. The
code is released under the@ause BSD, the docs under theBXSA License.
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The latest version of th&unctional Moclup Interface (FMIstandardper February 2023 version
3.0 - with the purposeto (a) exchange dynamic models between tools and (b) define tool coupling
for dynamic system simulation environments.

FMI for Model Exchandgé- The intention is that a modeling environment can generate a C code
representation of a dynamic system model that can be utilized by other modeling and simulation
environments. Models are described th§ferential, algebraic and discrete equations with tinstate

and stepevents. If the C code describes a continuous system, this system is solved with the integrators
of the environment where it is used. The models treated by this interface can be flargisage in
offline or online simulation, or they can be used in embedded control systems on microprocessors.
FMI for CeSimulation- The intention is to provide an interface standard for coupling of simulation
tools in a cesimulation environment. Thdata exchange between subsystems is restricted to discrete
communication points. In the time between two communication points, the subsystems are solved
independently from each other by their individual solver. Master algorithms control the data exchange
between subsystems and the synchronization of all simulation solvers (slaves).

The two interface standards have many parts in common. In particular, it is possible to utilize several
instances of a model and/or a @mulation tool and to connect them togethehe FMI standard is
relevant for the interoperability of first order Digital Twin models developed in particular for Hybrid
Digital Twins in WP5.

One of the goals of this task will be to provide such an abstraction layer with interoperability interfaces.
Based on the experiences among the pilot organisations, and also the general process industry
agreement as expressed by the German Industrie 4.0 initiative; 18 the preferred mechanism

for provisioning and access to data related to sensors and actuators.

The implementations differ somewhat, with nfetds and extensions tailored to the needs of each
pilot and data platform. As a result, there are three unique tools developed for this task:

T A server application with a database query extensleneloped by Cybernetica.
1 An OP@o-MATLAB communication tool developed hyivérsity ofOulu.
1 A data connector environment for PLC communication developed by TEKNOPAR.

Problem definition

This subtask addresses the interoperability interfaces for 10T and also links to the IloT platforms
(including use of OPC UA and others) used in pilots in order to ensure efficient deployment in pilots.
We assume that lloT platforms have implemented solinde abovementioned services and provide
open interfaces for 3rd party applications.

In the context of first order models for Digital Twigshe Twin representation is often based on a
combined set of equationsoften PD (Partial Differential Equations). For the model representations,
exchange and interoperability of these first ordepdels there is a need for other interoperability
mechanisms than OPC UA. One of the most popular approaches for this;ithENFunctional Mock

up Interface.

1 https://fmi-standard.org/
12 https://github.com/modelica/fmistandard/releases/download/v2.0.2/FMBpecificatior2.0.2. pdf
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Possible Solutions

OPC is theoreferred interoperability standard for thesecure and reliable exchange of data in the
industrial automation space and in other industries. It is platform independent and ensures the
seamless flow of information among devices from multiple vendors. The OPC Founrgaion
responsible for the development and maintenance of this standard.

The OPC standard is a series of specifications developed by industry vendauseendnd software
developers. These specifications define the interface between Clients and Servers, as well as Servers
and Servers, including access to fime data, montoring of alarms and events, access to historical

data and other applications.

The initial aim of OP®@as to abstract PLC specific protocols (such as Modbus, Profibus, etc.) into a
alFYRFNRAT SR AYGSNFIOS Ift26Ay3I | avllkyfé | HH2 a@AdzESF
convert generi€OPC read/write requests into devispecific requests and viegersa

As part of the COGNITWIN Toolbox in particular the partners University of Oulu, Cybernetica and
Teknopar have used and extended OPC UA adapésed on the needs in the pilots.

FUSE ORGA s a tool enabling the necessary data trangfequired foron-line operation of FUSE
state estimation tool. This includes transfer of measurement data from plant tedhgputations in
FUSEFouMon and FouCaromponens (Matlab) and propagation of outcomes for further use (e.g. to
StreamPipes or company asset management services). The FUBE @#fmunication tool is based
on setting up an OROA server (Prosys Simulation Servarnd related OPGUA cliens for
communication of data

CyberneticaOPC UAServer is a general purpose OPC UA server supporting the Data Access (DA)
interface. It can be used as a hub for exchangingtieed data from processes with other clients that
support OPC UAThe OPC UA server has a plugin API that allows specialized plugins to be developed.
These can be used to collect and distribute data from other data sources (like databases, process
control systems or simulators).

TIA DATArom Teknopar is used in preparation and analysis of sensor data retrieved from PLC. The
purpose of TIA DATA is to generate meaningful information to support digital twin for state estimation
and process control. The sensor data, such as temperaturesymesand vibration, voltage, and
current are transmitted to MQTT over OPC, and then to Kafka in JSON format. Being a data streaming
platform, Apache Kafka transmits rdahe data with a low error margin and short latency. Real time

data received by Kafka then transmitted to the Pythcbased server, where the attribute extraction
process is performed.

DataGraft GrafterizerSDQ¢ for Sensor Data Curation and Quality check (SD@) a possible
technology to use for curation and transformation of sensor data. It has not been worked on in the
last phase of the project, but is being considered for potential use in the context of sensor data quality
analysis.

3.4.2 Detailed description of the activities performed

Activities performed includée following:

13 https://opcfoundation.org/
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FUSE ORUA has been developed (designed, implemented, and verified) in 2/2020. The tool
originates from solving the WP3 pilot problem on fuel characterization, as a part of the heat exchanger
fouling monitoring problem. Theommunication of datdetween Matlabq OPCGUAG StreamPipes &

been implemented and tested with the FUSE state estimation tool.

CyberneticaOPC U/Server- Some measurements at the Elkem pilot are awailable on OPC and are

2yfe A02NBR Ay 9f1SYQa hNIrOtS RIGlIolFraSed ¢2 KIF@S
has created a bespoke extension to the Cybernetica OPC UA Server for the Elkem pilot. This extension
queries a set of tables in the &le database to extract the relevant measurements and publishes

them to OPC. This simplifies the employment of the digital twin, as it allows for using OPC as the single
data source.

Teknopar TIA DATRAas evolved through the following activities: Data has been preproced3ath
variations and LGUCL calculations have been performed on data. Energy consumption data has been
monitored and analyzed-or the NOKSEL pilot, the dockerization of the developed components have
been performed. Systems resource utilization is measure by Prometheus, Docker Composer file was
updated. TEKNOPAR has modified M&Karfka bridge for additional controls, such as transfer of data
having electrical current value as zero. OPC UA server used (KEPserverX) lieploged to the

virtual server. MES integration to the Digital Twin has been establisheGBHAMELEON was used to
connect to the MES. The system is dockerized. AAS and IDS related studies have been performed. A
data source was developed in Java in orderuse the AAS data in the AASX Server in Apache
StreamPipes. In order to prove that AAS data can be received on StreamPipes, a pipeline was created
that displays the received data on the dashboard screen. AAS Data Source application is dockerized.
Within the scope of AAS application, applications were made with Eclipse Basyx and Admin Shell IO
components (AASX Package Manager and AASX Server) for hosting and presenting AAS data. A script
was written to transfer data from Cassandra database to PostgreS@hasat Existing bridge written

in Java is rewritten in Python. Two new bridges were added: Kafka to PostgreSQL and Kafka to
Cassandra. A generic, rddased data transfer in between MQTT to Kafka was implemented.

Migration from timeseries database Cassandra to PostgreSQL was completed. MES integration has
been completed. Energy consumption data is visualized. User and role authentication and
authorization were determined and developed. Search menu for energy amalyas developed.
Toolbox design and development were started by customizing Apache StreamPipes. As time series
database, PostgreSQL was used with TimeScaleDB

3.4.3 Progress beyond State of the Art or State of the Practice

The Adapters that hae been providedare based on the existin@PC UA technologies. The progress
in the project has been to adapt the partn@PC UAomponentsof FUSE ORGA, CyberneticaOPC
UA and TeknoparTIA DATAor the additional technology needs experienced in the pilots, with the
needs for additional links for OPC UA connections, such as Matlab, Oractdsariitial link to
StreanPipes

3.4.4 Summary of the key achievements

Key achievements includiee following enhancements to partners adapters and OPC UA technologies,
related toidentification of OPC UA adapter needs emerging from palotsassociatedatution design
implementation and experimental evaluation
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I FUSE ORGA from UOULU has been extended tapport Matlab ¢ OPGUA ¢ StreamPipes
links.

1 CyberneticaOPC U/as been extended for integration with Oracle through queries to extract
data for publication to OPC.

1 TIA DATArom Teknopaihas been extended for the links to, and curation of connected data
from various sources.

1 TEKNOPAR has migrated data in timeseries database to PostgreSQL with TimeScaleDB.
9 Further evolution of the OPC UA and adapters based on any further needsyiltise

3.4.5 Conclusion

OPC UA is thmost used commuication technology for the data acquisition for digital twins within
COGNITWIN, and it is an important parat of @®@GNITWIN ToolboxThe partnersCOGNIKTWIN
University of Oulu, Cybernetica and Teknopar have used and extended OPC UA adapters based on the
needs in the pilots.

3.5 Big Data Pipeline Deployment Framework

3.5.1 Objectives, challenges and components

The subtask objective is to come up with an approfheffectively and efficientlyo deploy and
execute Big Data pipelines/workflows on heterogeneous infrastructures (cloud/fog/edge), while at the
same time making it possible for various stakeholders to be involved in the design, deployment, and
execution of Big Data pipelines.

The challenges are related to modeling Big Data pipelines and optimally deployment and execution of
pipelines on available resources, while providing high level of usability and generality.

The components are realized as a software framework addressing various aspects of Big Data pipelines
modelling, deployment, and execution.

The Big Data Pipelines Framework is complementary to the StreamPipes approach in the sense that it
is focused on scalability aspects related to deployment and execution of pipelines, enabling dynamic
scaling of execution of individual steps in the pipdiwhile approach like StreamPipes are focused

on pipeline modelling/Ul and library of operations, the proposed framework is focused on deployment
and scaling executions of pipelines (including individual steps granularity) on heterogenous resources
rangirg from Edge to Fog to Cloud to HPC resouyrttes synergy can be explored at the pipelines
modelling level, where deployment/scaling aspects (with granularity at individual steps) can be
embedded in pipelines specifications.

Problem definition

Big Data pipelines/workflonasre composed of multiple orchestrated steps, such as workflow activities
that perform various data analytical tasks. They are different from business and scientific workflows
since they are dynamic, process heterogeneous data, and are executed in pastéeld of a
aSljdzSyaAalt asSid 2F 2LISNI G2NE® ! f K2dzZa3K Ylyeée 2NBEI
they still face critical challenges when implementing data analytics into their prfBassl9. One
reason forthis is that multiple experts, ranging from technical to domain experts, need to be involved

Classification Public Page480f 173



COGNITWIN
DT-SPIRE6-2019 (870130) Deliverable .4

in specifying such complex workflows, and workflow steps need to be mapped dynamically to
heterogeneous computing and storage resources to ensure scaldBility+17. Providing a scalable,
generalpurpose solution for scalable Big Data workflows deployment and execution that a broad
audience can use is an open research issue.

The challenges in devising an applicable generalized solution come from the fact that bottlenecks can
occur on an individual workflow step lewefor example, when the throughput of one step is lower
than the others. Thus, scaling up the entire workfloved not address the scalability issues and needs

to be done on the individual step level. This issue becomes worse by the fact that scalability needs to
be organized and orchestrated over heterogeneous computing resources. Furthermore, scaling up
individud steps introduces race conditions between step instances that attempt to process the same
piece of data simultaneously. Another major challenge is achieving usability by multiple stakeholders
as most Big Data processing solutions are focused emoadoraessing models that only trained
professionals can use. However, organizations typically operate on specific software stacks, and
getting experts in Big Data technology can introduce costs that are not affordable or practical. Even if
an organization hase necessary technical personnel, data workflow steps pertain to specific domain
dependent knowledge, which is possessed by the domain experts rather than the data scientists who
set up the data workflows. In this respect, this framework proposed heretaimovide an approach

that allows conceptualization of Big Data workflows to support the fegkl definition of complex

data processing across multiple types of parameters, inputs, and outputs, and scalable execution of
Big Data workflows. Accordinglwe extracted the following requirements for our framework for
supporting Big Data pipelines on heterogeneous resources:

1 A workflow definition mechanism with a clear separation between desigm runtime
aspects and not limited to a specific technology stack and/or application domain ahdcad
processing models;

1 Aworkflow runtime support that considers workflows separate units, rather than as a single
unit, for individual workflow steps; and

1 An execution method with event driven execution method and support for race condition free
parallel execution.

Possible Solutions

A review of existing technologies in light of the abewentioned requirements indicate the following
technology areas as relevant element of a possible solution:

1 Messageoriented Middleware (MOMY;, for achievingrace-conditionfree consistency and
concurrency for scaling the homogeneous Big Data workflow steps by using a synchronization
mechanism across the different step instances. MOM provides an infrastructure for loosely
coupled and asynchronous intprocesscommunication using messaging capabilities. In the
context of Big Data workflows, the middleware can act as a medium for communication,
whereby step instances coordinate passing intermediate results through sending/receiving
messages in MOM queues.

1 Software Containers Technologyor deploying distributed scalable applications (such as Big
Data workflows), providing transparent means for infrastructure management and easy

Classification Public Page490f 173



COGNITWIN
DT-SPIRE6-2019 (870130) Deliverable .4

scalability of individual application sutomponents. Orchestration tools use a configuration
file to define container images, network, and related deployment schemes of an application.

1 DomainSpecific Languages (DSt §r addressing the modeling aspects and usability of Big
Data workflow specifications, and offering better domapecificity, while at the same time
improving collaboration between domain experts and developers.

The abovementioned technologies are used as underlying technologies for the proposed framework.
The DSL is used for defining workflow steps at a-leighl (including dependencies) and composing
them into workflows. Storage configurations, data preparatiand steplevel data processing and
transformation operations are also specified. Individual workflow steps are wrapped as containers,
and container orchestration tools are used in managing the heterogeneous resources, allowing
workflows step containersotbe deployed. MOM is used for storing intermediate and output data and
the data exchange mechanism during workflow execution. As workflow steps are deployed across
heterogeneous distributed environments, the data exchange mechanism is an essential tefleaten
binds the workflow steps together by allowing them to pass data. In this way, where various
stakeholders can be involved in the creation, deployment, and execution of Big Data workflows.
Domainexperts can be responsible for extracting data progegsequirements and structuring the
hightlevel design of workflow steps. Technical experts provide the concrete programmatical
implementations of the stepg for example, data scientists may provide workflow ssgecific
analytical models and data prepdi@n code. Finally, DataOps experts are engaged in deploying and
maintaining data workflows in production settings and monitoring data quality and related
infrastructure status.

3.5.2 Detailed description of the activities performed

Activities performed include:

1 Problem definition related to Big Data pipelines on heterogenous resources

1 Conceptual design of the framework

9 Identification of relevant technologies, including messagented middleware, software
containers, and domaispecific languages

1 Review of relevant state of the art in Big Data workflows deployment and execution

1 Solution design including: framework architecture, first version of the DSL, step design, inter
step communication

1 Prototype implementation

1 Experiments to evaluate the scalability of the solution

1 StreamPipes GUI has been modified to include components developed in the project,
Prototype is implemented and used in the NOKSEL pilot., and it can be applied to the other
pilots as well.

3.5.3 Progress beyond State of the Art or State of the Practice

There is a large variety of Big Data workflow deployment and execution solutions that share similar
design principles while fulfilling the needs of various groups of users and use cases. In comparison with
such solutions, our framework aims to be highlahie for the nortechnical experts for pipelines
deployment, have out of the box run time support for software containers, and be generic.
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With respect to the focus on use of StreamPipes for Pipeline connections in the COGNITWN project
this approach is complementary, and we will seek to find a possible synergy between these.

3.5.4 Summary of the key achievements

Key achievements include:

1 Conceptualization of Big Data pipelines and their scalable deployment/execution on
heterogenous infrastructures

1 Solution design and identification of relevant technologies

1 Prototype implementation and experimental evaluation

i Establishment of a big data pipeline

3.5.5 Conclusion

TheCOGNITWIHNilot pipelines have not had an extensive need for specialigdata workflows but
some possibilities for future research has been identified and further development of big data
pipelines has been continued in other projects like the EU DataFlow project,
https://datacloudproject.eu/, - enabling the big data pipeline lifecycle on the computing continuum.
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4 Digital Twin Cloud Platform, Data Space and Cyber Security

4.1 Overview of Digital Twin Cloud Platform, Data Space and Cyber Security

The overall task for thBigital Twin Cloud Platform, Data Space and Cyber Sebastpeen divided
into four subtasks that are presented in the following sections.

1 Cloud Platform

1 Security and IDS; International Data Spaces

1 Digital Twin ARIAAS

1 Digital Twin Graph support for Simulation and Cognition

4.2 Cloud Platform s

4.2.1 Objectives, challenges and components

A cloud platform will be used to gather data from plant assets and will be utilized to arrive-titreal
operational insights. In addition to infrastructure services that manage the connectivity,
authentication, and the edge devices, the cloud levelpvdlvide basic services and business services.
Thebasic services are used to ingest data in the cloud, and to clean, integrate and store data that is
received. The business services anelligent, datadriven services, such as data analytics or asset
performance management services (to be developed in WP5) to detect trends and/or create insights
about assets and to find the root causes of failures.

Table2: Cloud platfornt; challenges, requirements and solutions

Pilots Cloud platform (by task 4.2) Challenges, Requirements and Solutions

Hydro { Challenge Anindustrial 0T platform is needed

Requirement For Hydro it is hecessary be able to access and U

data from the existing Industrial 10T platform.
1 Solutiort Hydro has already established a comprehensive platft
for Industrial 10T that isontinuously collecting data from
thousands of signals coming from machines, sensors, PLCs, a
other plant control systems. The raw data is uploaded to a datzs
lake system where it is stored in its original form. Cleansed or
aggregated data can also be m#d in the data lake whenever this
is beneficial. Selected, use case specific data can be prepared
distributed to users through a Trusted Data Layer (TDL).
Challenge An Industrial 10T platform is needed
Requirement Utilise the existing sensor data collection platforn

Elkem

Solution Use the existing databases and associated platform

Saarstahl Challenge Use the existing platforms of Saarstahl as the basis
Requirement Utilisethe exising Saarstahl infrastructure
Solution: Embed the solution into the Saarstahl infrastructure
Challengry 51 G f2aaSa RdzS (2 ht
turned off by the operators

1 Requirement No data loss

Noksel

A=A =2 ==
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I Solution OPC server is moved to virtual servers that are on
same networks the PLC

Sidenor Challenge Need to use the existing infrastructure

Requirement Ensure solutions that do not open up the current

protected infrastructure

1 Solution:Provide necessary data sgperimentalsetups can be
realised outside of the existirigfrastructure

SumitomoSHI FW 1 Clallenge Challenges are in bringing all necessary computatiof
tools to the cloud environment, to communicate online data in {
the cloud environment, and securely febdck automatic control
information to local DCS.

1 Reauiirement: Requirements include robustness and data
safety/security.

1 Sodltion: Cloud platform solution may be cloud dependent. B:
solution includes ORGA

= =

Pilot typ{-|Pilot -|Task | WP4 Toolbox COMPONENTS -

TERNCPAR: TTAUX
Cybernetica Viewer {Cybernetica)

Sensor library [SINTEF)

TEKNOPAR: TIA DATA (TIA STREAM, TIA STORAGE)

T [ |= |Z [ [BD Pipelines DF (SINTEF)
TEKNOPAR: TIA 10T {TIA SENSCR, TIA PLC, TIA

Cybernetica OPC UA {Cybernetica)
FAST (Fraunhofer)

Trusted Factory Connector {Fraunhofer)
COGNITWIN Toolbox Portal (SINTEF)
Sensor data quality framewerl {SINTEF)

FUSE OPC UA [UQULU)
StreamPipes + Siddhi (Fraunhefer)

CEP Editor (Fraunhofer)

TEKNOPAR: TIA DATA-GEN
% % |= |% [X |= |15 Connectors (SINTEF)

WAl (SINTEF)
Bedrock {SINTEF
SINDIT {SINTEF)

3 |3 Honir {Scortex)

=% | [* | | |Lodur (Scortex)

Hydro Digital Twin Cloud Platform, Data Space and Cyber Security x (%) ](x) (x) (=) |(x) |(x) [(x) (x) (x](x)
Elkem Digital Twin Cloud Platform, Data Space and Cyber Security x|(x) (%) =) (=) |(x) (=) [{=} {x) (x](x)
Saarstahl |Digital Twin Cloud Platfform, Data Space and Cyber Security (=) |{x)|(x) X %) |{x) |(x) (=] [{=} [£9] (x](x)
Sidenor Digital Twin Cloud Platform, Data Space and Cyber Security (%) |{x)|(x) (x) (x)|x % |{x)[x (x) (x](x)
Noksel Digital Twin Cloud Platform, Data Space and Cyber Security (x) |{x)|x (x) (x) (%) % [x [(x) (x) (x](x)
Sumitomo |Digjtal Twin Cloud Platform. Data Space and Cyber Security (x) |x |0 |(x)|{x} (%) |{x) |(x) (=) [{x} (x) (x](x)

Problem definition

Many combined edge/cloud digital platforms are already deployed amon@@M&NITWINartners,
including digital platforms such as Microsoft Azure Edge/Cloud and SAP solutions. It is not relevant to
replace these with alternative solutions, but rather to ensure that the contributions through the
COGNITWIN Toolbox can enhance and buitthdu on these. The following describes some of the
deployed edge/cloud platforms.

The cloud connection is realized by the Azure 10T Edge runtime, which is a collection of programs that
turn a device into an loT Edge device by enabling it to receive code to run at the edge and communicate
the results.

The loT Edge runtime installed on the loT Edge device is responsible for the following functions

T Install and update workloads on the device
I Maintain Azure 10T Edge security standards on the device
1 Ensure that loT Edge modules are always running
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1 Report module health to the cloud for remote monitoring
1 Manage communication between downstream devices and |oT Edge devices
1 Manage communication between modules on an loT Edge device
1 Manage communication between an loT Edge device and the cloud

Figurel9: Connecting Microsoft Azure loT Edge to Cloud support Azure Data Lake and IoT Data Hub

After the edge device has provided the online data to the cloud, there are plenty of possibilities to
develop online analytics, as all the tools and componentslicfosoft Azure environment are then
available ¢ee Figurel9). For example, Azure Data Lake enables the developers, data scientists, and
analysts to store data and do processing and analytics across platforms and languages, by means of
batch, streaming, and interactive analytics. Another useful Azure compatibleoa@mmt is the
Databricks, which can be used to process large workloads of data by fully managed Spark clusters, and
can also help in data engineering and data exploring by Machine learning. The visualization tools in the
Azure cloud, such as the Time Seliesights, may help in formulating of new kinds of anahtased

flexible process condition monitoring services.

Container Service

& registry
: RUIL
| —3 D
On-site data collection 1y
. | : T = e
1 : :
i Edge | :
> 0PC DA Server |- OPCOAUA |1 Local Storage (butfering) H !
! Gateway I ! \
' A i ; i
i i H ! LY
ocs I—'> 0PC UA Server i1 | 0PC UA Client »| Azure loT Runtime ) ntemet |
' : Gatewsy

........................................................................................

Figure20: Digital platform at the Edge Microsoft Azure

Figure20shows a more detailed picture of the usage of OPC DA and UA ssvmaexted to the Azure
loT Edge Runtime.
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Figure21: Digital platform in the Cloud Microsoft Azure
Figure21 shows a more detailed picture of the various Azure loT Ctmundponents with related

services and support fanalytics processing and automation.

I Local Process Control (OT)
I Standardized services

Industrial Automation Data Processing Platform Workspaces
and ContrOI API Mgmt. &

<4 AP| Service

. Information
Real-time Portal

Analytics

Trusted Data Layor |
(product)
{ Analytics

Hot Path Prepared Workbench

‘ SCADA & gié Data Data
Control Gst?:a Ingestion Stream
Systems y Handler

Cold Path
Sensors

Data
Science

PRELLIETY

Batch
Level1  Level2 Level 3 Level 4 Processing

Figure22: Existing Digital Platform architectuggincluding Microsoft Azure architectural components

Figure 18illustrates the architectural setup of a digital platform including Microsoft architectural
components¢ with connections that supports both realtime and batch data access as input to
workspaces for data access and analytics.
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Figure23: Existing Digital Platform architectuggncluding SAP architectural components

Database

Applications

I

Filesystem

The figure above illustrates the architectural setup of a digital platform including SAP architectural
componentsg with connections through an Enterprise Service Bus (E8Rjcally with a message
communication withthe MQTT protocol, and implementations of thisvith technologies like
RabbitMQ, Mosquito or others.

Possible Solutions

A review of existing technologies in light of the abawentioned requirements indicate the following
technology areas as relevant element of a possible solution:

In this context some of the pilots already have large cloud platforms investments, including in
particular the use of the Microsoft Azure Cloud platform, which are being used as part of the
infrastructure for sensor data collectiaand also SAP.

In addition we have partners that are developing and providing platforms with sequenced pipelines
of components, in particular Teknopar with thedTP Apache based platforrtalready deployed for

the Noksel pilotand SINTEF with the Bedrock platfofimeing considered in conjunction with existing
platforms for the Sidenor and SumitongiH| F\Wilots).

Proposed approach:Use the existing data lake platforms of the partners (Microsoft Azure 10T Hub,
SAP and otherdgh conjunction with the components of the COGNITWIN Tootpo#er additional
cloud service/storage when needed; i.e. through the BedRockor IoTP opensource
componentgplatforms.

TIA IO0T(from Teknopar)s a platform that is used to acquire, collect and store sensor and PLC data.
The platform enables redime stream processing as well as batch processing. AlOTplatform
provides a dragand-drop easyto-use interface and enables noitechnical users to easily create
stream pipeline elements and pipelines.

PLC data is collected IQPC and later via MQTT is passed to Kafka. Data in Kafka is consumed by
Cassandra and PostgreSQL. The data are stored in the Cassandra database with three columns: id,
time, and value. The id column shows the component to which the data belong. The &N f
streams of the data transferred to the Cassandra database are presented to users as a log file.
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In the context of COGNITWIN, the 10TP output will be useful both irtime@lcondition monitoring
and conducting the predictive maintenanc@&he Teknopar Industrial Data Security technology has
been integrated in the TIA IOT platform.

A fully asynchronous communication structure with the evibas method is used for the transmission
of data collected from the source with OPC. Data transmission is provided in the JSON format. In the
architecture managed on the basis of Microservice, &ads: is used as the NoSQL

Digital Twin Data Digital Twin Hybrid/ Cognitive Digital Twin
Acquisition/Collection Representation Digital Twin Generation ) Visualisation and Control

S R B
ked - [ ‘

& B & TiasTREAM TIA MONITORING [ TIA DASHBOARD |
TIA PLC =) TIASTORAGE TIA PREMA |  Tasp |
¢ A CONTROL

TIA DATA-GEN

TIA STATISTICS

TIA METRICS

TIA OEE

TIA ASP

TIA MODEL

Deploy Edge On-Premi: Cloud HPC Mobile, Browsers ‘

Data Data Storage/ Analytics/Al/ (Y Action/Interaction/
Acquisition/Collection Preparation Machine Learning Visualization/Access

Figure24: Pipeline architecture of the TIA IOT from Teknopar

In the 2% period components developed by TEKNOPAR were dockerized. Prometheus software was
added to the system in order to measure the resource usage in the system, and therefore the-Docker

Compose file was updated. Prometheus shows the system resource consurDedksr Containers

and the total resource consumed in the system instantly via Grafana. PGAdmin and the Portainer
technologies that allow us to manage containers have been updated, and hence the Cockpose

file has been updated. KEPServerBKvsme was moved to a virtual server. Data filtering was applied

and data was exported in .cvs format using PGAdmin interfaces. Data transferredstentiaes in the

pilot site, was zipped as tar.gz and transferred to the analysis servers.

TIA PL@from Teknopar} Thepurpose of the TIA PLC is to gather data and process data on the PLC.
SATFSNBYyG t[/ Qa OFy 0SS TD2RZI %mRodiulezratSnilud&sNde sehizey NS |
where PLC selection, programming and installation is made and the software that can read data from
the PLC. Within the 26 years of experience we have gained in the industry, the programming of many
different brands/models of PLCs, mainly SIEMENS PLCs, and manufactepemdent, has been
carried out. With tle module, the PLC software actively used in the field is provided with the optimum
update service. If there is no PLC used in the field, it is programmed by selecting and installing PLC in
line with the needs. With the TIA PLC software module, it canrbetlyi connected to the PLC installed

in the enterprise without any intermediate software and start collecting data. The received data is
transmitted to different modules with many communication protocols such as MQTT, TCP/IP. TIA PLC
software is easy tmstall, scalable, monitorable and flexible.
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TIA SENSOgom Teknopar) It is the service module in which the most suitable sensors for the
machines are selected and installed with TEKNOPAR's 26 years of experience in the industry. With the
experience in sensor selection, meetings with the machine manufacturer and operatkisigvim the

field are held and a high degree of success is achieved with the optimum number of sensors. The
connections of the installed sensors to the existing PLC or another device are carried out by using
standards and pratcols suitable for the relevant system needs.

TIA STORAQEom Teknopar} TIA STORAGE is the module that enablestidrage of data received

from field components such as sensors, PLCs, actuators, devices, MES or machines. Compatible with
automation technologies, it can be easily integrated with all kinds of equipment and data sources
thanks to its modular structure. AISTORAGE can use many databases with its direct integration with
relational databases, NoSQL databases and time series databases. TIA STORAGE can work distributed.
. Thanks to this feature, there is no performance loss in the increasing amount of dataotule is

easy to install and use. Some databases that TIA STORAGE can use: PostgreSQL

1 MySQL

T MSSQL

1 InfluxDB

1 TimescaleDB
1 CrateDB

1 Apache Cassandra

TIA STREAKIrom Teknopar) TIA STREAM is the module used to transfer data from storage to related
TIA PLATFORM modules or different sources. TIA STREAM is compatible with automation technologies
and can be easily integrated with all kinds of equipment and data sources thanksnmdigar
structure. With the store and forward feature of the module, there is no data loss in connection
interruptions that may occur due to hardware or software reasons. TIA STREAM The data received
from the source can be traferred to the relevant module/modules in real time. With its optimized
structure, there is no delay in data transmission. TIA STREAM supports many communication
protocols, is scalable, can be run distributed, easy to install and easy to use.

TIA CONTROQ(from Teknopar) TIA CONTROL is a software module for remote management and
control of a machine oprocess. With the module, it allows instant interventions by sending remote
commands to the machines working in the field in case of malfunction or emergency. TIA CONTROL
works on a wekbased basis. Independent of the environment, it can keep the proaassricontrol

only with an internet connection. TIA CONTROL can work in integration with other TIA PLATFORM
modules. The module is flexible and easy to install and use.

BedRockfrom SINTEF)The BEDROCK Toolbox is a flexible and easily deployable software bundle of
modules developed as a platform to be deployed on various servefigh one instance running on

local machines and servers at SINTEF Industry. The list of available toolbox naodsists of open
source components and SINTEfRause developed code. The framework is applied as the foundation
for digital twinning R&D activities, process control and data analytics.
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Figure25: Architecture of the Bedroapen sourcdasedpipeline from SINTEF

4.2.2 Detailed description of the activities performed

The Bedrock platform toolbox with code repository has since the last milestone undergone
restructuring to allowing for improved configuration and remote deployment.

The underlying components in the bundle of the updated repository are still containerized, but the
deployments are now centrally configured from a hierarchy of Ansible playbooks. This enables
deployment and administration of multiple remotely installed taveces on different servers and
projects and allows for flexible selection of modules in customized deployments based on the needs.
It also enables options for cloud deployment.

The updated code structure allows for easy addition of new components to the toolbox.

TIA IOTis a platform that is used to acquire, collect and store sensor and PLC data. The platform
enables reatime stream processing as well as batch processing.

1 Two PLCs were connected by PN/PN Coupling.

Sensor data was reorganized by means of a new coding system.

OPC gateways and tags were updated and finafizedew codingsystem.

Kafka topics have been redefined for optimized performance.

Cassandra database tables were updated to store compebaséd data per table.

Scripts to create OPC IoT gateways, database tables, Kafka topics, etc. were updated
MQTFKafka bridge, previously developed in Java, was developed in Python.

MQTFKafka bridge has been developed to transfer data based on rules that can be defined in
config.yaml file.

= =4 4 4 -8 —a A
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1 The bridge listening to Kafka and writing to PostgreSQL was developed in Python.

The bridge listening to Kafka and writing to Cassandra was developed in Python.

91 Data transfer script transferring data from Cassandra to PostgrSQL database has been
developed in Python.

E ]

4.2.3 Progress beyond State of the Art or State of the Practice

Many of the pilot partners already have one or more comprehensive baseline platforms to support
their operations (i.e. SAP and/or Microsoftl.hese platforms will be connected in various way to the
offerings from the COGNITWIN Toolbox, most typically through OPC UA based interfaces or by use
case adapted data connections.

4.2.4 Summary of the key achievements

TheTIA IOTplatform is in operative use in the Noksel pitpand the platform has been updated for
additional services and functionality needed by the COGNITWIN pilot.

Inthe second period KS ¢ L! Lh¢ LIEFGF2NYQa ljdz2 £ Ade& | GaGNROdzi
was improved.

TheBedrockplatform toolbox has been updatddr more flexible cloud deployment

The pilot partners have described their existing platforms, where there niigltdkome needs for
extensions/connections with these for further trusted data sharing with external organisagibtke
researchers oother collaborating organisations

4.25 Conclusion

TheTIA I0Tplatform isat the end of COGNITWiloperative use in the Noksel pilgand the platform
has been updated for additional services and functionality needed by the COGNITWIN pilot.

TheBedrockplatform toolboxhas been used for experimental deployments, but is also now ready for
further use in larger deployments.

4.3 Security and IDS z International Data Spaces

4.3.1 Objectives, challenges and components

Security is vital at all levels and ensures that data/information/services are always managed in a secure
way. The goal of this task is not to prescribe one approach for the whole project, but to help selected
parties to work with each other, without beirtgndered by data and model access issues. Based on
the results of thelnternational Data Spaces initiative (IDS), we have the mechanisms to support IDS
connectors andhe methods and tools for usage control by specifying the way in which data and
models fiould be handled after access has been granted. The actual choice of what to provide here
will depend on the strategies and needs for data sharing in the context of the different pilot partners.
In the first phase of the project we see that it has bsaefficient to share the data by either providing
access to the data within a trusted subset of the pilot partners running digital platform or by providing
selected export of data at various time intervals. For the second phase of the project there awvill be
evaluation of the further needs and requirements, to evaluate dacide if an IDS implementation

will be suitable.
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Table3: CyberSecurity challenges, requirements and solutions

Pilots CyberSecurity (by task 4.2)Challenges, Requirements and Solutions

Hydro 1 Challenge Sharing of online industrial data from Hydro is very
challenging due to experiences in the past where the data syst
have been attacked from the outside with the intent of bringing
down the production.

1 Requirement Strict security rules implies that most of the plant
process system will be offine with respect to external access.

9 Solutiont Strict security access will applieéind dedicated access
will be done through the Trusted Data Layer.

Elkem 1 Challenge Due to the risk of cyber attack tipeocess system is

isolated from external access.

1 Requirement Avoid external intruders.
1 Solutiort Ensure that the systems in the plant are not externally
connected.
Saarstahl 1 Challenge Due to the risk of cyber attack the process system is

isolated from external access.

1 Requirement Ensure closed loop system without connection tc
the exterior

1 Solutiont Ensure that the systems in the plant are not externally
connected.

Noksel 1 Challenge Security

1 Requirement Data should be accessed dytherized and
authenticated users, da should be coded

1 Solutiont Authentication and authorization was performed. Data
encrytion via coding was done

Challenge Strict process plan securityged to be enforced
Requirement Ensure no intruder possibilities

Solution Ensure that the systems in the plant are not externallyj
connected.

Challenge Strict process plan security

Requirement Use the existing secure management system
Solutiont Ensure that the existing infrastructure is being used

Sidenor

= =4 =4

SumitomoSHI FW

=a = =4

Table4: Data lake and storage challenges, requirements and solutions

Pilots Data lake, storage, Data Space (by task 4 ZJhallenges, Requirement
and Solutions

Hydro 1 Challenge Ensure controlled and trusted data access.

1 Requirement Use the existing Trusted Data Layer.

1 Solutiort The method used in this pilot is that some research
partners are supplied witbff-line data for analyses purposes,
while a few persons from the partners get access to online data
The partner working with the control application must be able t¢
access the online data.
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Elkem 1 Challenge IR cameras generate large amounts of data if each
captured frame is stored.

1 Requirement Store images with lower framerate, and only
selectively when tapping is in progress for instance.

1 Solutiort Cybernetica InSight with algorithms for detecting activ
tapping/refining/casting.

1 Challenge Use the existing infrastructure whenever possible, i.
Elkem databases and data lake platform.

1 Requirement It is not a process need/requirement to exchange
information with external organisations as part of the process
lifecycle within the plant control.

1 Solution Provide database access on demand through secure
access.

Saarstahl 1 Challenge Resolve the management of large volumes of video
data

1 Requirement Ensure management of both training and
production data

I Solutiont For productive setting, video data will not have to be
persisted. Training data is saved in storage (x TB, type of
a02NF3SX0d ¢NIFO]JSR L5a& al #SR

Noksel 1 Challenge When data gets bigger, time to query database
increased
1 Requirement Data should be queried in real time
1 Solution Data was split into tables that are based on mach

components

1 Challenge The increased in the size of the data resulted in d
analysis difficulties

1 Requirement Efficient and fast data analysis
I Solutiont Data analysis is performed on Apache Spark that wor
distributed
Sidenor 1 Challenge Ensure data access taking into account the needs fd
secure access protection
1 Requirement Data exchange
1 Solution: Provide explicit data access for the needed experimer
data, consider separate system access.
SumitomoSHI FW 1 Challenge Large amounts of eline require design of edge
computing
1 Reauirement: Speed and price must remain feasible.
I Soltion: To becompleted by the pilot owner, service provider

Problem definition

Trusted and secure data exchange and access is fundamental in the context of digital platforms and
digital twins for process plants. Related to this the project pilot partners already have a number of
data and access control mechanisms in place, suchlasstéed Data Layer, and strong restrictions on
remote connections.
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Possible Solutions

The project objectives and scope has explicitly stated the goal to relate tintemational Data
Spaces initiative (ID&hd the emerging technologies from the International Data Spaces Association.

The International Data Spaces Association (IB&Ahe evolution of IDS (Industrial Data Space) which
itself was an initiative lead by Fraunhofer ISST, in cooperation with AT®Stems, and the idea is
promoted by the German Federal Ministry of Education and Research. IDSA is characterized by the
focus on information ownership, with the aim of enabling clear and fair exchanges between data
providers and consumers. To this end it suggests a reference distributed architecture that
accomplishes thigoal is illustrated ifrigure26.

Broadening the perspective from an individual use case scenaiigdmperability and a platform
landscape view, the IDS Reference Architecture Model positions itself ahitecture that links
different cloud platforms through policies and mechanisms for secure data exchange and trusted
data sharing(through the principle of data sovereignty). Over the IDS Connector, industrial data
clouds, individual enterprise clouds,-premise applications and individual, connected devices can be
connected to the International Data Space ecosystem

Legend: ° IDS Connector E Data Usage Constraints m——— Non-IDS Data Communication

Data w .
Industrial . Marketplace

Data Internet of

Cloud --5.--0 ........ g Things Cloud Al
A = ShLE .“‘ :.
Tra, .'t fra, o“ v/
K . "y, "-. . .'t.. .'E. ** . Open Data
S ° *e = e, The, teaa,, < Source
- 1 ] 5>

® [
Enterprise E En,

% Cloud

AEa aEa
{:} ik0 — 280 {:}
L ke

Company 1 Company 2 Company n Company n+1 Company n+2

Figure26: International Data Spaces connecting different platforms

This IDS Reference Architecttiras cited from heresupport various mechanisms for secure and
trusted data transfer including in particular the following:

1 Secure communicationThe concept of Trusted Connector is introduced
1 Identity Managementfor identification/authentication/authorization enhancing. There is use
of certificates issued by a Certificate Authority (CA).

14 https://www.internationaldataspaces.org/

15 hitps://internationaldataspaces.org/download/19016/
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1 Trust Managementhat uses Cryptographic methods such as PKI (Public Key Infrastructures).

1 Trusted Platformfor trustworthy data exchange, which defines the minimal requirement for
Security Profiles that should be verified by IDS connectors. It also defines the capacity to
perform integrity verification of the rest of the involved connectors.

1 Data Access controllIDS defines authorization criteria based on the previously defined
Security Profiles.

1 Data Usage ControlDS checks and regulates that data processing is according to the intended
purposes defined by the original data owner.

In addition to the current development in IDS it is relevant to follow the evolution of the &BAIA
initiative that now is incorporating IDS.

The GAIAX [GAIAX20]initiative as cited from hereaims for the creation of a federated, open
European data infrastructure, enabling the interconnection of centralised and decentralised data
infrastructures in order to turn them into a homogeneous, uf@ndly system. The following
description is createdrom the GAIAX technical architecture description. GA{Awill define the
technical principles which foster the implementation of the European Data Strategy. Data Sovereignty,
i.e. the execution of flicontrol and governance by a data owner over data location and usage, is one
of the core principles of GAIA The requirement of data sovereignty has led to the following-high
level requirements for a GAIA implementation:

Openness and transparency: specifications will be accessible to allXGpadticipants,
technical steering and roadmap definitions are conducted in a public process.
Interoperability: Participants are able to interact with each other in a defined way- Self
description and policies are used to manage interactions between data providers and data
consumers.

Federation: standardized access and multiple decentralized implementations operated by
autonomous providers.

Identity and trust systems to manage the interaction between GAlgarticipants, without
building upon the authority of a single corporation or government.
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Figure27: Highlevel overview of the GAlA architecture

| Physical Storage Data Spaces ‘

The core architectural elements in GAfAareassets, participantand catalogues Participants are

natural or legal persons that can act as provider, consumer, data owner and visitor. Providers can host
multiple user accounts. Assets can be eithéd@de,a Service a Service Instancer a Data Asset

Hereby, a node is in general a computational resource like a data centre or an edge computing device,
and nodes can be organized in hierarchies. Services can be deployed on nodes and describe a cloud
offering. A service instance is the concrete realiatf a service running on a nodsl nodes, services

and service instances are associated with a provider. Data assets are data sets which can be either
searched, provided or consumed by either another service or a participant, are hosted on a node, and
are owned by a participant. GAM\data assets are contentand structure agnostic and provide
metadata and a sefflescription. Selflescriptions which describe the characteristics of assets and
participants and catalogues are the elements which implement the publication and discovery asset
and participants.

The architecture of GAIX fosters the development of digital ecosystems and structures them into
Infrastructure Ecosystenasnd theData Ecosystemd he infrastructure ecosystem comprises hereby
services to transfer, process and store data. Stakeholders of the infrastructure ecosystem can be cloud
service providers, edge clouds, HPC providers etc. Under the data ecosystem, actors along the data
valuechain are summarized. This could be for example data providers, data owners, data consumers,
or smart servie providers.

The following figure illustrates how the GAXAarchitecture incorporates IDS eleméfitand how also
COGNITWIN technologies could be positioned related to this.

16 hitps://internationaldataspaces.org/download/19016/
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Figure28: Combination of IDS technologies and GAl&chitecture; with COGNITWIN annotations.

Both IDS and GADA are currently executing use case/pilot initiatives related to Industry 4.0 use cases
that is worth to follow in order to ensure possible future synergies with these.

Proposed approachEstablish necessary IDS connectors when this is deemed suitable, compliant also
with the emerging GAEX/IDS architecture as a federated data infrastructure for Eurpgepporting

data sovereignty and control. It is not any intention to implement dyf@AIAX compliant
infrastructure in the COGNITWIN project, but COGNITWIN partners Fraunhofer and SINTEF are
involved in IDS and GAMA\and will ensure that the architectures and approaches in COGNITWIN will
be possible to take advantagéd IDS and GAtX technologies in the future.

Thefocus in the first period wasn the potentialuse of IDS technologies in COGNITWIN ofithsted
Factory Connector (ID®yovided by FraunhofeiThis could be further enhanced in the final parts of
the project, pending requirements from the pilots.

IDS Connectors SINTEF The Figure29 shows the architecture of a connector with the common
execution core and a custom application part, as described in the SINTEF IDS Connector component.
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Data
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Figure29: InternalConnectoilrchitecturepattern ¢ from IDS Connector component (SINTEF)

This component is available as a framework for the creation of new connectors for data providers or
data consumers inralDS conformant Data Spadéthe further pilot requirements would imply the
need for this.

4.3.2 Detailed description of the activities performed
IDS ConnectosSINTEF

The presentation of possibilities to create context specific IDS connectors presented in deliverable D4.1
is still relevant for future project phases, although no activities has been performed on this during the
last orcurrent period.

4.3.3 Summary of the key achievements

TEKNOPARtegrated data security technologinto the TIA IOT platform. User authenticatipn and
authorization were realized both in the application and the system level.

¢KS ¢L! Lhe¢ LIXFGF2N¥Qa ljdzatAde FOGGNROdziSEa SaLlSC
TEKNOPAR established data transfer between two hosts using IDS Connectors. The connector

providing data read AAS data from AASxServer providing AAS daterdndb&s to IDS connector
configured as Consumer Connector.
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Figure32: Setup of example AAS

4.3.4 Conclusion

The concept and architectures of Data Spaces is in activce development in Europe, in particular under
the umbrella of European Common Data Spaces, and in particular the European Manufacturing Data
Space. lItis, however, a prerequisite for successfubfisiata spaces that there is a situation where

data (and/or digital twins)need to be exchanged and managed across a number of autonomous
organisatiors typically in a supply chain or in a supply netwdrk COGNITWINach ofthe focused

pilots are only wihin one organisation and not across organisasi@md the benefits of a data space
architecture has thus beettecided not to be necessary.

Table5: Digital Twin Modelg challenges, requirements and solutions

Pilots Digtal Twin Models, data representation (by task 4.8) Challenges
Requirements and Solutions

Hydro 1 Challenge Ensure the best possible representations for data
driven and physical models
T Requirement Use the best possible Digital Twépresentations.
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1 Solutiont Use the sensor data models in combination with phys
modelsg consider experimentation with standards like AAS in
order to facilitate for future digital twin interoperability.

Elkem 1 Challenge Need for temperaturesensor data models as well as

physical models

Requirement Use the best possible Digital Twin representation

Solution Use the sensor data models in combination with phys

models¢ consider experimentation with standards like AAS in

order to facilitate for future digital twin interoperability.

Saarstahl 1 Challenge Neural network detecting billets for digit

representation of status quo in blooming train.

Requirement Vast amounts of training data required

Solution Set up routine for mass generation of synthetic train

data for DL network.

= =4

= =4

Noksel Challenge Not sufficient machine breakdown data
Requirement Data driven model for predictive maintenace

Solution Synthetic data generator and balanced data over samy

= =4 =4

Challenge Data has empty columns
Requirement Data driven model will be developed used the dat
Solutiony SYLIJiNE RFGF Aa FAEESR

Sidenor Challenge Ensure a suitable data representation

Requirement Manage the available data in a Digital Twin
representation

i Solutiont Provide AAS Digital TwIDT] representation of Sidenor
assets based on Asset Administration SHWeN§ standard

Use Sensors and Data Acquisition AppA for reading sensor
values and providing them to DT

StreamPipes3P pipeline services for data processing

=A =a =A==

SumitomoSHI FW 1 Challenge Ensure data representation suitable for the required
models

Requirement Provide data in a suitable form for the models
Solution Provide data in the form needed by thmathematical
models and also create StreamPipe interfaces for thsi

= =4

4.4 Digital Twin APl 7 AAS

4.4.1 Objectives, challenges and components

In the previous deliverables we have introduced the FASST ecosystem. FASST stands for Fraunhofer
Advanced AsseAdministration Shell (AAS) Tools for Digital Twins. The key component is the FASST
Service, which is a Jatbased opersource implementation of the reactive AAS and cornerstone of the
FASST ecosystem for Digital Twins. It is released under Apache 2.0 License.

During thefinal 3" period, the focus was on:

Classification Public Pager0of 173



COGNITWIN
DT-SPIRE6-2019 (870130) Deliverable .4

- Further development and improvement
- Release of multiple versions
- Documenting the code

4.4.2 Detailed description of the activities performed

In our paperdFAST Service An Open Sourcenplementation of the Reactive Asset Administration

Shelt  © WI| Webpionide details about the FASST Service that implements the concept of a
reactive/Type 2 AAS and is one of the key components of the FASST ecosystem. The FA3ST Service was
developed to be easy to use for end users. At the same time, it supports araoggtecture and thus

allows for extensibility. The additional key selling point of FA3ST is that a digital twin is in control of all
asset connections.

During the reporting period, there were several releases of th&SF/&ervice. Here we report only on
new features. More information on them as well as on internal changes & bugfixes can be found at:
https://faaasservice.readthedocs.io/en/latest/changelog/changelog

Release version 0.2.0New Features

1 Persistence
0 Filebased persistence added
o0 Each persistence implementation can now be configured to use a givemédeb as
initial value
1 Asset Connection
0 HTTP asset connection added
0 Basic authentication (username & password) added for OPC UA, MQTT and HTTP
o0 Introducing protocolagnostic library for handling different payload formats including
extracting relevant information from received messages as well as tembésted
formatting of outgoing messages (currently only implemented for JSON)
i HTTP Endpoint
0 API extensions for Submodel Interface and Asset Administration Shell Serialisation
Interface
0 Support for outputmodifier
0 CORS support
0 now returns status code 405 Method Not Allowed if URL is correct but requested
method is not supported
Support for valueType=DateTime
Support for Java 16
Improved robustness (e.g. against common invalid user input or network issues)
Improved console output (less verbose, always displays version info)
Improved documentation

= =4 —a —a -2

Release version 0.3.O0New Features

9 Asset Connection
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o OPCUA
A Automatic reconnect upon connection loss
A Add ParentNodeld to OpcUaOperationProviderConfig
A Introduce mapping between IdShort and Argument Name in
OpcUaOperationProviderConfig

o MQTT
A Automatic reconnect upon connection loss
o HTTP

A Now supports adding custom HTTP headers
1 Improved JavaDoc documentation
1 Improved security through automatic vulnerabilities check before release
1 Added example how to implement custom asset connection

Release version 0.4.0New Features

1 Improved logging for new CLI arguments

Latest development version (0.58NAPSHOTNew Features & Major Changes

1 Improved exceptiorhandling in CL{ upon error starter application should now correctly
terminate with error code 1
i OPC UA Endpoint
0 Additional parameterswvailablein configuration
1 Docker container now runs using a naot user
I Base persistence configuration updated

4.4.3 Progress beyond State of the Art or State of the Practice

The FAST Service implements the model and API defined by the AAS specification. Additionally, it
embraces an open architecture that allows for easy extension and customization. FA3ST Service allows
closing the gap between digital twins and the (physical) asggepsoviding the means to connect and
synchronize them using arbitrary communication protocols.

Key FAST features are:

- supports several datéormats for the Asset Administration Sh&lhvironment: json, jsoid,
xml, aml, rdf, opcua nodeset

- easy configuration via JSON file

- easily expandable with 3rd party implementations for endpoint, message bus, persistence,
assetconnection

- uses existing openource implementation of AAS data model and/serializers admirshelt
io java serializer and adm#sheltio java model

- synchronization between multiple endpoints

- connecting to assets using arbitrary communication protocols

- can be used via commaduhe interface (CLI), as docker container or embedded library
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4.4.4 Summary of the key achievements
Key achievements include:

1 FAST releaseGitHub- FraunhoferlOSB/FAAASErvice: FASSTFraunhofer Advanced Asset
Administration Shellools (for Digital Twins)

1 FEAST documentation: FASST Servicet FASST Service documentation (faaast
service.readthedocs.io)

1 FAST paperM. Jacoby, F. Volz, C. WeiRenbacher and J. Miiller, "FA3ST §eéuic@pen
Source Implementation of the Reactive Asset Administration Sh2022 IEEE 27th
International Conference on Emerging Technologies and Factory Automation &Uifgart,
Germany, 2022, pp--&, doi: 10.1109/ETFA52439.2022.9921584.

9 Three demonstrators based on &4

o Demonstrator for the research factory in KarlsruhAAS modelling for a physical
device, data acquisition, use of the AAS API for data accesgsaradization.

o Demonstrator for HMI 2022 Interaction between digital twins in real time and on
demand and their use in data spaces

o Demonstrator for SPS 2022Multiple digital twins and modelling, collection and
sharing of carbon footprint data.

4.45 Conclusion - Next steps after completion of the project

Next milestone is to release version 1.0.0 to Maven Central and DockerHub. Additionally3%ie FA
service will be further developed to support business logic integration with or into digital twins.

4.5 Digital Twin Graph support for Simulation and Cognition

45.1 Objectives, challenges and components

The subtask objective is to come up with flexible mechanisms to represent Digital Twin (DT) data,
covering assets, processes, and sensor data, effective and efficient storage of the data, and support
for analytics tasks on top of the data with a focus onuation of processes.

The challenges are related to flexible data models for DT data, scalable storage and access to data, and
integration of various aspects in a unifying framework.

The components are realized as a software framework addressing data representation, storage and
access, and example of analytics (focus on process simulation).

The DT data representation aspect of the framework is orthogonal to standards such as the Asset
Administration Shell (AAS) in the sense that it is focused on basic data structures (graph) for
representing assets and processes without going into the dosetific semantics of such elements,

while at the same time being directly usable in a programming/development environment by typical
developers. Standards such as AAS can be used to add semantics/annotations to elements stored in
the graph data structuresFurthermore, the graph structures are persistently stored and used for
simulation purposes.
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Problem definition

The concept of a Digital Twin can encompass a large variety of aspects. Representing and managing
various data related to DTs is a key enabler for tasks such as DT analytics/simulation. Finding the right
data representation mechanisms and identifying relet technologies for representing, storing,
accessing and using DT data for the purpose of simulations is a challenging task for many organizations
that lack data management competence. In this context, we want to support such organizations with
tools thatfacilitate the management of DT data, and established the following requirements for our
framework for supporting DTs related data:

1 Cover generic aspects related to assets, processes, and related sensors, without going into
domainspecificsemantics.

1 Support for flexible data structures to manipulate data related to the alaspects.

Support for data storage aratcess.

1 Support for analytics, with focus on discrete event and flow simulation for the processing and
manufacturingndustries.

1 Pythonfriendly software stack based apensourcecomponents (libraries and databases)

=

ProposedSolutions

In the papefWAS+22], we introduced SINDHT- SINTEF Digital Twin Architectgra generic software
architecture that provides interface to connect various tools for the purpose of building knowledge
graph based Digital TwinBigure belowillustrates the foudayer architecture of SINDIT. The Physical

Layer contains the physical assets such as machines or sensors. The Data Layer contains all persistent
storage baclends. The Business Layer contains (i) descriptions of machines and pso¢igsservices

for event detection, capacity estimation, and simulation, and (iii) federated access to relevant data
sources. The Application Layer exposes the relevant outputs of the Business Layer. Depending the on
the application domains, differentibraries and databases can be exploited to realize SINDIT
architectureFigure34.

17 https://github.com/SINTEB012/SINDIT
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Architecture Description

The presentation layer is the component that the end-users face. It connects to
the application layer by way of a REST APl and is used to show the contents of
the data bases in the data layer, the results of the analysis from the business layer,
as well as, real-time data stream from the physical assets directly through the
application layer.

The application layer has two functions. First, it ties together the presentation
layer with the business logic. It wraps RESTful APIs around the application logic
which are accessed by the presentation layer. Secondly, the application layer
allows message passing across all layers as well as external systems. While
message passing across layers somewhat pollutes an otherwise cleanly separated
architecture, it is crucial to allow all layers to respond to real-time events with
minimal latency.

Physical Layer

(=)
(t+)

The business layer contains all business specific logic. It describes the assets
and processes, provides domain- and problem-specific service modules, as well
as code to ingest or remotely access third-party data. It also contains serialisation
logic to tie into the data layers. The business layer is instantiated for a particular
digital twin - i.e., a particular factory or a marine vessel. With the exception of the
asset and process specifications, all code within the business layer is madular and
can be reused across instances. Assets and processes are described by way of
standardized domain-specific ontologies.

The data layer contains all persistent storage back-ends that store asset and
process models as well as data from sensors that cannot be reliably accessed
remotely. Asset and process models are stored in a graph database and dynamic
data is stored in a variety of appropriate back-ends. The data layer also contains

all relevant data serialization code to map business logic into (a) data structures
compatible with the storage back-ends. It further contains various helpers to
convert to data structures that can be exposed through the APIs in the application
layer (e.g., JSON and CSV).

:”@ Sensors

Data streams
‘and events :

Figure33: The generic foulayer software architecture of SINDIT along with various technologies
deployed in the stack [WAS+22]
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Figure34: Overview of the SINDIT components instantiated for manufacturing environment [WAS+22]

To develop a generic infrastructure for Knowledge Graph Based Digital Twin in the manufacturing
domain, different graptbased technologies, databases and library are investigated and integrated into
SINDT. As shown in the figure abowee employed the AAS standard as a generic modelling method

for assets such as machines, sensors, storage, products as well as their relationships or manufacturing
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processesWe exploited the Python library Pyl40AA® build such AASs. There are two types of
databases are epioyed to build the Digital Twin: (i) InfluxBBor reattime data generated by the
sensors and machines, and (RDFox° is the triplestore for the semantic knowledge graph
representing the procesparameters, assets informatioand the factory graph This semantic
knowledge graph providea standardizedknowledge representation for the (Hybrid) Digital Twins as
well as support domain knowledge integration. On top on this knowledge graph, semantic reasoning
rules and simulation models are introduced in order to enable the "cognition" aspect of the Cegnitiv
Digital Twin§CDT,) Furthermore, SINDIT also provides an APl implemented with FA4ABlpport
exchanging or modifying the AASs modatsl the knowledgaraphs via REST services. These REST
services are also used to build a simple dashboard with Plotly*#faskthe visualization of the Digital
Twins andeasoningsimulation results.

SINDIT is provided as opsaurce framework under MIT licensnd isavailable in our GitHub
repository?®. SINDIT is also added to the COGNITWIN toolbox under the "Digital Twin Representation
Tools and Services" category.

SINDIT was used in Sidemdlot to integrate both acyclic data (e.g., process parameters) and cyclic
data (e.g., timeseries sensor data) from the production into the knowlgglgph inorder to enable a
formal data representation for the CDT. The output of the hybrid models (ML or physical models) is
also integrated into the graph in order to support automatic reasoning and deaisaiing. Finally,
domain expert knowledge for makingsessment (e.g., whether the ladle should be demolished or
repaired based on current reime sen®r measurements and prediction outputs) is also integrated
into SINDIT under the form of reasoning rulesTHEN rules) which will be executed over the
knowledge grapftin order to assist the human operator in making maintenance assessibet#iled

about this application was reported in D2.4.

4.5.2 Detailed description of the activities performed

Activities performed include:

1 Conceptual design of the framework

T Identification and evaluation of relevant technology stack including technologies, flexible data
models, libraries, and databases

9 Solution design including: framework architecture, selection and deployment of components,
libraries and databases

1 Pythonbased prototype implementation

4.5.3 Progress beyond State of the Art or State of the Practice

18 hitps://pypi.org/project/pyi40aas/

19 https://iwww.influxdata.com/

20 hitps:/fwww.oxfordsemantic.tech/

2! https://fastapi.tiangolo.com/

22 https://plotly.com/dash/

2 https://github.com/SINTERB012/SINDIT
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Representing Digital Twins using Knowledge Graphs (KG) paradigm has recently been proposed in the
literature [Ban+17], [Gar+l8]. By use of ontologies and various data mapping, KGs can offer a
mechanism for harmonizing data in a DT context, on top of which various analytics tasks such as
simulations, predictive maintenance, etc., could be performed. The use of fvezigirt semantis is
however challenging in practice, especially for developers. Our approach is focused on lightweight
graph data structures thavould allow developers an easy entry into flexible modelling of assets and
processes, in addition to smooth integration with timeseries data.

4.5.4 Summary of the key achievements
Key achievements include:

1 Design of framework for data management in the context of DT integrating flexible -graph
based data representation (for generic aspects of assets, processes, and sensor data), data
storage and simulation support

T Solution design and identification of relevant technologies

1 Pythonbased prototype implementation covering data representation, storage, and
simulation (including visualization)
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5 Sensors, Understanding Sensor Data & Quality Assurance

The objectives of COGNITWIN Task 4.3 may be briefly summarized:

1)

2)

3)

4)

At its ¢

To assist the pilots with selection of suitable sensors, or to aid with development of new
Sensors or sensor concepts where commercial solutions cannot be found.

To develop digital tools for local (edge) processing of sensor data. This is especially relevant in
situations where sensors generate large amounts of data (images, video, AC waveforms) that
must be reduced to essential components before transfer to pemnastorage.

To ensure data quality at the sensor level, using knowledge of the physical sensor and relevant
processes to make decisions about data quality that could not be made at the analytics level.
To arrange robust methods of extracting and transferring data from the physical sensors or
local clients to the data storage layer.

onception, the COGNITWIN project sought to include a broad range of industries with very

different challenges to be solved. Although this approach promises a rich toolbox, it also poses
challenges with finding general solutions within the projecte. tools that are relevant for multiple
pilot cases. This is especially true on the "bottom" sensor layer, where digital tools necessarily must be

tailored

to the sensor type. E.g., machine vision cannot be applied to a vibration waveform.

We therefore structure most of this section by pitpinstead of bycomponentc to provide necessary
background and context for the choice and implementation of each component. Subsequently, we will
discuss some of the generic digital tools that have been developed or made available for sensor data
management at the edge.

5.1 Objectives, challenges and components

Table6: Sensorg challenges, requirements and solutions

Pilots Sensors (inc. data quality) (by task 4.8)Challenges, Requirements ar
Solutions
Hydro 1 ChallengeImproved but still somewhat unstable HF sensor
1 Requirement Introduce new TDL gas monitor for HF in pot sta
Quality information for HF sensor such that state and paramete
estimation techniques integrated in the hybrid Digital Twin can
applied effectively
I Solutiont Laser status signal from OPC UA and anomaly detect
method
Elkem 1 ChallengeHigh quality data from infrared cameras in a harsh

environment with moving equipment.
Requirement Accurate calibration of infrared cameras

Solution Proper protection and cooling of IR camera

Challenge Identify and use suitable thermal sensors.
Requirement Introduce 1um SCMOS thermal imager for
monitoring of refining process, and 3.9um MBM thermal image
for monitoring of tapping process.

 Solution Sensors have been evaluated and now installed.

=A =4 =4 -4 4
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Saarstahl ChallengeNeed for HD video camera for Blooming and Mill Tra

Requirement HD camera for industrial environment

Solution Introduction of Machine vision cameragullHDCameras

ChallengeProvide necessary sensor data to monitor machinery

Requirement Make use of suitable sensors, including vibration

sensor and energy sensors for motors, in addition to pressure {

temperature sensors.

1 Solutiort Four new sensors have recently been installed, includ

Analog vibration sensor on DC motor and Energy analyzers.

ChallengeCollect necessary process data related to ladle heat

Requirement Intially collect data from the process system

Solutiont Usecollected process data, consider solutions for use

infrared temperature camera but challenging due to closed ladl

SumitomoSHI FW 1 Challenge Necessary sensors include -lime process operatiof
measurement data, especially heat exchanger temperatures
flows, both at flue gas and steam side. Also oth
process/combustion measurement indicators, fuel fg
characterization sensors/soft sensors may be beneficial.

1 Reauirement: DVR (data validation & reconciliation) of sensor d
required.

T Soltion: Basic DVR is done both at DCS (by DCS system diagr
and monitoring tool ends (in Matlaincl. OD+tool).

Noksel

=A =a|=a =4 =

Sidenor

= = =4

The sensor analysis andrrent usage for each pilot is further described below.

5.1.1 Hydro

Four sources of data are currently expected for the Hydro GTC pilot: alumina certificates for alumina
quality information, GTC process data, Electrolysis cell data and Weather data including weather
forecasts for improved predictive capabilities.

In addition to sensors that predate the COGNITWIN project, the Hydro pilot will make use of one new
component: a newly installed tunabtiiode-laser HF gas monitor, installed in the GT&a#channel.

The instrument data are routed via PLC to @RCand into the Aluminium Production Control System
(APICS), from APICS the data is relayed to various visualisation systems and are stored in the Trusted
Data Layer (TDL). The TDL is the used fdinefinodelling and data driven adjustments.

Today all vital data is logged once every minute and where the logged values are time averages. Time

I SN} 3SR RFEGF A& o0dAfd FNRBY AYyadNHzySyda YSI aAdz2NRY
transducers and HF sensor with sampling rate down itz 4Additional lab data, either on shift basis

(1/8h) or day basis (1/24h) is available.

The HF laser was chosen primarily based on positive previous experience with this sensor type in
similar applications at Hydro. The manufacturer has previously worked with Hydro to tailor their
sensors to HF applications, and they are familiar with Hyghma'sesses and challenges. Furthermore,

the sensor is delivered with integrated air purging to protect optical viewports from scaling or
corrosiong an absolute requirement in the dusty and toxic environment of thegaff channel.
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Other possible sensor technologies have been considered but were found to be either too complex for
permanent installation (opeqpath FTIR, gas chromatography) or unable to withstand the aggressive
chemical environment in the cffas channel (electrochenal; photoionization). Many technologies

for gas sensing (optochemistry, organic) give only qualitative detection or have long transient fall
times. Finally, there are emerging technologies (metglanic frameworks) that were considered too
immature for the pilot objectives.

The new hardware components were installed in the early phases of the project and have been
connected to Hydro's internal data lake and logging data since August 2020. The main upcoming
challenges involve quality assurance of the data. A key issue iregasd is that the source data in

the TDL does not indicate if a sensor is offlné simply continues to report the last known value.
Logic must therefore be implemented to determine if a sensor is-lifiatg," and whether this is
expected or unexpeed.

A list of sensors and data sources is providetiable?.

Table7: Sensors and data sources used in the Hydro pilot model

COMPONENT TYPE PARAMETER LOCATION
Data source Air temperature Weather data provided by the
meteorological institute
Data source Relative humidity Weather data provided by the
meteorological institute
Data source Air pressure Weather data provided by the
meteorological institute
Data source Wind speed Weather data provided by the
meteorological institute
Process input Absolute humidity Calculated from air temperature
and relative humidity
Sensor Temperature of gas into each  Temperature sensors in filter inle
filter compartment ducts
Sensor Temperature of outlet water Temperature sensors in he:
from integrated heat exchangers exchanger pipes
Sensor Temperature of gas from Temperature sensor in potroor
potroom duct
Combined sensor data  Differential plant pressure Pressure sensors in potroom do
and outlet ducts from filter
Sensor Airpressure in pulse air tanks  Pressure sensors in air tanks abc
each filter

Normalized sensor data Secondary alumina airlift curren

Normalized sensor data Flow of secondary alumina
leaving secondary silo (to
potroom)

Normalized sensor data Flow ofprimary alumina leaving
primary silo (to GTC)
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Sensor Alumina level in secondary silo Light sensor in silo
Sensor Alumina level in primary silo Light sensor in silo
Sensor HFconcentration in gas from HFlaser in potroom duct
potroom
Process input Secondary alumina feed to Average of sensor measureme
electrolysis cells above each electrolysis cell
5.1.2 Elkem

In addition to sensors that predate the COGNITWIN project, the Elkem piwaus¢al of threenew
components: a thermal camerél) above the ladle during refininga second thermal cameré)
installed near the tap hole of the furnace and a third thermal canf&yistalled at the casting station
The thermal cameras are delivered by Opfri€l and 3)and DIAZ (2) respectively.

Selection of correct thermal imagers is of paramount importance. Different thermal cameras are
optimized for different temperature ranges and tend to have best resolution and accuracy in their
preferred range. At temperatures up to 12@specialized infrared sensors are required, whereas at
higher temperatures it is possible to use cheape€BIOS sensors. Most cameras have optical filters
that transmit only a narrow range of wavelengths; an industriatdRera is therefore typically
characterized and mé&eted according to its operating wavelength(s).

Of equal importance is to choose a camera that is a good match for the physical characteristics of the
target system and environment. A key concepsj®ctral emissivityi.e., the amount of thermal
radiation emitted by a surface at each wavelength. Different materials have different emissivity
spectra, and spectra tend to change with temperature and thermodynamic phase. When imaging
subjects comprising different materiaurfaces or mixed fluids, it is worth considering whether to
choose an operating walength where the subject elements have matching emissivity (if such a
wavelength exists) or highly mismatched emissivity. In the former case, one can obtain accurate
temperature measurements without knowledge of the subject, e.g., knowingnskgl ratioin metal
processing, or knowing the position of various objects in an image. In the latter case, the thermal
images may be utilized, for instance, to measure mixture ratios or perform segmentatiorg @isks

that the subject temperature ia prioriknown with sufficient accuracy.

Gases also have emissivity spectra that may be harnessed to measure gas temperature; however, the
same emissions may interfere with the subject. Understanding the composition of the process
atmosphere and the spectral signatures of the component gasempisriant to avoid costly mistakes.

For the Elkem case, one component camera was chosen primarily to achieve good emissivity matching
andaccurately measure temperature of unknown fluid mixtures. The other camera was chosen for its
ability to penetrate hot process gases with high content of CO and other fumes.

Thermal cameras will be connected to the pilot data lake in two phases. In the initial phase, data will
be streamed over ethernet to a virtual machine (VM) on the local plant server. The VM runs a

2 https://www.optris.global/thermatlimageroptris-pi-1m

25 http://www.dias-infrared.com/pdf/pyroview640f_eng_mail.pdf
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video stream and delivers one or more estimated temperatures to a data log. This data log serves as a
"virtual sensor" that provides input to the process Hatgone batch per ladle.

In the second step, the ambition is to deliver an adaptive machine vision toolbox that can perform both
image and video analysis and adapt highly customized measurement schemes: flow measurements,

segmentation and morphology, texture analysis, etc.

A list of sensors and data sources is providethible8. Sensor and PLC data streams are uploaded via
OPGUA to Cybernetica's CENIT server. Howes@me manual measurements at the Elkem pilot are
F @ AfFofS
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available on OPC, Cybernetica has created a bespoke extension to the Cybernetica OPC UA Server for

the Elkem pit. This extension queries a set of tables in the Oracle database to extract the relevant
measurements and publishes them to OPC. This simplifies the employment of the digital twin, as it

allows for using OPC as the single data source.

COMPONENT TYF PARAMETER

SENSOR AND LOCATION

Table8: Sensors and data sources used in the Elkem pilot model

Sensor

Sensor

Sensor

Process input
Process input

Sensor

Sensor

Sensor

Sensor (NEW)

Sensor

Sensor
Sensor
Process input
Sensor
Method

Classification

Temperature of tapped

material

Ladle weight before and

after tapping

Ladle weight before and

after refining

Furnace and tap hole used

Ladle used

Bath temperature

before and after refining

Bath temperature

during refining

Bath chemistry
before refining

Slag content in product.

Temperature of metal during

casting.

Metal chemistry
after refining

Level of metal bath

Mass of additives

Manual addition (plunging)

Lance position

Yield ofalloying materials

Public

Thermal camera in front of tap hole

Multiple load cells: tapping wagon, scales

floor

Load cell on ladle truck

Manual registration

Manual registration

Thermocouple (dip sampling) at refining

station

Thermal camera

Lab analysis of dip sample

IR camera at near casting belt

Lab analysis of end sample (aftarsting)

Radar rangefinder above bath

Multiple load cells under silos

Manual registration

Position sensor

Calculated from mass of additives, chemic

analysis
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Method Refining effect Calculated from mass of additives, chemic
analysis

Process input Material grade Manual registration

Process input Recipe Manual registration

Sensor Mass of cast metal Load cell under dumper

Sensor Cast metal temperature Pyrometer above dumper

before crushing

Since D&, Elkem has successfully installed and demonstratdtrmal camera at the casting station.
The camera views the runner where liquid metal is entering from the ladleiedl as a portion of the
casting belt as depicted irigure 36lmage analysis can be used to quantify the amount of slag that
may follow the liquid metal out from the ladle. Most customerv@a very limited tolerance for slag

in theirprocessesso it is important to be able tdetect possible slag contamination before the guoot

is shipped to the customer.

e

v._, Bx7/7 /. 4

>

Figure 36; Screenshot from IR camera monitoring casting.

The cameras are operated throu@yberneticdnSight an OpenC¥ased tool for data acquisition and

edge analysis of camera data. The tool has been augmented for the Elkem pilot to allow use with
thermal imagers, and new APIs have been developed for communication with the camera models used
by the Elkem pdt. At the time of writing, the refining camera is fully online, whereas the tapping
camera has been operated manually and data analyzed offline.

There is an ongoing effort to develop computer vision algorithms for feature extraction. Edge analytics
is an absolute requirement, due to the large data volumes (approx. 1GB/s) generated by each camera.
Algorithms are being developed offline by researchat Elkem and SINTEF and will eventually be
implemented in CybernetickSight
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Another ongoing effort seeks to mitigate the effects of dust and vapor deposits on camera lenses. Dirty
lenses cause significant sensor drift. The refining camera is particularly affected, due tedtsaop
installation. Elkem will lead the effort to rade the effects of lens degradation and develop routines

for timely cleaning.

5.1.3 Saarstahl

The data provided for the tracking system is a video stream stemming from 3rdsghution
surveillance cameras and possibly some additional video or image data. Sample video data will be
enhanced with synthetic artefacts to provide a large training settfie deep neural network ML
system.

To achieve the necessary image processing speed, much of the edge analysis will be performed on
local FPGA units. These, along with associated adapters and interfaces, are described in detail in Task
4.4. Other sensor data in the Use Case, e.g. signatk assérigger to start billet identification, are
accessed via OPCUA.

A list of sensors and data sources is providetiable9.

Table9: Sensors and data sources used inSharstahl pilot model

COMPONENT TYF PARAMETER LOCATION
Sensor HD video camex Blooming train
Sensor HD video camera Mill train
Process input Input triggers for billet Mill train

ID system
Process input Billet ID Blooming train
5.1.4 Sidenor

Processlata in the Sidenor pilot is itemized by ladle heat, i.e., a database entry is generated for each
ladle/batch of steel produced. In addition to these, Sidenor is collecting data on refractory wear each
time a ladle is repaired or decommissioned. This daimprises a reference/training set for the
process data.

The MES data is stored in an Informix database witlecbnd granularity, whereas the heat process
data is stored in a separate MySQL database. Due to security the other partners could not be given
direct access to Sidenor data at this stage. The dataagxgghis therefore currently done manually by
Sidenor, exporting the relevant data from the different data sources internally, and copied as files to
the other partners. Later in the project Sidenor plans to provide a mirror of the data system, allowing
model developers to read online and historic data. Writing data will not be allowed.

A list of sensors and data sources is providetiablel10.

Tablel0: Sensors and data sources used in the Sidenor pilot model

COMPONENT TYF PARAMETER
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Process input
Process input
Process input
Process input
Sensor
Sensor
Sensor
Process input
Sensor
Sensor
Sensor
Process input
Sensor
Sensor
Sensor
Process input
Process input

Process input

COGNITWIN
Deliverable 2.4

MES data from refining process

Date of production

IDnumber of the ladle used in the heat (numbers from 1 to 16)
Heat ID Number

% Sulphur composition in the steel after vacuum
Electrical consumption

Kg of lime added during Secondary Metallurgy
Timewith steel

Kg of lime added during Secondary Metallurgy

% Sulphur composition in the steel at tapping
Burner Preheating

Vacuum time (<1 Torr)

Stirring gases(Ar/N2)

Kg of FluroSpar added during Secondary Metallurgy
Tons of Liquid Steel

Billet format

Desulphuration rate

Time heating during Secondary Metallurgy

Sensor % of EAF Slag measured at tapping
Sensor % Mn composition at tapping
5.1.5 Noksel

TheNoksel pilot collects data from a set of PLCs on the factory floor. At the PLCs, distributed sensor
data is bundled, and uploaded over Profinet to an OPC gateway and MQTT broker.

In addition to sensors that predate the COGNITWIN project, the Noksel pilot will make use of one new
component: a newly installed vibration sensor for condition monitoring of motors. The sensor is
manufactured by IFM. Their website may be consulted foritamdhl technical detail and
specificationg®

The component has been in operation since autumn 2020. The component is -tertwioal
electromechanical (piezMEMS) device that provides a single analogue output. The signal is digitized
and logged by a local PLC.

The component is not a pure accelerometer: it containsboard rectification and prefiltering and
reports RMS vibration level with a 10Hz {pass topology.

The drawback of such a sensor, as opposed to an unfiltered accelerometer, is that it erases information
about the underlying waveform. Thus, it is not appropriate for, e.g., vibration spectrum analysis. The

26 https:/iwww.ifm.com/de/en/product/VTV122
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component has, however, two major advantages: it supports-fiate or intermittent sampling
(accelerometers must be sampled at a rate twice the desired Nyquist frequency, typically thousands
of times per second), and it does not require any edge analysiglibration: the readout is aad-hoc
vibration strength parameter that can be digested at face value bytd@wpl analytics.

Alternative vibration sensors with digital and/or Watitput and onboard spectrum analysis were
considered; however, the simpler analog sensor was selected on the recommendation of the motor
manufacturer, who has also assisted with mechanical instafiadiothe component. The power and
flexibility of Noksel's PLCs allows for virtually any sensor interface; it is therefore not a priority to find
wirelessg or even digitak; solutions.

A subset of sensors and data sources for the Noksel pilot is providesblall. For confidentiality
reasons, NOKSEL wishes not to release a comprehensive list of sources.

Tablell: Sensors and data sources used in the Noksel pilot model

COMPONENT TYF PARAMETER LOCATION
Sensor Current Motors
Sensor Temperature Various machine components and environment
Sensor Vibration Motors
Sensor Pressure Various machine components
Sensor Oil temperature Various machine components
Sensor Oil pressure Hydraulic Power Unit
Sensor Oil contamination Hydraulic Power Unit
Process input Edge milling rpm SWP
Process input Alarm data All machine components
Process input Status data All machine components
Process input Production SWP

parameters

A cognitive digital twin has been developed and in operation at NOKSEL Iskenderun facility where
environmental temperature data has been used.

5.1.6 Sumitomo SHI FW (SFW)

In the first iteration, the BWpilot will contain no new components. However, the projeatdelivered
an investigation of acoustic condition monitorimgth the aim ofprovidinga new component to the
raw data layer.

The objective of the studyasto determine whether active and/or passive acoustic sensing methods
could detect the buildup of fouling on the primary heat exchangers FWS boilers. Initial
investigations wereperformed in SINTEFs lab facilities, using sample piping fféi Bhis was
followed by a6-month test deployment at the pilot plant, with regulaff-line data transfer and
analysis
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Tablel2: Sensors and data sources used in thé/Silot model

COMPONENT TYF PARAMETER LOCATION

Sensor Temperature of air supply  Secondary air duct

Sensor Temperature of furnace bed Furnace bed

Sensor Temperature of fluidization Various locations in furnace chamber
Sensor Flue gas temperature Various locations in flue

Sensor Water temperature Heat exchanger supply lines

Sensor Steam temperature Heat exchanger output lines

Sensor Air supply flow Air supply duct, flue

Sensor Coolant flow Water and steam pipes

Sensor Fuel supply rate Infeed silos

Process parameter Fuel mixing ratios

Sensor Flue gas composition

The FW pilot casecontained an exploratoryactivity to develop a sensor system for detecting,
measuring, and monitoring fouling on heat exchanger surfaces.

Since D4.2, a preliminary acoustic concept has been refined using the science of modal analysis.
SumitomoSHI F\Whas developed numerical simulations to estimate the sensitivity of the method.
SINTEF has tested and characterized candidate vibration sensors and designed aseasting
solution. Finally, the system has been deployed at thé&/®ilot, andvarious forms of data analysis

have been explored, with particularly emphasis on the higlgestlity data from the final 60 days.

In parallel, analytical tools have been developed by U. Oulu that estimate fouling through a
sophisticated energy balance calculation. This calculation results in a quantitative estimate of the heat
exchange coefficient of the steam pipes. With appropriatemalization, this quantity is used as a
proxy for fouling level.

Since physical grourduth data cannot be obtained, the two methods have been compared in a
"blind-leadingthe-blind" approach. This comparative analysis shows good agreement between these
completely separate methods.

Time Series r=096: 7 =091

Figure35: Left: Subset of timeeries showing thermodynamic model predictions (red) and acoustic
predictions (blue). Right: Scatterplot of acoustic vs thermodynamic predictions.

Classification Public Page870f 173



COGNITWIN
DT-SPIRE6-2019 (870130) Deliverable .4

5.1.7 Data QATools Analysis

Data QA at the sensor level may be performed on single variables or groups of connected sensors. The
advantages of local quality assurance are twofold. Firstly, bad, missing, or corrupt data is detected
early and prevented from comingling with or "infedlhgood data. Secondly, esite computing
resources are the ideal place for operattata interaction, where data boundaries may be set based

on the experience, intuition, and domain expertise of plant personnel.

Senso#level QA should require minimal input from external sources such as process data or sensors
with differently structured data; higevel analytics involving the full datandscape are more
appropriately implemented in the Al/ML toolbox.

Some common data QA tasks are listed below. Additional tools may be developed according to the
needs of the pilots.

1 Recognition of error codes in sensor metadata (where available).

1 Detection of physically improbable data: out of range, discontinuous, noisy, or otherwise
violating process physics.

1 Detection of missing data. Some sensors will return a default value, e.g. zerpvanen no
value is received. Others will return the ldstown value (see Hydro description above),
leading to a "fladline." In the latter case, contextual logic is re@drto determine if the
constant value is expected for this data source.

1 Zeropoint drift. This is most easily detected as a monotonic trend in periodic statistics (daily
or weekly min/max/mean values)

T Comparative analysis, e.g. monitoring the strength of correlation between two data sets.

Ultimately, at the sensor edge it should be a focus of data QA to interpret the sensor and detect un
physical behavior. If a sensor is reporting improbable values or exhibiting behavior that is
uncharacteristic of the process in question, this is mucheedsidetect and repair locally than after

the data has been mixed, merged, and dressed in the pipelines.

We expect, therefore, that the QA system will be a paifientry for operator expertise, by allowing
the user to input, e.g., typical process values, saturation and-peirt sensor values, and adjust
tolerance of outliers and spikes in the time series.

Data Quality issues could be divided into detectable and undetectable errors. The detectable errors
can be automatically identified and cleaned while undetectable errors must be evaluated by sampling
and can be model by data quality matrices that can balysed by machine learning algorithms
[BLA+08]. Thee are variougools for both type of errorghat were investigatedand analysed during

the last period of the project

For detectable errors, the following tools are evaluated to support gataation and cleaning:

1 Panda Profilingf provides Python API to quickly identify data quality issues such as missing
values, data type mismatch as well as provide descriptive statistics about the data.

27 https://github.com/pandasprofiling/pandasprofiling
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1 Great Expectation® also provides API for automatic data testing, documentation and

profiling. Great Expectations supports testing data quality with a library of expectations that
are declarative statements that can be evaluated by computer and semantically meaningful
to humans. Expectations can be defined by users and covers different kinds of common data
issues such agkpect column values to not be nuf"expect column median to be between"
DataGraft® is a clouebased service support data transformation (interactively building,
modifying, and sharing of repeatable and reusable data transformations), data cleaning and
reconciliation. This service can be used to repair common data quality problems such a
missing, incorrect or badly formatted values, and duplicated records.

OD+tool is a Matlab implementation toolthat supports data driven modeling of system
dynamics, a genergdurpose data quality tool focusing on systematic detection and removal
of outliers in a batch data. Most importantly, the tool implements the ellipsoidal peeling
method, based on detection of outliers ngi statistical analysis, and exploiting the potential
that a removal of outliers can significantly improve the performance of process identification.
OD+ool is included in the set of tools in the FouMoomponent and is openly available for
download. The tool has been applied in the context of the Sumitomo SHI FW pilot.

To repair erroneous data with undetectable errors, existing machine learning methods for data quality
will be evaluated. Particularly, ERDRE frameWoer&k machine learning pipeline for erroneous data
repair ¢ can be adapted to enable automatic detection of anomalies in data for both dieon
streaming data and lorterm historical data as well as repair and clean the data.

5.1.8 Data connectors

It is anunspoken, and possibly coincidental consensus in the project to usdJBHQr sensocto-
storage communication. Of the six pilots, four are using some form ofl ¥ Elydro, Elkem, Noksel
and Sumitomd&HI FW

The implementations differ somewhat, with nfetds and extensions tailored to the needs of each
pilot and data platform. As a result, there are three unique tools developed for this task:

1

A server application with a database query extension, as described in Sedtigrdeveloped
by Cybernetica.

An OP@o-MATLAB communication tool developed by U. Oulu.

A data connector environment for PLC communication developed by TEKNOPAR.

Since D4.2, the Elkem pilot has come patrtially online, with one camera connected to Cybernetica's
OPCUA server.

The Sumitom&HI FWilot has its new sensor installed and logging, but the remote data extraction is
performed manually. Sumitom8HI FWSINTEF, and the pilot plant are in discussion about whether

28 https://greatexpectations.io/

2 https://datagraft.io/
30 https://github.com/SINTERO012/Erdre
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to upgrade to an online sensor. Since these are experimental devices that will be removed at end of
project, streamlined data uplink is low priority.

5.2 Summary of the key achievements

To date, the key achievements of Task 4.3 are the selection and installation of sensor hardware in all
pilots that have requested new componeras well asinalyzing the requirement for sensor data QA
and identify relevant tools as describe aboVle activities are summarized in the table below.

Tablel3: Novel components for COGNITWIN pilots

PILOT COMPONENT STATUS

Hydro TDL gas monitor for HF in pot stack Installedand online

Elkem 1um SICMOS thermal imager for Temporarily installed, logging
monitoring of refining process video data to local client.

Elkem 3.9um MBM thermal imager for Installed. Manual data collection.
monitoring of tapping process

Noksel Analog vibration sensor on DC motor Installedand online

Noksel Control panel to manipulate Designed, imgmented and
environmental temperature in the installed
welding generators room

Saarstahl Machine vision cameras Installedand online

SumitomoSHI FW

5.3 Conclusion

Accelerometers

Fouling monitoring dta processing

Installed for limited test campaign
Now decommissioned.

Ouitlier tool implemented.

At the top ofthis section, we outlined the four goals of Task 4.3:

1)
2)
3)
4)

Selection of sensors and development of novel sensors
Digital tools for edge data processing
Data quality assurance

Data connectors

Duringthe project all four of these have been addressed for each pNetw sensors have been
selected, tested, and brought onlirterough appropriate connectorsgenerallybased on OPUA
Edge analytics, typically through a local PC client, have been develofitdrtcaw data intorobust
measurementsandQA systems have beémplemented as necessary, with additional QA tools made
available throughlihe COGNITWIN toolbdar possible future implementation.

Tablel4: Real time sensor data processinghallenges, requirements and solutions
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Pilots Real time sensor data processing (by task 4,4hallenges, Requirement
and Solutions

Hydro I Challenge Local soft real time sensor data will be needed
1 Requirement The required timing should allow for OPC UA dat
access
i Solution Use OPC UA data access
Elkem 1 ChallengeLocal real time sensor data is needed for temperatur,
analysis.
1 Requirement Ensure local/edge processing
9 Solutiont Supportimagery/thermal sensor processing at the edg

with the sensor associated software.

Saarstahl 1 ChallengeVideo images need to be analysed in real time to
understand the billets movement

1 Requirement Neural Network inference speed needs to be

optimized for real time event handling.

Solution

Challenge The refractory analysis is not strict realtime

Requirement Provide data as needed for the Digital Twin and

model analysis

Solutiont Uses collected data without strict realtime needs

Challenge Latency for machine data

Requirement Real time processing

Solution Application of pretrained models on stmn data using

SPARK

Challenge The fouling analysis is done based on soft realtime

Requirement Provide thenecessarprocessing support for the

analysis

9 Solutiont Sensor data access through OPC UA provides the
necessary supportool for data preprocessing.

==

Sidenor

= =

Noksel

=A =4 A=

SumitomoSHI FW

= =

Pilot typi-|Pilot |-|Task Ei WP4 Toolbox COMPONENTS -
my
2
= <
Q -
5 J
< = = e
- o - o
- = — =
= = = — 2| |~ Z
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wl@la2 QIT|a TeZldzB|z|5]=
2laly|=|zlEl=|s |zl T el | clek|&][Z] 8
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Z| 9lala|F|a|la|s|le|lslae |22 lElcER|2|=|™
A ool |ITl8|C|=|C|=|EBla|lalzP|E]s] s
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= Slelrla|z|So|lr|t|r|d|wn|0 8| c|0OF |T|da|a
Hydro Realtime sensor/data processing (x) [{x)
Elkem Realtime sensor/data processing (x) |(x)
Saarstahl |Realtime sensor/data processing (x) |(x)
Sidenor Realtime sensor/data processing X X |(x)
Noksel Realtime sensor/data processing X X |{x)
Sumitomo |Realtime sensor/data processing (x) [(x)
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6 Realtime sensor/data processing - Connecting and Synchronizing
Assets and Digital Twins

6.1 Objectives, challenges and components

As Digital Twins (DTs) are a digital representation of a physical (or virtual) asset, synchronization
between the asset(s) and the DT is crucial. The main objective therefore was to provide the necessary
means to connect and synchronize assets to the FB&Bicé! representing the DT. Assets come in

all shapes and forms, meaning there is no standardized API or even communication protocol to talk to
them which is the biggest challenge to overcome when developing a generic approach to asset
connectivity.

6.2 Detailed description of the activities performed

To address the challenge of asset heterogeneity, we introduced the concegsef connections

FASST Service by adding the software interfasgetConnectiorThis interface defines the three types

of generic interactions that communication protocols can potentially support: read/write a value,
subscribe to a value, and execute an operation. Defining such an interface allows to decouple the DT
(here representd by FASST Service) from all potential concrete implementations of this interface for
different communication protocols.

Figure below shows how asset synchronization can be configured by linking submodel elements of an
AAS to different providers of an asset connection. An asset connection holds a setvalueyairs

for each of the three provider types where the key is/S reference representing the submodel
element the provider should be applied to and the value is the provider configuration. This is
represented in figure below by qualified associations between the asset connection and the different
provider types. Thdesign allows for flexible configuration of asset connections and supports complex
use cases, e.g., reading/writing the value of an element via HTTP while keeping its vainemig

via an MQTT or OPC UA subscriptiore information can be found ifJac+22]

31 https://github.com/FraunhoferlOSB/FAAASErvice
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FA?ST Service Data Model AAS Meta Model
Service
1, _
] Endpoint AssetAdministrationShell
L Persistence 1
B MessageBus Submodel
1
| AssetConnection *
Reference |-=----=------- == SubmodelElement
7 <<referencess»
Al ValueProvider
Al OperationProvider

— SubscriptionProvider

Figure36: UML class diagram of FASST Service Data Model and AAS Metamodel explaining linking of
asset connections with submodel elements

Besides thé\ssetConnectioimterface, FASST Service also provides three implementations for the most
common communication protocols used in industrial plants: OPC UA, HTTP and MQTT.

AAS-compliant DT API
(e.g. HTTP, OPC UA)

<<interface=>

AssetConnection

Asset

Figure37: FASST Service architecture w.r.t. asset connections
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Protocol Read Write Execute Subscribe

HTTP v & 4
MQTT X « X 7
OPCUA F < & &7

Figure38: Protocols delivered with FASST Service and the supported interaction patterns

FASST Service also offers a dsiemdly way to setup and use any implementation of the
AssetConnectioimterface via configuration file, i.e. without requiring the user to write any code. This

not only works for the already developed implementations (OPC UA, HTTP, and MQTT) but also for any
custom or thirdparty implementation available in the future.

A concrete example for OPC UA asset connection could look like this:

"@class": "de.fraunhofer.iosb.ilt, faaast
“host™ L
“valueProviders”
"(Submodel)[IRI]Jurn:aas:id:example:submodel:1, (Property)[ID_SHORT ]Propertyl”
"nodeld”: "some.node.id.property.l

“(Submodel)[IRIJurniaas:id: example: submodel: 1, (Property)[ID_SHORT Property2”

“nodeld”

“operationProviders™
“(Submodel)[IRIJurn:aas:id:example: submodel:1, (Operation)[ID_SHORT]Operationl”:

"nodeld”: "some.node.id.operation.l

"subscriptionProviders”
"(Submodel)[IRIJurn:aas:id:example: submodel:1, (Property)[ ID_SHORT |Property3”:

"nodeld™: "some.node.id.property.3”,

“interval®: 1000

6.3 Progress beyond State of the Art or State of the Practice

The concept of asset connections is not yet mentioned or even defined in DT standards although it is
an essential key functionality of a DT. Although other DT implementations also identified this issue,

they typically do not provide eadg-use solutionsd this problem and often leave it up to a developer

to manually implement this connectivity in code. To our knowledge, our approach is the only one so

far to understand asset connectivity as a crucial functionality which should reside within the DT itself

and therefore should be performed by the DT itself rather than some external tool or code.

Providing a generic interface for easy integration of arbitrary communication protocols as well as our
userfriendly approach for establishing asset connections without writing code both represent further
progress beyond the state of the practice and impe usability of DTs in reaorld scenarios.
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FASST Service can be configured via a J&08&0 configuration file or code. Another approach to
configuring and mapping asset connections would be to store this information in the AAS model itself
(e.g., as specialized type of submodéfc+22]For FASST Service we decided to keep this information
separated from the actual AAS model, as it might contain sensitive data such as credentials or details
about internal network structure.

6.4 Summary of the key achievements

We have developed an opesource implementation of the DT that can easily be connected to and
synchronized with assets using arbitrary communication protocols (OPC UA, HTTP, and MQTT are
provided, others require implementing thssetConnectiomterface) which is a crucial functionality

of a DT but rather neglected by existing DT implementations. We also provide a simple and user
friendly way to configure and establish connectivity between assets and DTs.

6.5 Conclusion

Synchronizing DTs with their underlying asset(s) is an essential task for DTs but unfortunately not part
of any specification and often ignored by implementations. With the concept of asseiections in
FA3ST Service we deliver a communication protagobstic approach to solve this problem.
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7 Reflection on the use cases z from the WP4 perspective

7.1 Analysis of requirements from the pilots

Tablel5: Overview of WP4 components in use and (possible use) by pilots

Pilot type |Pilot Task WP4 Toolbox COMPONENTS
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TS Eo|s|BIEE|2|E|Z2|20|220E 2|55
S| 0leFlm|T|Slw|lF|[E|F|F|R|O|IB|E|CE[T|R|A
Non-ferrougHydro WP4
Hydro COGNITWIN Interoperability Toolbox (x)
Hydro Digital Twin Cloud Platform. Data Space and Cyber Security x| () | b () ) |() [ [ ) [ (D (%) (%) (x) {x](x)
Hydro Sensors, Understanding Sensor Data & Quality Assurance X (x) [(x)
Hydro Realtime sensor/data processing (x) |(x)
Elkem WP4
Elkem COGNITWIN Interoperability Toolbox (x) X
Elkem Digital Twin Cloud Platform. Data Space and Cyber Security x| () | b () ) |() [ [ ) [ (D (%) (%) (x) {x](x)
Elkem Sensors, Understanding Sensor Data & Quality Assurance (x) (x) [(x)
Elkem Realtime sensor/data processing (x) |(x)
Steel Saarstahl |wpa
Saarstahl |COGNITWIN Interoperability Toolbox (x) X
Saarstahl |Digital Twin Cloud Platform, Data Space and Cyber Security () () | 0ed (b= [ |e] () [ ) [ () (%) (%) (x) {x](x)
Saarstahl |Sensors, Understanding Sensor Data & Quality Assurance (x) (x) [(x)
Saarstahl |Realtime sensor/data processing (x) |(x)
Sidenor |WP4
Sidenor |COGNITWIN Interoperability Toolbox (x) X
Sidenor |Digital Twin Cloud Platform, Data Space and Cyber Security () () | 0ed | (b | () () e [ =[x} |x (%) (x) {x](x)
Sidenor |Sensors, Understanding Sensor Data & Quality Assurance (x) X (x) [(x)
Sidenor |Realtime sensor/data processing X x |(x)
Noksel WP4
Noksel |COGNITWIN Interoperability Toolbox (x) (x) X
Noksel Digital Twin Cloud Platform. Data Space and Cyber Security () () | (b () [x) |() U] =[x |{x) (%) (x) {x](x)
Noksel Sensors, Understanding Sensor Data & Quality Assurance (x) X (x) [(x)
Noksel |Realtime sensor/data processing X x |(x)
Engineering|SumitomdgWpP4
SumitomgCOGNITWIN Interoperability Toolbox (x) X
SumitomdDigital Twin Cloud Platform. Data Space and Cyber Security () x| ed | b () [{x) |(] [ [ U] [ (D (%) (%) (x) {x](x)
SumitomdSensors, Understanding Sensor Data & Quality Assurance (x) (x) [(x)
SumitomdRealtime sensor/data processing (x) |(x)

Updated pipelines for the pilotsas reflected in the updated COGNITWIN Toolbox porthlides the
components identified to support the various pilots within the various technology areas.

7.2 HYDRO Pilot

Hydro has already established camprehensive platform for Industrial 10T that is continuously
collecting data from thousands of signals coming from machines, sensors, PLCs, and other plant control
systems. The raw data is uploaded to a data lake system where it is stored in its twigma&leansed

or aggregated data can also be stored in the data lake whenever this is beneficial. Selected, use case
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specific data can be prepared and distributed to users through a Trusted Data Layer (TDL), as shown in

Figure39.

Data from multiple sources are handled and processed for use in the planned pilot pipeline at Karmgy.
Process data are collected on Open Platform Communications (OPC UA) tags and then stored in the
data lake and distributed via the Trusted Data Layer.

Intelligence Layer

Data and results from analytics is made available for
managers, operators, maintenance resources, process
engineers and researches through Information portals,
Analytics workbenches and Data science tools.

Trusted Data Layer

Data layer where data is managed and stored long term
for use in various analytics use cases. Data transfer from
source system are implemented based on use cases, but
re-used to support new use cases.

Data from APICS, cell control systems, sensors etc. are
securely transferred to the cloud either real time or in
batch (e.g. hourly or daily)

Front-end

Intelligen

layer

Trusted Data

Layer

Data sources

Standard reports and dashboards

for Operational Control

AITATEETY 2o

Data discovery, ad-hoc queries and

reports for Process Engineers and PMT
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Advanced analytics tools for data
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N |

Data science lab |
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APICS Plant
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Power BI
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Python MATLAB
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Visualization
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Figure39: Hydro existing Digital Platform with Trusted Data Layer

Theimplementedpilot pipeline for online use is illustrated Figure40. Process data from the Gas
¢NBFGYSYyG /SyYyiNB yR GKS St SOGNpteara OStfta |
time, a pilot specific Cybernetica OPC UA server cobelclisional relevant data such as local weather
measurements and primary alumina certificates for incoming shipments. OPC tags from both servers
are made available to the digital twin applications. The weather data is collected using the SINTEF MET
API Inteface MAP!) that has been created in the COGNITWIN project.

NI

Outputs from the digital twin are stored in a PostgreSQL database on a local machine and the results
can be visualised using a Cyberneti¢ab Viewer application. Data visualisation and investigation of
the results by operators (OT users) allows for mdmbded adjustments and an advisory control loop.

The current approach is that all data communication between the different modules in the pipeline
can be done via OPC UA.

Process measurements established during the duration of the COGNITWIN project (HF laser data) were
originally only available for offline modelling adjustments. As of the end of the projecaseiFdata
Ad [ @FLAtLroftS 2ytAYyS @Al | @RNRQaA 26y ht/ !
adaptation. The Trusted Data Layer (TDL) is tmy needed for offline reference data.

a4 SND
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Preparation Machine Learning Visualization/Access

Figure40: 1oT architecture for thélydropilot showing interconnectivity of data and toolbox
components.

Data sharing and direct access

Sharing of online industrial data from Hydro is very challenging due to experiences in the past where
the data systems have been attacked from the outside with the intent of bringing down the production.
In addition, there is strong scepticism againstitejtoutsiders (research partners) have general access
to data.

The method used in this pilot is that some research partners are supplied withetfata for analyses
purposes, while a few persons from the partners get access to online data. The partner working with
the control application must be able to access tidine data.

In addition, the data collection infrastructure has, as for any large company, grown dynamically over
years, and it is not simple to get access to the needed data, even seen from the inside. Improving on
this is outside the scope for the current projethe chosen strategy is to provide the access mediated
through the Trusted Data Layer.

These challenges limit the possibilities for externals (research partners, academia) to investigate the
impact of "nearby data". "Nearby data" is here data that is thought not to be of importance, but which
still could have some relevance.

7.3 SIDENOR Pilot
In this section we explain the main achievements from WP4 perspective in the context of Sidenor pilot.
The figure below shows highvel overview of required components and their interaction.
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Figure4l: CognitwinPipelinein Sidenor use case

Sidenor plant
Sidenor plant

The main components are:

)l

= =4 —a

Digital Twin DT) representation of Sidenassets based on Asset Administration Sheig
standard(FA3ST)

Sensors

Data Acquisition ApAA for reading sensor values and providing them to DT
StreamPipes3P pipeline services for data processing

SINDITor heterogenous data integration and goition support.

The following components have been developed and integrated into StreamPipes:

Sidenor Measurements Buffer (Pipeline #1If buffers property values for current cycle of
heats that are used by other elements

FactoredContributions (Pipeline #19 It calculates contributions of each parameter to the
wear of ladle wallg preprocessing step

Keras Neural Network (Pipeline #1Ilt uses Neural Network model to infer state of the ladle
MEWMA (Pipeline #2) It performs MEWMA on input data and outputs detected anomalies
along with the information which parameter caused it.

CEP (Pipeline #2)It uses Siddhi engine to perform Complex Event Processing on its input,
thus providing application of complex logic in pipeline

Thefollowing pipelines have been implemented:

Pipeline for acyclic data (Pipeline #1, figure beloeW}es acyclic data to calculate state of the
ladle using Neural Network. In addition, it triggers notification when value of particular
property goes above certain threshold, displays time between eomsve heats and
information about each heat.
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Figure42: Pipeline for acyclic data

- Pipeline for cyclic data (Pipeline #2, figure belowPerforms MEWMA Multivariate
Exponentially Weighted Movihganalysis on cyclic data and employs GE®mplex Event
Processingwith Siddhi to detect trends in data.
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Figure43: Pipeline for cyclic data

The state of the asset/DT is monitored with sensors located at Sidenor. This state is represented by
cyclic datat{me-series datqand acyclic datasingle valuesfor the ongoing ladle usagbdat procesg

Sensor readings are collected with Data Acquisition App which then updates the state of the DT using
exposed DT APDT property update

This data can be polled by an operator that wants to see process information or used by SP pipeline
services DT servicds These services represent processing components that use available
data/information to calculate/infer new information regarding ladle usage. Operator can access this

new information, as welt basic process informatiorsénsor data along with the new/inferred one
NBLINBASYlG 2@0SNXff adlrasS 2F KS 5¢d ¢KSaS 5¢ LINE
process, such as2 Kl K3 af I Rf S kO{N&A20dt R 00 KIS KEgJaR 2% oS yREB IKISA N
Ol y G(KS fete.Rahd$rovide gefiekakinformation about ongoing heat progeskthrough DT

API.

7.4 ELKEM Pilot
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The pilot pipeline for online use in the Elkem pilot case is showimgure44. Data from the process
0t[/k &aSyaz2NEUO FINB YIRS [ @rAftrotS a aGr3a 2y
measurements are stored in an Oracle database also maintained by Elkem. AntailerCybernetica

OPC UA server has been developed to distribute these measurements via OPC UA.

Thus, all data from the process is available for the digital twins on OPC UA. Two digital twin models
have been developed: one physigased twin of the ladle implemented using Cybernetica CENIT and

a data driven (Al) slag model developed by SINTEF. fixetathe twins are stored on a local
PostgreSQL database that can hold both historical and current values. This data can be visualized for
the operators using a Cybernetica Viewer application.

The components of the digital twin communicate via the Cybernetica OPC UA Server. Integration with
StreamPipes was considered, but was deemed unnecessary for this pilot as the Cybernetica OPC UA
Server already facilitated all the necessary signals.
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Figure44: Planned Digital Twin pilot for the Elkem pilot

The evaluation of new sensors for the ELKEM pilot has been described in more detail in clgapter 4
related to WP4 Task 4.2 on sensors and sensor data.

The three thermal imaging cameras planned for the project, one at the refining step, one at the tap
hole, and one for the casting step have all been installed at the plant.

To enable the redime potential of either model, reliable temperature measurements are needed.
Due to the challenging operational environment (dust, smoke, flames, high temperature) in addition
to the network requirement of the high data transfer, thdiadility of the images from the cameras

have not been good enough for online use by the models. These challenges have also hindered the
development of the machine vision algorithms as the image quality had to be scaled down due to
network capacity limits.
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The molten subject in the thermal images comprises a mixture of metal, slag, and various bits of solid.
Different components have different thermal emissivity, leading to uncertain calibration factors,
providing a challenge from a methodological standpoint

For the camera at the refining station, a set of machine vision algorithms have been developed to
measure the metal temperature, slag coverage and slag amount on the ladle surface. The algorithms
have been realized online in Cybernetica InSight, but habe®n tested over longer periods of time

due limitations in the plant network capacity.

For the camera at the tapping station, the algorithms have been developed offline to detect positions
of moving equipment, tapped slag and temperature of the tapped metal.

The structure of the online machine vision system is shoviigare45.

/¥ CYBERNETICA Client

/] B0OSNY 6 PBKIA OS

NJ
'

Figure45: Image analytics pipeline for the Elkem pilot

7.5 SUMITOMOSHI FWPilot

The Engineering pilot (Sumitomo SHI,FS%VY considers monitoringaind control of heat exchange
surfaces in biomass combustiorhe evolution of fouling on heat exchange surfaces cannot be directly
measured, butnformationcan be obtained via acoustic sensiegd Sectiod on Sensors, Sumitomo
plant). An alternative ito use standard process measurements on flows, temperatures and pressures
over theheat exchangers, and estimate the heat transfer from flue gases to the sstdam sidgsee
D53). In the cases where plardtombustsmultiple fuel fractions, odine characterization of the
incoming fuel feectharacteristicxan provide important information for fouling monitoring. For this
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purpose, a state estimation tool has been constructed to estimate the uncertain input fuel fragments
in the fuel éeeD5.2).

Figure46 showsthe SFWpipeline architecturewith the Digital Service Platfornepnnected to the DCS
via an OPC/DA connection, and an edge device that is conneci#dital Service Platforrms an OPC
client.

For the Sumitom&HI FWpilot, an examplesetup of data communication was demonstrated via an
OPGUA tool, consisting of free server software (Prosys Simulation Server) and existing properties of
Matlab (Mathworks) and StreamPipes (Apache). The-ORGetup is described in the Appendix
Component Bscription. The links between Matla®®PCUA- StreamPipes have been implemented,
tested and demonstrated with the FUSE state estimation tool.

Model-based monitoring and control requires-tp-date models. In order to ensure good data quality,
an outlier detection tool was implementedn Matlab,to support the datadriven part ofprocess
modeling.

Digital Twin Data Digital Twin valdifafm:lve Visﬂﬁzzz;‘:bl:nd
AcquisitionfCollection Representation 18 ‘

Generation Control

‘l MATLAB
SIMULINK

@ Sumitomo

SHIFW

([J) streamPipes

StreamPip ream

Energy boller pllot provided by
Sumitome SHI FW
Energy bailer pilot provided by
Sumitomo SHI FW

Deployment: Edge On-Pramise Claud Maobile, Browsers

— . ’ - Data Storage/ ; Analytics/alf Action/Interactionf
Data A t Collect - . ‘ . A
[ cquisition/Collection { Preparation Machine Learning Visualization/Access

Figure46: Digital Twin pipeline architecture for th&\&pilot

7.6 SAARSTAHL Pilot

This progress is related to the installation of optical tracking sensory hardware onsite at the Saarstahl
production facility, the implementation of integrational components that allow the interoperability of
the optical tracking system described in theet@&ase with Saarstahl production planning systems, and
the photogrammetric capturing of the Saarstahl production plant to form a generative 3D model that
allows the creation of training data for a tracking system.

A technical issue for the U€gase is that from the realizable camera angles, the rolled bars cannot be
separated optically. This means, that rolled bards overlap in the image. A consequence is that the
envisioned software architecture consisting of a reduretwork for the semantic segmentation (i.e.
pixelwise labelling) of rolled bards, followed by a manually programmed component for the linking of
bars to sequences, will not work. The reason is that for overlapping bars, a semantic segmentation will
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lose the information that the two objects are separate bars, an information that cannot be retrieved
later. Rather than using this twcomponent approach, we will need to shift more responsibility to the
machine learning systenWe finally decided to deploy a custom network architecture, that exploits
temporal coherence in the problem. The network received as input the camera imagéteararrent
frame, plus the correct instance segmentation from the previous frame and generates a solution
(instance segm@ation) for the current frame. This problem is dramatically easier to solve compared
to frame-by-frame approachesasconsecutivdramesexhibit a large degree of coherend@bviously,

the approach faces problems when a new billet enters the field of view for the first time, but this case
can easily be handled (algorithmically) as special case.

Unfortunately, the solution is very specific to the L&ase, so little insight for the further development

of Neuroscope was gained from th@n the positive sight, the exploitation of temporal coherence in
the presented form (providing a network with a solution from previous frames) is a relatively fresh
research idea and might trigger research iried#nt areas of application.

Digital Twin Data Digital Twin Hybrid/ Cognitive  Digital Twin
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Deployment: Edge On-Premise Mobile, Browsers
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Figure47: The Digital Twirg Machine Learningipeline for the Saarstahl pilot case
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Figure48: The Digital Twirg Operationalpipeline for the Saarstahl pilot case

7.7 NOKSEL Pilot

The NOKSEL pilot has progressed according to the plan. All of the sensor installations have
beencompleted.Sensor data was coded by means of a new coding systeneach sensor installed,

the frequency of data collection and a corresponding tag is created in P®enables PLC data to

be collected by OPC and later via MQTT is passed to Kafka.
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Figure49: Digital Twin pipeline for thelOKSEhilot case
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sensors have been stored in database. One of the challenges regarding the archite¢ioféwas

related to determination of types and number of topics consumed by Kafka. Configurations were
updated to avoid lag time that occurred duridgtabasewrites.

TIA DATA Industrial Big Data Analysis is used in preparation and analysis of acquired data. Outliers
are identified and eliminated, descriptive statistics are calculated, standardization, normalization, Min
Max scalar and Standard Scalar were appliedéta. PCA is performed. A new tag was introduced for
PLC on/off case.

For nonexperts to be able to create pipelinegiere data is retrieved by Cassandra &ngareOrion
Context BrokerCassandra arfgiwareOrion Context Brokerere addedo the end of the pipelinem
ApacheStreamPipes.

TIA CONTROL system that is composed of both hardware and software element has been designed,
developed and installed at NOKSEL. The purpose of TIA CONTROL is to manipulate the temperature
level in the closed room where air conditioners are controlled toes&ironmental temperature.
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Figure50: Noksel Digital Twin pipeline

Tools that are in the toolbox within the scope of Dt the above Figure 51 arégiA CONTROL, TIA
PLCTIA SENSQRA STORAGE ariéd STREAM.

The technologies used in the tools are detailed as folldwg: bridge that transfers data from MQTT

to Kafka was rewritten in Java in order to improve the performance. As part of the comunication in
the data acquisition/collection of the digital twin pipeline, two new bridges, Kafka to Cassandra and
Kafka to PogireSQL were written in Python. Two new adapters were added for the TStreampipes
Adapters components: Cassandra and Fiware.

MQTTFKafka bridge was developed to pass data based on rules defined in the config.yaml file. For
example, if a rule in the configuration file states that for a defined sensor only certain values will be
transferred, the bridge allows only these values ® transferred for the data coming from the
identified sensors. Tests of the rule based data transfer bridge are in progress.

Eleven topics of the Apache Kafka broker have been listened and merged-ime=al he merged

topic data are processed and turned into pivot. Based on the type of data (sensor, alam or state)
means, max calculations are processed. Backward and forwgadiliag were applied. Based on user
selected scaling preference, either standard scaling ormmax scaling were applied.

Dockerization of the components, including all of the developed bridges, was conducted. KepserverEX
was moved to the virtual server.

By means of a script written in Phyton, data from Cassandra was trasferred to PostgreSQL. NOKSEL

A 2 4 A x

a9{ aeadsSy Ara O2yySOGSR G2 G4KS GéAy RIFGE &aL) OS:
written to PostgreSQL

§€ xafka (150N} &> docker

PostgreSQL
( "values™[{"id":"2.2.1004","v":("value":30,"1"{"value": 163100154 7395}}]} /-—-\ ( \

SHans

Figure51: Kafkag Sparkg PostgreSQL connections
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Twoproof of concept studies regarding AAS were performed:

POC1Eclipse Basyx Application: AAS for some assets were generated. Sensor data coming via MQTT
was read and transferred to Eclipse Basyx application. To demonstrate that AAS data in Eclipse Basyx
is accessible, a flow in NodRED was developed and, th&% data was read in NodeRHE2low

diagram presents the flow of related studies:

Figure52: MQTT to AAS to NodeRed

POC2AAS Package Manager Application: AAS in the AASX Package Manager were exported and then
imported to the AASX Server. It was demonstrated that by means of AASX Server, REST/API utilization
to the data was possibl&elow diagram presents the architecture used in the POC:

Figure53: Use of AAS data in pipeline

In order to utilize AAS data of AASX Server in Apache Shmesna data source was dewpéd in
Java. To demmstrate that Apache StreamPipes can get AAS data, a pipeline was created in Apache
StreamPipes and data coming from AASX Server to the generated datasource was displayed on a

Classification Public Pagel090f 173
































































































































































































