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Abstract: Monitoring vulnerabilities has the potential to be an essential part of power system asset 
management both for network companies and regulatory authorities. Vulnerability can be defined as an 
internal attribute of the electric power system regarding susceptibility and coping capacity towards a certain 
threat. Previous studies have revealed that there is a need for new knowledge on vulnerabilities in the power 
system including interdependencies with other infrastructures. This paper gives an overview of the state of 
the art in literature regarding indicators to measure the vulnerability of an infrastructure and more 
specifically of the power system related to extraordinary events. The needs for vulnerability indicators are 
identified and discussed, and a common framework and basis of essential terms for vulnerability indicators is 
proposed. Furthermore, a multi-step approach for developing vulnerability indicators is presented. Examples 
are given of possible indicators for the power system. 
 
Keywords: Vulnerability, indicators, extraordinary events, electric power systems. 
 
 
1.  INTRODUCTION 
 
Modern society is increasingly dependent on a secure electricity supply. At the same time, the electric power 
system is expected to undergo major changes in the coming years, raising questions such as: How do 
increased utilization of the network, integration of distributed generation and climate change affect the 
vulnerability of the ageing power system? All these aspects have an influence on the vulnerability of the 
power system related to extraordinary events with low probability and high impact, i.e. potentially leading to 
wide-area interruptions with severe impact on society. Previous studies have revealed that there is a need for 
new knowledge on vulnerabilities in the power system including interdependencies with other infrastructures 
[1, 2]. An on-going Norwegian research project seeks to provide such knowledge by looking into monitoring 
of vulnerabilities in the power system, thus helping to find the appropriate tools for monitoring 
vulnerabilities on a regional and national level. The overall goal is to achieve acceptable levels of 
vulnerability and reliability of electricity supply. Such monitoring of vulnerability can help to provide an 
adequate level of maintenance and investment and enable adequate emergency preparedness. 
 
Due to the degree of complexity of power systems, and thus the challenge of describing vulnerability related 
to such systems, the use of indicators is suggested. Indicators can be defined as “observable measures that 
provide insights into a concept or a system that is difficult to measure directly” [3]. Indicators are useful for 
monitoring vulnerability, since one can create a simplified description of the power system’s vulnerability 
and assess the expected performance and its development by combining different indicators. Such indicators 
are needed to describe the whole vulnerability picture in the context of extraordinary events such as wide-
area interruptions. 
 
Presently there are few indicators and data on an aggregate level to monitor and predict the vulnerabilities in 
power systems [1]. The best available databases for documenting this on an aggregate level are presumably 
fault and interruption statistics. However, these data only contain information about the current components 
and those that have failed. Reduced investments, less maintenance, work force reductions, and other aspects 
may have long-term consequences which are of vital importance for the vulnerability of the power system. 
Since the power system is undergoing changes that have an impact on vulnerability, there is a clear need for 
indicators that can give information about the future development of vulnerability, and the available 
indicators are found inadequate to give this information. 
 
Other sectors, such as oil and gas, railway and nuclear power, also use indicators for measuring aspects 
related to risk and vulnerability (e.g. [4 - 6]). The use of indicators in these sectors is mainly aimed towards 



monitoring health and safety issues, as well as risk for major accidents and thus also measuring the 
vulnerability as an inherent part of this risk. However, these indicators cannot be directly applied to the 
power system, since they are adapted to the specific needs of their sectors. Still, the theoretical framework 
and experiences are a valuable input to the development of vulnerability indicators for the power system.  
 
This paper describes a framework for development of indicators capable of monitoring vulnerability in 
power systems. The concept of vulnerability, its dimensions and relation to risk of extraordinary events is 
discussed in Section 2 with the aim to develop a common basis of the most essential terms for vulnerability 
indicators. Section 3 looks into existing indicators that can be used as an input for the development of 
vulnerability indicators, whereas Section 4 establishes the indicator development process. The theoretical 
framework is summarised in Section 5 and illustrated with examples of vulnerability indicators for power 
systems in Section 6, before the conclusions are presented in Section 7. 
 
2.  THE CONCEPT OF VULNERABILITY 
 
2.1.  Defining vulnerability 
 
A clear definition of vulnerability is essential for developing vulnerability indicators. Even though 
vulnerability is a well-known concept, there is no common definition. For example, Thywissen [7] lists 29 
different definitions for the term vulnerability which can be found in the literature. The many definitions are 
due to the use of the term vulnerability in different disciplines. Often vulnerability refers to vulnerability of 
societies or the population and not to the vulnerability of a system or infrastructure. Even the vulnerability 
definitions for critical infrastructures and in particular the power system are different [8 - 14].  
 
Depending on the various definitions the system is exposed to unwanted events, threats or hazards of which 
the source can be outside or both outside and inside of the system. The consequences are also defined 
differently. A system’s vulnerability is threat specific and closely connected to the system’s ability to 
maintain its function when exposed to threats. Consequences can be restricted to the immediate 
consequences which are the loss of function. Other definitions also include the ability to restore normal 
function or even widen the perspective of vulnerability by including the consequences for the users of the 
infrastructure. In addition, several factors (physical, social, economic, and environmental) that have an 
influence on the vulnerability of a system can be considered.  
 
Although different definitions exist, a core concept of vulnerability can be found; vulnerability describes 
how a system faces problems to carry out its intended function when exposed to materialised 
threats/hazards/events. The following definition of vulnerability is used as the basis in this paper for the 
development of vulnerability indicators for power systems: 
 
Vulnerability is an expression for the problems a system faces to maintain its function if a threat leads to an 
unwanted event and the problems the system faces to resume its activities after the event occurred. A system 
is vulnerable if it fails to carry out its intended function, the capacity is significantly reduced, or the system 
has problems recovering to normal function. Vulnerability is an internal characteristic of the system. 
 
2.2.  Dimensions of vulnerability 
 
The vulnerability of critical infrastructures can be divided into several dimensions to form a general 
framework for analysing vulnerability [15, 16]:  

• Threat / hazard and unwanted event 
• Exposure 
• Susceptibility  
• Coping capacity 
• Criticality. 

 
Based on these dimensions and the chosen definition of vulnerability, a general vulnerability framework can 
be outlined as shown in Figure 1. While vulnerability is regarded as an internal characteristic of the system 
itself, threats and criticality are external dimensions. 
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Figure 1. General vulnerability framework 

 
Threats and hazards are defined in different ways in the literature [9, 11, 12, 17, 18]. The term threat often 
includes hazards or can be used interchangeably with hazards. Based on [11], the term threat can be defined 
as follows providing an all-hazard approach: Threat can be defined as any indication, circumstance, or event 
with the potential to disrupt or destroy a system, or any element thereof. This definition includes all possible 
sources of threats, i.e. natural hazards, technical/operational, human errors, as well as intended acts such as 
terror and sabotage. Threats are evolving outside of the system.  
 
Threats can be categorized into nature/weather related threats, human threats and operational 
conditions/threats. A threat may lead to an unwanted event, understood as a disruption of the system such as 
power system failures, leading to interruptions of electricity supply. Examples of threats in different 
categories are for example given in [17, 19 - [21].  
 
In the general framework in Fig. 1 the vulnerability of the system is divided into susceptibility and coping 
capacity. The susceptibility of the infrastructure describes if a threat leads to a disruption in the system and is 
depending on for instance the technical components, the working force and the organization. On the system 
level other factors like institutional and social factors also have influence on the susceptibility. Based on 
various literature sources (e.g. [13, 15, 16, 22]) the following definitions of susceptibility and coping 
capacity are extracted: A system is susceptible towards a threat if the threat leads to an unwanted event in the 
system. The coping capacity describes the ability of the operator and the system itself to cope with an 
unwanted event, limit negative effects, and restore the function of the system to normal state.  
 
Several aspects are influencing the susceptibility and coping capacity (e.g. [15, 16, 23, 24]). Table 1 
summarises technical, human related (working force), and organizational aspects.  
 

Table 1. Examples of internal system aspects with influence on the susceptibility and coping capacity 

 
The criticality of an infrastructure can best be measured by the dependency of the society on that 
infrastructure [15, 19]. The term criticality is here used for the consequences for the users of the 
infrastructure. Criticality refers to the extent of the consequences for the users of the infrastructure when a 
system does not carry out its intended function. The severity of the consequences can be measured by several 
factors such as affected population/area, duration of the interruption, economic consequences, societal 
consequences, and consequences for health and life (see e.g. [11, 19, 24, 25]).  
 

                                                 
1 N-1 criterion expresses the ability of the system to withstand loss of a single principal component without causing 
interruptions of electricity supply. 

Aspects Susceptibility Coping capacity 
Technical  Technical condition components 

Operational stress 
Redundancies, (N-1)-criterion1 

Equipment for repair 
Spare parts 
Redundancies, (N-1)-criterion 

Human related  
(working force) 

Availability of personnel 
Operative competence  
Human errors 

Availability of personnel 
Competence in system restoration 

Organizational  Availability of information  
Coordination between operators 
Structure of the sector 

Availability of communication 
Coordination of restoration 
Contingency plans 



2.3.  Risk and vulnerability 
 
The goal of the work presented in this paper is to develop indicators for monitoring vulnerability related to 
extraordinary events in power systems. Extraordinary events can be defined as events with low probability 
and high impact. For this purpose we need to identify unwanted events, their likelihood and potential impact, 
which is mainly described by the risk of such events. Risk and vulnerability are closely connected and there 
is consent that vulnerability is a component of risk even though risk can be defined in many ways (see e.g. 
[11, 12, 15, 17, 18, 26 - 29]). A common definition of risk is based on the ISO Guide 73:2009. According to 
this standard, risk is a combination of the consequence of an event, and its associated likelihood. As 
vulnerability describes the susceptibility towards threats and the coping capacity related to unwanted events, 
vulnerabilities may affect both the probability and the consequence and is as such a component of risk.  
 
3.  INDICATORS IN USE TODAY 
 
Indicators are already widely used in power system asset management, for different purposes and with 
different degree of detail, quality and awareness. Examples are indicators based on fault and interruption 
statistics as used in Norway, distinguishing between fault frequency, energy not supplied and costs of energy 
not supplied [30]. The different dimensions covered by these indicators are illustrated in Figure 2. Fault 
frequency describes the result of exposure to threats and the susceptibility towards these threats. Energy not 
supplied (ENS) adds information about the coping capacity, i.e. it includes the duration of the interruption 
and therefore also the time to restore the grid functionality. Cost of energy not supplied (CENS) additionally 
covers the criticality of the interruptions by the number and types of customers who were affected and their 
consequences. These three indicators are aggregated in the sense that they cover more than one dimension of 
the vulnerability framework and are as such inadequate for the purpose of monitoring the various dimensions 
of vulnerability. 
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Figure 2. Vulnerability dimensions covered by fault frequency, energy not supplied and cost of energy not 

supplied 
 

Other examples are the indicators defined by the Swedish Energy Agency to monitor reliability of supply in 
Sweden [31], where the scope of these indicators is to cover energy and capacity shortage. However, most of 
these indicators do not focus on the vulnerability of the power system, but rather on reliability of supply 
aspects. These indicators can therefore only be used in addition to other indicators with a focus on 
vulnerability, as the vulnerability indicators should be capable of monitoring changes in the different 
dimensions of the vulnerability (as given in Figure 1). These findings state that new vulnerability indicators 
have to be developed.  
 
4.  INDICATOR DEVELOPMENT 
 
4.1.  Types of indicators 
 
There exist a wide range of categorizations of indicators (see e.g. [3, 32, 33]). Safety indicators are the main 
focus in the literature, but it is assumed that the categories used for safety indicators are applicable also for 
vulnerability indicators. The categories regarded appropriate to give a complete picture of vulnerability are 
leading and lagging, as well as activity and outcome indicators. The distinction between leading and lagging 
indicators depends on which system and type of events that are studied and the methods and perspectives 
(organizational, technical etc.) used. In general, leading indicators provide information about the foreseen 
development and can, if properly designed, be useful as predictors, while lagging indicators provide 



information about performance in the past. Regarding power system vulnerability, fault frequency, ENS and 
CENS based on fault statistics are typical examples of lagging indicators, while a leading indicator could for 
instance be based on a model predicting the technical condition of the components. Outcome and activity 
based indicators are closely connected to specific actions. Activity indicators can be understood as means for 
measuring actions or conditions that should maintain or lead to improvements in vulnerability, whereas 
outcome indicators are designed to measure whether such actions are, in fact, leading to the expected 
improvements [3]. Therefore outcome indicators can tell you whether or not you have achieved a desired 
result. Activity indicators are usually easy to measure since they are connected to activities, while the 
outcome indicators have to be observed over a longer period of time. In addition, outcome indicators are 
often a result of many factors making it challenging to extract the effect of a given activity. The indicator 
categories can be summarized as: 

• Lagging indicator: Information about the current vulnerability and how it has been in the past. 
• Leading indicator: Information about how the vulnerability of the system will develop in the future. 
• Activity indicator: Information about the level of targeted activities to reduce vulnerability. 
• Outcome indicator: Information about if the targeted activity has led to a reduction in vulnerability. 

 
4.2.  Development process 
 
Various approaches for the development of indicators are applied in different sectors (e.g. [5, 6, 34 - 36]). 
Based on these approaches, the process for developing vulnerability indicators can be summarised by several 
steps, as presented in Figure 3.  
 

Define system and need/purpose for indicators 

Develop a theoretical framework 

Design and select indicators 
(according to checklists and criteria)

Decide to aggregate to composite indicator(s) or a set of 
indicators 

Collect input data and calculate indicators

Visualise results

Document the calculation method of the chosen indicators

Testing in practice
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Figure 3. Process for developing vulnerability indicators 
 
The first step of indicator development is to define the scope of the indicators. A common understanding can 
be reached by defining the system of interest and identifying the purpose of and the need for indicators. In 
the second step, a theoretical framework has to be developed where all the aspects with influence on 
vulnerability should be defined together with a nested structure of sub-aspects of vulnerability. Based on this 



structure it should be clarified what types of indicators are needed to describe the different aspects of 
vulnerability.  
 
The third step is to design suitable indicators to cover the relevant aspects of vulnerability for the given 
purpose. This step also includes the definition of scales and the provision of appropriate calculation methods 
to report the chosen indicators in a consistent manner. It can be suitable to describe each indicator according 
to a standardized template. If the number of indicators is large or if the goal is to summarise the multi-
dimensional aspects of vulnerability, it can be necessary to aggregate indicators into a composite indicator or 
a set of indicators. The use of composite indicators is always a trade-off between giving a simplified, but 
easier to understand picture of the vulnerability situation, and a detailed picture which may be necessary to 
really understand the underlying causes for changes in vulnerability.  
 
After the selection of indicators these have to be tested in practical cases to get feedback from the 
prospective users of the indicators. As a consequence, data have to be gathered to establish the indicators, 
e.g. through available data and statistical sources. If the data needed are not available, actions need to be 
defined to get hold of it, for example through surveys. A visualisation of the results helps the user to capture 
trends and other relations more easily. The design, calculation methods, scales, aggregating rules, and the 
visualisation of the indicators should further be adapted according to the experience from the practical 
testing. This loop of improving and testing the indicators should be performed until a final version of 
indicators is reached.  
 
4.3.  Indicator quality 
 
The quality of the indicators should be evaluated during the development process. The evaluation can partly 
be based on the feedback from the testing phase, but should also be based on a given set of criteria and a 
checklist. The quality evaluation serves two purposes. First, checklists support the search for good indicators 
and help to check if an indicator is adequate for the aspect the indicator shall represent. Secondly, it helps to 
improve the quality of the indicator by using the checklist as an active support tool in the review of the 
indicator. Different criteria exist for the evaluation of an indicator and several checklists can be found in the 
literature (e.g. [24, 37, 38]). Based on these sources, the following checklist is developed: 

• Is the indicator relevant for the purpose of monitoring vulnerability? 
• Does the indicator monitor a relevant aspect? 
• Is the indicator as simple as possible while still serving the purpose? 
• Are underlying assumptions and limitations identified? 
• Is the indicator ‘measurable’ / quantifiable? 
• Is it possible to obtain the required data for calculating the indicator? 
• Does the indicator have the required accuracy? 
• Is the indicator related to a quantified target value or is at least the direction of positive trend 

defined? 
• Is the indicator clearly defined and is it clearly stated how it is calculated? 
• Is the indicator suitable for communicating vulnerability? 
• Is it trusted and accepted by involved stakeholders? 

 
5.  FRAMEWORK FOR POWER SYSTEM VULNERABILITY INDICATORS 
 
A framework for the vulnerability indicators in power systems is developed based on the presented state of 
the art [39]. The indicators should address all dimensions (threats, susceptibility, coping capacity, and 
criticality) regarding the vulnerability of the power system and subsequent aspects to give a complete picture 
of the vulnerability. A distinction between the indicator types leading/lagging and activity/outcome 
indicators is regarded as suitable for monitoring vulnerability. The operators of the power system have 
limited influence on the threats and the criticality of the consequences for society, as these are external 
dimensions. Consequently, they can only influence on the susceptibility and coping capacity. Therefore, 
activities will usually be related to the vulnerable system and not the external environment. Thus, activity 
and outcome indicators are only meaningful for monitoring susceptibility and coping capacity. Figure 4 
illustrates the general framework for vulnerability indicators and related indicators for threats and criticality 
based on the state of the art [39]. This framework comprising all the different dimensions and the types of 



indicators helps to keep an overview if all important aspects of vulnerability are covered with adequate 
indicators and helps to structure the process of finding and developing indicators.  
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Figure 4. Theoretical framework for vulnerability indicators for the power system [39] 
 
 

6.  INDICATOR EXAMPLES 
 
Construction of vulnerability indicators must be preceded by a risk and vulnerability analysis, identifying 
critical outages, assets, locations, and operating states in the power system. Tools for such analyses can be 
preliminary hazard analysis, contingency analysis and brainstorming or expert judgement, see e.g. [40]. As a 
part of these analyses each stakeholder should define the term "critical". In this way the vulnerabilities are 
identified, making it possible to identify vulnerability indicators within the relevant dimensions. Examples of 
possible vulnerability indicators for a network company are presented in Table 2 for three different threats 
(storm, digging and overload of system and components) within the major categories natural hazard, human 
threat and operational conditions. 
 
The following can be observed based on the work with indicator examples as shown in Table 2: 

• In principle there are one set of indicators for each identified threat. 
• Indicators for susceptibility depend to a high degree on the specific threat. 
• Indicators for coping capacity and criticality are to a large extent independent of the specific threat, 

except when it comes to competence (and spare parts etc.) on specific components needing e.g. 
repair. 

• Coping capacity might be hampered by certain threats, like for instance weather conditions, traffic 
problems or unavailability of communication systems.  

 
As the coping capacity will be appropriate for several threats and unwanted events, it also seems likely that 
an indicator for coping capacity will provide relevant information on vulnerability against threats that are not 
earlier identified. In general, indicators for coping capacity and criticality tend to cover more aspects in terms 
of different types of unwanted events, and thus might be more all-embracing compared to indicators for 
threats and susceptibility. The indicators in Table 2 are presented in rather general terms. For a given 
network company more specific indicators are needed associated with the types of threats the network is 
exposed to and the related vulnerabilities. 



 
Table 2.  Examples of different threats and possible corresponding indicators for monitoring vulnerability 

 Indicator for threats Indicator for susceptibility 
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Wind prognosis 
 
Historical wind data 

Localisation (exposure to wind) of critical power 
lines  
Technical condition of critical power lines 
Competence on condition evaluation of power 
lines 
Competence on system analyses and 
vulnerability evaluations 

H
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Construction work near critical 
locations in the power system 
 
Historical data on cable joint failures 

Number and localisation of junctions where 
infrastructures meet 
Technical condition of power cables including 
joints 
Competence on condition evaluation of power 
cables including joints 
Competence on system analyses and cross sector 
vulnerability evaluations 
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tio

na
l 

co
nd

iti
on

s:
 

O
ve

rlo
ad

 

 
Overload 
 
Stepwise increase in loading degree 

Loading degree for critical systems and 
components 
Technical condition of critical systems and 
components 
Competence on condition evaluation of critical 
components 
Competence on system analyses and 
vulnerability evaluations 

 

 Indicator for coping capacity Indicator for criticality 

A
ll 

th
re

at
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System control centre competence 
(including cooperation and 
coordination between infrastructures) 
Competence on repair (of power 
lines, cables, other critical 
components) 
Available transport for repair (of 
power lines, cables, other critical 
components) 
 

Localisation of critical loads including 
dependent infrastructures 
Interruption costs including dependent 
infrastructures 
Categories of end users affected 
Temperature 
 

 
  
7. CONCLUSION 
 
The paper gives an overview of the state of the art in literature regarding indicators to measure the 
vulnerability of an infrastructure and more specifically of the power system. The needs for vulnerability 
indicators are identified and discussed, and a common basis of essential terms for vulnerability indicators is 
established. Furthermore, a framework for vulnerability indicators is proposed and a multi-step approach for 
developing indicators is presented. Examples of possible indicators for power systems are given.  
 
The main contribution of this paper is the establishment of a foundation for development of vulnerability 
indicators. Important aspects for understanding the vulnerability are outlined and discussed including threats, 
aspects which influence the susceptibility and coping capacity of the infrastructure, and also criteria for 
measuring the consequences to society. Based on this framework, it must be decided for which aspects 
vulnerability indicators should be developed. First of all, only vulnerabilities which have the potential to lead 
to major impact on society should be included, meaning a blackout or wide-area interruption. Even though 
blackouts have a low probability of occurrence, they do happen. Blackouts are often caused by a 
combination of different circumstances or events, such as coinciding failures in the main grid, failures in 



combination with malfunction of protection or planned outages, inadequate system operator response, or 
adverse weather causing wide-area damage on power lines. Secondly, it is important to give attention to 
vulnerabilities related to increasing climatic stress, ageing infrastructures and a strained power balance which 
leads to a higher utilization of the grid. 
 
Further work will be to create indicators for selected vulnerabilities, to be used in vulnerability management 
and for power system planning and operation purposes.. Furthermore, the indicators have to be tested with 
the two main user groups; the grid operators and the authorities/regulators. Network companies can use the 
indicators in their daily operations and for power system planning, whereas authorities/regulators need 
indicators for their overall supervision of grid operators and for the development of regulatory aspects. 
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