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Abstract—This  paper describes a framework and
methodology for risk and vulnerability analysis including
extraordinary events in power systems. The framework is based
on a bow-tie structure and identifies threats, unwanted events,
barriers and consequences. Application of the methodology is
shown for a real case analyzing extraordinary events in a
transmission system. In this case the consequence is
unacceptable, but the risk is moderate due to the low probability
for the event to occur. The case study and experience so far
indicates that one of the most challenging parts of a risk and
vulnerability analysis is how to identify the vulnerable
operational states and extraordinary events.

Index Terms—Power systems, risk and vulnerability,
extraordinary events, barriers, causes, consequences.

1. INTRODUCTION AND BACKGROUND

LTHOUGH the power system at transmission level

usually is dimensioned and operated according to the N-1
criterion, history shows that blackouts still occur in different
parts of the world [1]. Such wide-area interruptions in the
electricity supply have severe impacts on society’s critical
functions, and there is a need for tools and methods to
structure and analyze events, causes and consequences.

The study of power system reliability has long traditions.
Relevant literature is often concerned with either generation
adequacy or system security, e.g. [2, 3]. Classical contingency
analyses are based on expectation values and usually consider
only a few operational states like e.g. heavy and light load.
With such an approach it may be difficult to reveal special
combinations of events leading to large consequences, but
with low probability (extraordinary events, or high impact low
probability events). More recently several papers are
addressing power system vulnerability [4, 5]. In [6] a
methodology is presented where the three different types of
incidents; energy shortage, capacity shortage, and power
system failures, are presented in one unified framework.

The methodology presented in this paper is based on the
approaches from [6] and [7] describing a framework for power
system risk and vulnerability analysis. This framework is
under development in an ongoing research project and is
demonstrated on a real case in the paper.
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II. METHODOLOGY FOR RISK AND VULNERABILITY ANALYSIS

A. Framework for extraordinary events

The framework uses the bow tie-model as a starting point
to describe the relations between main causes and
consequences of an unwanted event [8]. An example is given
in Figure 1 below. The main unwanted events to be considered
here are power system failures and the consequences in terms
of wide-area interruptions or blackouts. This is shown in the
figure together with major categories of threats including
natural hazard (e.g. a major storm), technical/operational
causes, human errors and antagonistic causes such as terror or
sabotage.
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Fig. 1. Threats, unwanted (extraordinary) event, consequences and barriers

The threats might lead to power system failures through a
chain of events and a set of causes, while the failure(s) might
lead to minor or severe consequences through a set of
circumstances.

As indicated in the figure, a number of barriers exist to
avoid threats to develop into unwanted events and to prevent
or reduce the consequences. A system is more vulnerable
towards the relevant threats if the barriers are weak or
malfunctioning.

In risk and vulnerability analysis of electric power systems
a major challenge is to identify chains of events that could
lead to wide-area interruptions. It is necessary to have
knowledge about the underlying causes, and to determine and
evaluate the consequences of these events.

Consequences of power system failures can for instance be
classified according to the amount of disconnected load and
stipulated average (weighted) duration. Fig. 2 gives an
example of a consequence diagram using the two dimensions
disconnected load and average duration for some blackouts in
the past [6, 7].
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Fig. 2. Consequence diagram [6, 7]

Risk is defined as a combination of the probability of an
event to occur, and its consequence. For some unwanted
events it might be feasible to estimate the probability of
occurrence, and further the risk. Fig. 3 gives an example of a
risk diagram where risk is plotted for the unwanted events in
Fig. 2 where probability information is available. The figure
shows that even though two of the events give critical
consequences the risk is moderate due to the infrequent
occurrence (low probability). Working with high impact, low
probability (HILP) events risk diagrams are not always
appropriate as the consequence might still be unacceptable
even if the risk is medium/low. Supplementing evaluations
may therefore be necessary.
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B. Methods

The bow-tie model is a concept for helping to structure and
visualize the causes and consequences of unwanted
(extraordinary) events as a basis for the risk and vulnerability
analysis. For this analysis various methods are needed,
covering the different aspects:

e Identification of threats and unwanted events

e Description of causes and probabilities
analysis)

¢ (Classification of consequences (consequence analysis)

(causal

e Risk and vulnerability evaluation.

Previous studies indicate that there is no single
methodology covering all these aspects, suitable for power
system risk and vulnerability analysis of extraordinary events
[9]. There is a need to combine different quantitative and
qualitative methods. Examples of methods, supporting the
different aspects, are shown in Fig. 4. The listed methods are
regarded as the most relevant based on literature studies as
well as experience from former and present work [3, 6, 8-10].

Methods

Check lists and expert interviews
Bow-tie model

Probabilistic safety analysis
Contingency analysis

Graph/ network theory

Step

Identification of threats and
unwanted events

Fault analysis
FMEA/ FMECA
Fault tree analysis
Expertjudgement

Causal analysis

Event tree analysis

Power flow/ dynamic contingency analysis
Monte Carlo simulation

Graph/ network theory

Expert judgement

Discrete event simulation

Consequence analysis

Cost benefit
Risk matrix/ diagram
Multi criteria decision analysis

Risk and vulnerability
evaluation

Fig. 4. Risk and vulnerability analysis — possible methods

Identification of threats and unwanted events includes
identification of unwanted events and their corresponding
hazards, threats and barriers. Experience so far indicates that
this is one of the most challenging parts of risk and
vulnerability analysis regarding identification of extraordinary
(HILP) events. Several methods addressing the task are found
in literature, some of them generic like graph/ network theory
and some of them power system specific like probabilistic
safety analysis adapted for power systems and contingency
analysis. Our framework and the presented case study is (so
far) based on experience, expert judgment and other “common
sense” methods such as checklists, workshops, inspections,
interviews, damage statistics and brainstorming for
identification of threats and unwanted (extraordinary) events.

The purpose of the causal analysis is to find the causes
leading to the identified unwanted events. For power system
causal analysis relevant methods are fault tree analyses,
reliability block diagrams and Markov analyses. “Common
sense” methods are also used for causal analysis, especially
expert judgment which is applied in our framework.

The purpose of the comsequence analysis is to structure
what happens (what is the performance of the critical
infrastructure?) after an unwanted event has occurred. The
consequence analysis might be carried out by generic methods
such as event trees or discrete event simulation, or by specific
methods for power system analysis. In the presented case
study a combination of generic and power system specific
methods is utilized, combining event trees and expert
judgment with power flow and dynamic analyses. This makes



sense since the process of operating the power system is an
interaction between humans, the system and environment.
Therefore no generic or specific method can provide answers
alone.

Risk and vulnerability evaluation is the process in which
judgments are made on the tolerability of risk and
vulnerability. For power system risk and vulnerability
evaluation generic methods like cost benefit and risk matrixes
or diagrams (ref Fig. 3) can be used. Risk diagrams are applied
in the framework and case study presented in this paper. As
described in Section II vulnerability is closely related to the
barriers. In this analysis step it is important to evaluate the
existing barriers if these are sufficient and adequate and if new
barriers are needed.

III. CASE STUDY

In this case study the risk and vulnerability of extraordinary
events in a 420 kV transmission system is analyzed. The
studied area is connected to neighboring areas via one AC
connection and two DC connections, see Fig. 5.

Power system failures are considered, while energy and
capacity balance are indirectly represented as a part of the
power system operation, i.e. the operational state. The
analyses are carried out by combining qualitative and
quantitative techniques through the different steps described in
Fig. 4.

DC

AC DC
420 kv
network

Fig. 5. Studied network — connection to other areas

The case study is carried out in close cooperation with the
transmission system operator (TSO), and the analysis is
described in the following sections.

1. Identification of threats and unwanted events

In this case study unwanted events, and corresponding
threats that might lead to the unwanted events in certain
operational states, are identified through a process including
brainstorming and interviews with personnel at the TSOs
control centre and planning department as well as power flow
simulations. For the studied area three different unwanted
events considered to be extraordinary were identified. The
process of identifying the unwanted events has been both
challenging and educational for the TSOs personnel. It has
been difficult to find potentially severe events in the system,
since both long-term and operational planning follow the (n-1)
criterion and make sure that all likely events can be handled
securely. In the following, one of the extraordinary events is
described more in detail, illustrating the methodology.

According to expert judgment it is likely that the system

will not withstand loss of the AC connection when import on
the AC lines is higher than 900 MW. The unwanted event is
therefore defined as “loss of both AC lines if import on AC
lines is > 900 MW?”. See the corresponding bow-tie model in
Fig. 6 using fault tree and event tree for the causal and
consequence analyses respectively.

Probability of operational state:
Import on AC lines > 900 MW

Fault tree Event tree

Unwanted event:
Trip of AC lines

Fig. 6. Bow-tie model for the selected unwanted event in the transmission
system

The following threats or causes, leading to loss of both AC

lines, are identified by expert judgment:

e Unwanted unselective breaker tripping

e Thunderstorm

e Sabotage

e Transportation accident

e Earth line breakage

¢ Galloping lines

e Station fault

e Power outage at feeding end.

These are not by themselves extraordinary events, but
combined with a critical operational state (> 900 MW import
on AC lines) and the fact that both lines are lost; the result
might become an extraordinary event.

2. Causal analysis

The fault tree of “loss of both AC lines” is shown in Fig. 7.
The basic events are based on the identified threats or causes
and grouped as shown in the figure. All input data are based
on combining fault statistics with expert judgment. Barriers on
the “cause side” are not explicitly analyzed, but taken into
account in the expert judgment. The resulting frequency of
loss of both AC lines is calculated to 0.13 per year. The
probability of the critical operating state is found from
historical data and is 1.4%. Combining this information results
in a frequency of “loss of both AC lines if import on AC lines
is > 900 MW" of 0.00182 per year or a return period of 550
years.



Fig. 7. Fault tree for the selected unwanted event in the transmission system
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3. Consequence analysis

The consequence analysis for the unwanted event “loss of
both AC lines if import on AC lines is > 900 MW” is carried
out by using expert judgment in combination with power flow
and dynamic analyses. If there were no barriers, the loss of
900 MW could not be handled by the system and a blackout
would be inevitable. The resulting event tree is shown in Fig.
8 with the following barriers:

e HVDC emergency power
¢ Load shedding
e Controlled islanding.

Both HVDC emergency power and load shedding aim at
reducing the unbalance between generation and load to avoid
the frequency becoming too low, while controlled islanding is
needed due to the loss of all AC connections.

The different consequences for this event are shown to the
right in terms of load shedding and duration (from 15% when
all barriers are successful to blackout (100%) when all barriers
fail).
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emergencyN
power Controlled Y
Load Y[ | islanding N|___
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Fig. 8. Event tree for the selected unwanted event in the transmission system

The results from the consequence analysis are shown in the
consequence diagram in Fig. 9 and risk diagram in Fig. 10 for
all three unwanted events. “Event 3” corresponds to the one
described above.

4. Risk and vulnerability evaluation

Two of the identified unwanted events have consequences
considered by the TSO as “catastrophic”, while the third is
“moderate”. Due to very low expected frequency the risk is
categorized as medium or low for all three events. In the risk
diagram the consequences in Fig. 8 are represented by a
“blackout equivalent”, calculated as the equivalent number of
hours with interruption of 100% of the load.
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Fig. 10. Risk diagram of identified unwanted events

This case study clearly illustrates the “high societal impact
and low probability to occur” nature of extraordinary events.
Nevertheless, if the consequences are unacceptable, the
extraordinary event must be taken into consideration, even if
the risk is small.

5. Evaluation

The case study has shown that the presented framework is
suitable for analysing extraordinary events. The process of
identifying the extraordinary events is clearly important, and
has in the case study shown to be challenging and educational
to the TSO's personnel.

The flexibility within the framework in choosing analysis
methods is useful in the highly complex task of thoroughly
analysing the events.

The results from the risk analysis seem reasonable, and
show that although having large consequences, the risk of the
events range from medium to low. The details of the analyses
can be used in reducing the future risk of both the studied and
similar unwanted events.

However, it is hard to judge the overall risk of a power
system using a small set of extraordinary events. The risk in
the results reported here is small compared with an earlier
study of the overall system risk that was based on expert
judgement alone [6]. Possibly, there are two main reasons for



this gap:
¢ In expert judgements of the overall risk, there might be
a tendency of overestimating the risk
e The analysed set of identified extraordinary events is
too small, either because there are many events with
similar risks or some event with much higher risk than
the ones analysed here.

IV. CONCLUSIONS AND FURTHER WORK

The paper describes a framework for power system risk and
vulnerability analysis largely based on expert judgment and
supported by power flow and dynamic analyses, in order to
capture also the less probable event with high impact. The
bow-tie model is used to structure the analysis in terms of
threats, unwanted events, barriers and consequences.

The framework is illustrated with a simplified real case
study. The case study shows an example of a risk and
vulnerability study of an extraordinary event where the
consequence is unacceptable, but the risk is moderate due to
the low probability for the extraordinary event to occur.

The case study and experience so far indicates that the
identification of threats, causes and unwanted (extraordinary)
events is one of the most challenging parts of a risk and
vulnerability analysis. It is difficult to get the “full picture” by
combining single events, and it is hard to think of the
“unthinkable” even for experts.

Further work within the ongoing project will focus on
methodology for dealing with extraordinary events in risk and
vulnerability analyses. There is a need to develop and extend
the traditional reliability analyses to take into account the
effect of wvulnerable operational states combined with
extraordinary events in the grid. Indicators and models must
be identified, events classified, and methods and tools must be
further developed and tested. One of the main challenges is
how to identify the wvulnerable operational states and
extraordinary events. There are several techniques described
in literature that could be further investigated for this purpose,
e.g. use of graph/ network theory or rare-event simulation [e.g.
11, 12].
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