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ESREL 2018

At least s safe as mamed shipping? Autononsons shipping. safety and
“lasan enor”

Background

* MASSs must be at least as safe as manned ships in order- :

https://www.researchgate.net, 42940 At least as safe as manne

success! Today's incidents in shipping d_shippin shipping_safety_and_human_error
Incidents today
averted by crew

Incidents averted by
automation

New incidents caused
by technology

Improvements in automatlc ship.
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Addressing the Accidental Risks of Maritime Transportation: Could
Autenomous Shippmg Technology Improve the Statistics?

The paper .

WHAT IS AN AUTONOMOUS SHIP?
COMPARISON TO MANNED SHIPS
ACCIDENT SCENARIOS

A QUALITATIVE COMPARISON OF
AUTONOMOUS AND MANNED SHIPS

CONCLUSION

TransNav 2019
asa.s.hoem@sintef.no @ SINTEF

Approach

Expert group

Could Autonomous
b Shipping
=5 Technology Improve

The Autonomous the Statistics
Transport Systel

Data from conventional
shipping accidents
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Why autonomous ships ?

Less damage related costs

;_,!-

Lower costs ? Lower emissions New ship types
http://nfas.autonomous-ship.org/why-en.html#H2 and Rgdseth @.J (2018) Assessing Business Cases for Autonomous and Unmanned Ships. In: Technology and Science for the Ships of the Future.
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Improved technical resilience
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Machinery Redundancy Minimize complex systems onboard
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Automation and Electronics Redundancy

ASC

No heavy fuel oil
® SINTEF

"A smart vessel has
nothing to do in a stupid
port", Alop Anatoli

=> |t is about the
transport system, not

only the vessel
Control centre

Port, land-base
infrastructure
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The importance of CONOPS

* A Concept of Operation (CONOPS) refer to the a

* |t gives the perception of an event with respect
the system behavior (actual and future).

Situation and automation awareness

The understanding between automation and human role
User experiences and usability of the solutions

Trust in automation

Graphical user interface and visualization

Hazards reflections

asa.s.hoem@sintef.no
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Hazards for the voyage

Hazards for the navigation
Hazards for the detection
Hazards for the communication

Hazards for the ship integrity, machinery
and systems

Hazards for the cargo and passenger
management

Hazards for the remote control

Hazards for the security

Bureau Veritas Guidelines for Autonomous Shipping

® SINTEF

Sensor Site Sensor Site

Human error in input of voyage plan

of p
(e.g

Failure of updated information (nautical,
\weather,

Communication failure (e.g. with SCC, with
relevant authorities, with ships in vicinity)

Hazards for the
voyage

Failure in position fixing (due to e.g. GPS selective

Communication failure with an other ship in
distress

Hazards for the
communication

Hazards mapped

Heavy traffic

Failure in data integrity (e.8 error in data
transmission)

freak wave)

Heavy weather or unforeseeable events (e.g.

[Water flooding due to structural damage or
watertightness device failure

with land-based

Low visibility

Fire

infrastructures

Sensor or actuator failure

Collision with floating objects

Temporary or permanent loss of electricity
(e.¢. due to black-out)

sensor infrastructure

carcasses)

Collision with marine wildlife (e.g. whales, squids,

systems.

Propulsion or steering failure

Hazards for the navigation

mooring process

Collision with onshore infrastructures or failure in

Failure of ship's IT systems (e.g. due to bugs)

responses (e.g. to waves)

Loss of intact stability due to unfavorable ship

Failure of ship's IT infrastructure (e.g. due to
fire in the server room)

Loss of intact stability due to icing

Hazards for the ship integrity, machinery and

Failure of anchoring devices when drifting

= Sensor Site can assist in

Failure in detection of small objects

Too many cargo or passenger aboard
(overload)

decision support

Failure in detection of collision targets

Loss of intact stability due to shift and/or
liquefaction of cargo or due to cargo
overboard

Passenger overboard

Yellow = Neutral

= Will not lead to a difference

asa.s.hoem@sintef.no

Hazards for the detection

Failure in detection of navigational marks
e e LML

shapes

Failure in detection of semi-submerged towed or
floating devices (e.g. seismic gauges, fishing

Failure in detection of discrepancy between
charted and sounded water depth (e.g. wreckage)

Hazards for the cargo and
passenger management.

Passenger illness

Passenger injured during arrival or departure

Passenger interfering in an aboard system

Failure in detection of discrepancy between
weather forecast and actual weather situation

Hazards for the

remote control

Unavailability of SCC (fire, environmental
phenomenon...) or of operators (faitness,
lemergency situation, etc.)

Human error in remote monitoring and
control (e.g. through situation unawareness,

Human error in remote

or the security

Willful damage to ship structures by others
(e.g. pirates, terrorists)

[Attempt of unauthorised ship boarding (e.g.
pirates, terrorists, gglers)

Jlamming or spoofing of AIS or GPS signals

Jamming or spoofing of communications,
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INCIDENTS

Aneianl Cweview of Marine Casialties and Incidents 28

k Itis estimated that 75% to 96% of marine
accidents can involve human errors.
Furthermore, AGCS analysis of almost 15,000
g PG . Costa Concordia. 2012.
marine liability insurance claims between 2011 R iae o hit e toek EoT:
and 2016 shows human error to be a primary
factor in 75% of the value of all claims analyzed —
equivalent to over $1.6bn of losses. Given the
role of human error in so many incidents, the
quality of crew and ship owners’ overall safety
culture are of increasing importance to risk
assessment. Source: Allianz Group.

:-;fu The Tunisian Ro-Ro ferry Ulysse
penetrates the hull of the CSL
b - irginia.2018. https://gcaptain.com

MF Mgringen. 2005.
e Source Eldar Fjgrtof
137  asa.s.hoem@sintef.no ]

Accidents Scenarios

Human errors are the main causation factor
= Environmental effect for maritime accidents and incidents. Figures a
= Equipment failure range from 50 to 80% are often seen, with

Hazardous material
Human erronous action 75% being the figure used by Allianz (2018)

m Other ships

Consequences.

-
Accidental events from EMPIC (EMSA 2018) Casualty events
-

Accidental events

-
Contributing factors
EMCIP elements (EMSA 2018)

12 asa.s.hoem@sintef.no @ SINTEF




Accidents Scenarios

Environmental Effect |
Equipment Failure o

Hazardous Material b

.. .
Human Erroneus Action

Other Agent or Vessel -
0 200 400 600 8001000 1200 14500 1600
® Shore management

Shipboard operation

Relationship between ship and shore as contributing factor for marine
casualties in general (EMSA 2018). Around 2900 contributing factors
have been analyzed.

13 asa.s.hoem@sintef.no

* Humans still need to intervene with a
MASS vessel, however the human
element of the operations seem often to
be forgotten when designing a MASS.

® SINTEF

A QUALITATIVE COMPARISON OF AUTONOMOUS AND

MANNED SHIPS

Main differentiating factors Brief description of effects

Fully unmianned
[

t, ship and
ns* performan
o danger fi

1y P 1
4| Stightly lower risk of ires in accommodation, | Impro; events, but

on
galleys, laundry and more difficult fire handling and control,

Constrained autonomy

link to shore.

nentation of

Training and resource management is critical.
Intervention crew do not have to worry about | May be likely to find solutions o eritical
| personal risk and ad onditions on board. | problems that would otherwise be lost
Higher technical resilience
11| More technical barri nst technical faults
|, | Much improved tech

* | predictive maintenance functionality

* Main differentiating factors:
* Fully unmanned
* Constraint autonomy
Shore Control Centre
Higher technical resilience

Improved voyage planning

* New, Today's and Averted issues

= increased risk contribution
Yellow = neutral impact

Green = lesser impact/likelihood
@) SINTEF
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F u I | unmann ed The most interesting autonomous ship projects are
y associated with fully unmanned operations. While
there will be provisions for having people onboard
during maintenance and port operations, unmanned
voyages have a number of important effects.

Important effects:

1. Higher demand on sensors, automation and
shore control as operators in SCC lack some
of the "personal touch", both on
environment, ship and technical system's
performance.

Much lower exposure to danger for the crew.

May be unable to inspect equipment or
systems that report errors or problems.

Lower risk of fires in accommodation, galleys,
laundry and waste systems, which is
relatively high on manned ships.

asa.s.hoem@sintef.no

Today's incidents

Fully unmanned

Main differentiating factors Brief description of effects

Fully unmanned
Higher demand on sensors, automation and More technology means more complexity and
shore control as one lack some of the "personal | possibility for technological failure, but will also
touch", both on environment, ship and improve on some of today’s operators errors
technical systems’ performance. (human error).

Less exposure to danger for the crew. 40% of deaths at sea are occupational hazards.
May be unable to inspect equipment or This may cause problems, especially if sufficient
sysiems that report errors or problems. back-up systems are not in place.

Slightly lower risk of fires in accommodation, | Improvement on today's accident events, but
galleys, laundry and waste systems. more difficult fire handling and control.

asa.s.hoem@sintef.no @ SINTEF
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Autonomy will be limited for the onboard systems and
the ship will be dependent on occasional support from
the SCC. To avoid known problems with human-
automation interfaces (HAI) in the shore control center,
the ship automation will have "constrained autonomy".
The assumption is that this also helps in testing and
qualifying sensor and automation systems to specified
Important effects: performance level.

1. More limited, but also more deterministic
action responses from sensors and
automation.

Dependence on shore control operators'
performance and situational awareness.

Dependence on communication link to
shore.

Dependence on high quality implementation
of fallback solutions and definition of
minimum risk conditions for the ship.

asa.s.hoem@sintef.no

Constrained autonomy

Main differentiating factors Brief description of effects

PaLIdAY

Constrained autonomy

More limited, but also more deterministic Better HAI due to time to get situational
response from sensors and automation. awareness before action.

Dependence on shore control operators'
performance and situational awareness.

Always rested, but not directly in the loop.

Loss of communication may cause new accident
Dependence on communication link to shore. types, but high integrity req. and clear
operational design domains will help.

Dependence on high quality implementation of
fallback solutions and definition of minimum
risk conditions for the ship.

More conservative and hence safer operational
procedures.

Human-automation interfaces (HAI)

asa.s.hoem@sintef.no @ SINTEF
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The SCC will be manned with supervision operators as
well as specialist intervention teams that are activated
in cases of special demands from a ship.

Shore control center

Important effects:

1. Dependent on good training and
cooperation in the shore control center.

Intervention crew do not have to worry
about personal risk and adverse conditions
on board.

19 asa.s.hoem@sintef.no

Main differentiating factors Brief description of effects

PaLIdAY

Shore control center

Dependence on good cooperation in the shore
control center.

Intervention erew do not have to worry about May be likely to find solutions to critical
personal risk and adverse conditions on board. | problems that would otherwise be lost.

Training and resource management is critical.

20 asa.s.hoem@sintef.no @ SINTEF
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Main differentinting factors Brief description of effects & i
15075, Al i and
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e, ship and r
| ance | thuman error). |
2 | Less exposure to danger for the crew. 40% of deaths at sea ¥ G
May be unable o inspect equipment or This may
3 ; - R|Y v
| systems that report erors or problems. | back-up systems 1"
wer risk of fires in secommodation. | Imy cci Gl
sy and waste systems. mare di fire handling and control
. Better HAL due 1o time to get situational v I~

| awareness before action.

| Dependence oa shore coatrol operators Alveays rested, but not directly in the loop R|v|v

| performance and situstional awareness.
cause pew

Dependence on communication link to shore. | types, bat hig 3. and clear R|Y|¥
| operational design domains will help.
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safer operational
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L] Dependence on good cooperation in the shore Training and resource management is critical Y |G|R
| control center | |l |

1o | Wmtervention crew do not have to worry about | May b likely to find solutions to critical vla |y
| personal risk and adverse conditions on board. | problems that would otherwise be lost il
Higher technical resilience

In case of trouble, backup systems shall be in [

11| More technical barriers against techs s, frouble, hackup systems s " v |e |y

] - | place. L
Mucl wved technical systems with 3 i

1z | Much improved technical systems with builtin | e o wocble y |G|y
| predictive maintenance functionality. |

13 | Dependent on maintenance at shore. nething may be for R|G|Y
Impraved vayage planming

14 | Less chance of surprises during voyage. | Better planned voyage Y|6|6G|

15 | Mare support from ather functions on shore Improved traffic reg v |G |G
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Teknologi for et bedre samfunn
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