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Mars Polar Lander

/" Heat-shield jettison
7.500 meters

e During the descent to Mars, the
legs were deployed at an altitude
of 40 meters.

e Touchdown sensors (on the legs)
sent a momentary signal

* The software responded as it was
designed to: by shutting down the .. Al
descent engines. : -0 s

* The vehicle free-fell and was
destroyed upon hitting the surface
at 50 mph (80 kph).

All components performed

exactly as designed, all
requirements met!
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Bottom-up approach
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Figure 3.9: System block diagram. A is the primary and B is the redundant system.




Tactics Systems View

What do we do before an What we missed

accident?

* HW requirements: Sensor
sensitivity

 SW requirements: React
within X ms
« Processor loading

« Initial plan: software runs after
legs deployed

* New plan: start software early to
reduce processor load

« HW Testing: Verify HW

sensitivity Hard to see
« SW Testing: Verify SW
reaction time

Operation

« Etc.

Systems View

Many different factors were involved:
« Touchdown sensors

« Software implementation
« Software requirements

« Testing

« Engineering reviews

« Communication

« Time pressure

» Culture (“Faster, Better, Cheaper”)
 Etc.

VAN

People

Hard to anticipate these problems by
looking at any single component!

Physical
components

problem by looking
at any one part

7
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A different view

Controller

Process
Model (beliefs)

Control

Controlled Process

* Provides another way to think about accidents

* Emphasis on interactions
* Forms foundation for STAMP/STPA

© Copyright John Thomas 2018

Fixing problems

Accident
investigation,
A reaction
High
“Bolt-on”, %
workaround
X
LL Design changes, %
° Add new patches
s Getting it funcltionality, %
(@] ; special cases, etc.
) r.|ght .the P
first time
Low : : : : >
Concept Requirements Design Build/ Test  Operate

Need to address issues early, don’t wait

Early decisions can have biggest impact
© Copyright John Thomas 2018

Adapted from Young, 2014




This presentation: automotive

Challenging problem:
 Complex automation

* No training

Everything in this presentation
also being used in aviation, oil &
gas, nuclear, chemical, etc.

Chart: https://hbr.org/2010/06/why-dinosaurs-will-keep-ruling-the-auto-industry/ar/1

Google Self-Driving Car




Google Self-Driving Car
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A different view

Controller
Control Process
Algorithm Mo_del
(beliefs)
Control

Controlled Process

Discuss
application to Al
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Unintended Acceleration
e 2004-2009: 102 incidents

Operated exactly as designed!
No component failure, no reverse flow, etc.
System behavior unexpected, unsafe

© Copyright John Thomas 2018

Unintended Acceleration
e 2004-2009: 102 incidents

Human and technical
considerations cannot be isolated!

© Copyright John Thomas 2018




Another view

Controller

Process
Model
(beliefs)

Control

Controlled Process

Control
Algorithm

Applicable to Applicable to
Computers Humans

© Copyright John Thomas 2018

Monostable shifter design

NHTSA: “operation of the Monostable shifter is not intuitive
and provides poor tactile and visual feedback to the driver,
increasing the potential for unintended gear selection.”



Monostable shifter design

Designed by German supplier
OEM still responsible for integration

Monostable shifter design

Audi A8: Similar design, but SW will automatically
activate electronic park brake if driver exits



Another view

Controller
Control Process
Algorithm Mo.del
(beliefs)
Control

Controlled Process

* Can be used in engineering to anticipate and prevent these problems earlier,
before simulators or detailed models are available

© Copyright John Thomas 2018

Another view

e Control actions are provided to
affect a controlled process

Control || Process * Feedback may be used to
Algorithm | | Model N
monitor the process

Controller

Control Process model (beliefs) formed
Actions Feedback based on feedback and other
information

e Control algorithm determines
Controlled Process appropriate control actions given
current beliefs

© Copyright John Thomas 2018



|1

Flight Crew
4 A/P on/off 4 1
A/P pitch mode A/P mode, status
A/P lateral mode F/D guidance
A/P targets
F/D on/off Controller
. Control || Process
Autopilot and Algorithm || Model
Flight Director are
3 Control
System (AFDS) d Actions l TFeedback
Pitch commands Positi tat ware
Roll commands osition, status i
Trim commands actions Controlled Process
\4
Speedbrakes | Elevators |
| Ailerons/Flaperons |
| Landing Gear| | Trim |
Pilot direct control only Pilot direct control or Autopilot
-
Thomas, 2017 © Copyright John Thomas 2018
Flight Crew
4 A/P on/off 4
A/P pitch mode A/P mode, status
A/P lateral mode F/D guidance
A/P targets man-
F/D on/off A Controller
matlon Control || Process
Autopilot and ractions Algorithm || Model
Flight Director
Control
System (AFDS) Actions l TFeedback
Pitch commands ™
Roll commands Position, status
Trim commands conﬂ’O“ﬁd Pmss
v v v

IM\ | Elevators |
| Ailerons/Flaperons |

| Landing Gear| | Trim |

Pilot direct control only Pilot direct control or Autopilot

Thomas, 2017 © Copvyright John Thomas 2018



|

Sniollar
Control || Process
Algorithm || Model

uman-

rdware
ractions

A 4

| Landing Gear|

Pilot direct control only ot direct control or Autopilot

| _
Thomas, 2017 © Copyright John Thomas 2018

Abstraction
i

Controllers

Process
Model
(beliefs)

Control
Algorithm

Control

Physical processes




Refinement
t

Controllers

Controller

Process
Model
(beliefs) v

Control
Algorithm

Control
Actions

Feedback !

Controlled Process
Physical processes

| SYSTEM OPERATIONS |

| SYSTEM DEVELOPMENT

Control

Structure

Control

v

Congress and Legislatures
Government Reports
Legislation l Lobbying

Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Hearings and open meetings

Congress and Legislatures
Government Reports
T Lobbying
Hearings and open meetings
Accidents

Government Regulatory Agencies
Industry Associations,
User Associations, Unions,
Insurance Companies, Courts

Legislation l

Regulations Certification Info R {
- egulations : ¢ s
g?"f.a’qs Change reports Standards S;Z?;::r:snfe:ocr‘tdsem g
1 i |'°a"°';. Whistleblowers Certification Maintenance Reports
Cega Eena lies Accidents and incidents Legal penalties Change reports
aseLaw Case Law Whistleblowers
Company
Management
: Company
Safety Policy Status Reports
Standards l T Risk Assessments Management
Resources Incident Reports Salety Policy Operations Reports
Policy, stds. Standards
licy.sids.  Project
Resources
Management
Hazard Analyses Operations
Safety Standards [ Hazard Analyses Safety-Related Changes Management
Progress Reports
Progress Reports Work Instructions Cha_nge requests
Design, Audit reports
Documentation Problem reports
; Operating Assumptions
Safety Constraints Test reports Operatin,
g Procedures
Standards Hazard Analyses Operating Process
Test Requirements ¢
Implementation .
and assurance Automated
Safety Revised Controller
Reports operating procedures
Hazard Analyses Software revisions Actuator(s Sensor(s
Manufacturing Documentation Hardware replacements
Management Design Rationale
Process
Work safety reports
Procedifes | auds A model for whole
work logs
inspections
Manufacturing syste m Safety 40

(Leveson, 2012)



Controller

Control | | Process Four types of unsafe control actions:
Algorithm || Model 1) Control actions required for safety
e are not given
Control 2) Unsafe' ones are given '
Actions Feedback 3) Potentially safe control actions but
given too early, too late
Q 7 4) Control action stops too soon or

applied too long
Controlled Process

(Leveson, 2012) © Copyright John Thomas 2018

Application to Engineering



Basic STPA

1. ldentify accidents, hazards :I— Losses to prevent

2. Draw control structure Model

prevent

How could
behavior occur

4. ldentify accident scenarios

3. ldentify unsafe control actions :I— Behavior to

(Leveson, 2012) © Copyright John Thomas 2018

System-Theoretic Process Analysis (STPA)

[- |dentify Accidents, hazards }

 Draw functional control structure

* |dentify unsafe control actions

 |dentify accident scenarios

(Leveson, 2012)



System-Theoretic Process Analysis (STPA)

* |dentify Accidents, hazards

{ e Draw functional control structure }

 |dentify unsafe control actions

* |dentify accident scenarios

(Leveson, 2012)

Basic STPA: (2) Control Structure

| 1

Flight Crew

Automated
Controllers

Physical processes

OOOOO

Control, Authority

h 4

© Copvright John Thomas 2018



System-Theoretic Process Analysis (STPA)

 |dentify Accidents, hazards

* Draw functional control structure

E * |dentify unsafe control actions }

 |dentify accident scenarios

47

(Leveson, 2012)

Basic STPA: (3) Unsafe Control Actions (UCA)

b1
Flight Crew

Automated
Controllers

| Not Providing | Too early, | Stopped
provided | causes [too late, out| too soon,

4 causes hazard of order applied
hazard too long

Cmd X

Physical processes

© Copvright John Thomas 2018

Thomas, 2017



System-Theoretic Process Analysis (STPA)

* |dentify accidents, hazards

* Draw functional control structure

 |dentify unsafe control actions

{- |dentify accident scenarios

(Leveson, 2012)

Basic STPA: (4) Identify Accic

What could cause
Unsafe Control
Actions?

Thomas, 2017

|1

Flight Crew

A

Automated
Controllers

/A
A

"4

ent Scenarios

Controller incorrectly
believes X because ...

Controller control
algorithm does not
enforce Y because ...

Physical processes

Incorrect feedback Z
received because ...

Sensor failure
causes...

Etc.

© Copvright John Thomas 2018



ldentify Accident Scenarios

Control actions
not executed or
not followed

properly

(Thomas, 2017)

{1

Flight Crew

A

Automated
Controllers

Cmd X I

Physical processes

Cmd sent but not
received because...

Cmd received but
ignored because...

Actuator failure
causes...

© Copyright John Thomas 2018

Design recommendations and
component requirements

(Thomas, 2017)

Design recommendations

Component A must be able
to respond within B
seconds to avoid C

Controller X must take into
consideration D to prevent
E

Rationale and
assumptions
identified

Etc.

Component requirements

Component F shall
automatically operate
within G seconds when H

Every
recommendation
and requirement

Component | and J shall be
operated at the same time

to prevent K

is traceable

Etc.

© Copvright John Thomas 2018



Antoine PhD Thesis, 2012

PSI Proton Therapy Machine
Control Structure

PSI Proton Therapy Machine
High-level Control Structure

Treatment Definition

A A
Therapautic Requiramants
1. Treatment Specifications
(fraction definition, P m‘ﬁf ms“igiam
target positioning information, change Y
steering fils) g
2. Capability Upgrade Requasts
(delayed)

Treatment DeliVBI’y Patient health outcome

Patient Preparation Patient well-baing
Baam Creation and Delivery Patient physiognomy changas

Patient

Figure 11 - High-level functional deseription of the PROSCAN facility (D0)

© Copvright John Thomas 2018

Treatment Definition — DO

Capability upgrade requests QA res|

Treatment specifications
(fraction definition, patient positioning information, beam characteristics)

Treatment Delivery

Problem reports

PROSCAN Performance audits
Design Team

Incidents _
Change requests

Operations Management

Revised
— 3 -
operating procedures

Work orders problem reports Procedures Problem reports Procedures  proplem reports
Resources Change requests l Change requests l Change requests
Software revisions - Room -
Hardware modifications | Maintenance ‘ | Operators }qdearﬂl Medical Team ‘
Hardware Test Start treatment QA result  Patient position -
replacements results  Interrupt treatment Sensor infinterrupt treatmen Paosition Patient welflbeing
l | l i MT"'B"“B”t Patient physfignomy
1

PROSCAN facility (physical actuators and sensors, automated controllers)

Patient
position

Patient Position Panic button
Beam Creation and Delivery

Patient —

Antoine PhD Thesis, 2012

Figure 13 - Zooming into the Treatment Delivery group (D1)




Adaptive Cruise Control

A On/Off

Set/Cancel Mode (Off
Inc/Dec Speed Standby,
Inc/Dec Distance Enabled)

S'fatus information Adaptive Cruise
Visual cues

Sensory feedback Controller

Steer, brake,
throttle, ignition
Other controls

Speed, Distance,
Override
detected

Brake,
Accelerate

Physical Vehicle

Thomas, 2012

© Copvright John Thomas 2018

Refined Control Structure

Driver
On, Off, Set, Cancel, ACC On, Off, Accelerate
Inc, Dec, Etc. Canceled, Active Cmd
............. N . . S
Brake Cmd E Multi-function | 1 Instrument H | Accelerator |}
! switch ! ] Cluster | ! Pedal i
On, Off, Set, Cancel, ACC On, Off,
Inc, Dec, Etc. Canceled, Active  Acceleration
) 4 Signal
1 Brake ! Adaptive Cruise Control (ACC) Module
I Pedal
. 2 .
Braking Signal Braking status, Distance to Acceleration
Vehicle speed - Signal
lead vehicle
v A4 v
l :
Brake Control Module 1 Radar ! Powertrain Control Module
1 i
Cmmmmmmm i -
l Brake Cmd T Wheel Speed % Throttle opening l T Throttle position
——— | ————————— - o X ———
i Service | i Wheel Speed |} \\ ! Electronic i
! Dist 1 Throttle Bod
L_B_ralie_s_j L ___S_e_nsE)[___‘. stance . - JITTEIOY Distance to lead
T to lead vehicle™ ——— T ;
Friction Wheel Speed R Friction N vehicle
|
\ Lead
Vehicle

Vehicle




Public group pressures
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. : {Induslry group pressures] [ & 4
1 Reports
U.S. pharmaceutical : |
| \ Folitical pressures : Dept. of Health and Human Senvices
f I :Imandate (e.g. Foaay| |4
{ Budgst Budget allooat\on* & Feporns, priorities
S a ety CO nt ro | : ! allocation * fBUdQET needs g § Heports. p
| | N Federal agencies in Editors/reviewers of
t t : | FDA charge of funding scientific journals
Commissioner I
S ru C u re 11 “: Maviewsrs Editorial] f 4y
|| constituency R
L CDER Academically-affiliated 1 L}
] : Director researchers :
| 1
1 = MNon-industry-
Ilv h izati | ! a FDA/CDER ; ke
da pu re y uman Organlza iona | - Funding dedisions researchers
1 Office of New Mo bersh
system) I _ it dotsons :
| | Division of Drug FDA/CDER FOA advisory
] Marketing, Cffice of Pl o o committeas
1! Advertising and Surveillance and | [Fecommendations)
| ] kCommun\canns E pidemiology )
! : Warning A Adverse | New drugi Mew drug Il
ll User fees otters | everts approval | applications researchers
| 1 F ¥ I Pharmaceutical
I u compary
I : PharmaceLtical companies AWQE“’IQ&’ 1
I \._ sharenolders '
1
:l Pharmaseutical | Res/consult fundsfagenda 1
] Pharmaceutical business leaders [t = o o o o o e o o o
| trade Qutputs of researchfadvising " 1
| associations "I'I'f"f"T""""baﬂ;m : :
| Pharmaceutical Pharmacedtical nelusion onformuiary N
| ——_——— sales/marketing researchers! h
| 1 | representatives scientists Price 1]
! ] Funds h
L}
! ! Detailing, advertisin A P 1 b I ! :
] 1 g, d | Adverse everts ayment, reimbursement, I
] | and access to drugs | policy, formularies 1
| ] ¥ | N
| ) d f o ] PAVEFS _Cﬁsﬁ gpgﬂ_s ! :
\ Il Sty Healthcare providers/prescribers i i
groups ew information

Budget allocation

1 about existing
drugs
11 Symptoms, perceived
11 Prescriptions : benefits and side effects
Image from: http://www.kleantreatmentcenter.com/wp- . PaticrtsY |
5 - 11 Heimbursermen Insurance policy
content/uploads/2012/07/vioxx.jpeg 1\ ____ - Patient's medical
S insurance Legand

Direct to consumer advertising = ={nformation channals = =

Leveson, Couturier, Thomas, Dierks, Wierz, Psaty, Finkelstein,
Applying System Engineering to Pharmaceutical Safety

Control channels -
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Application to human factors



Human

understanding of

automation
Automation
complexity
73
Human engineers’
understanding of HF
model
HF model

complexity

74



Tradeoff

Usability,
Learnability

Complexity

HUMAN CONTROL MODEL

Control
Actions

Human Controller

BEVING
control
Elae]al

Mental Model

Process states

Process behaviors

Environment

Inputs

Automation / Software

Controlled Process




ENGINEERING/ANALYSIS METHOD

= Accidents (Losses), Hazards

= Control structure
= UCAs

= Build scenarios

Model is based on
accidents

A 4

= |dentify Mental Model variables

= |dentify Mental Model Flaws
= |dentify flaws in Mental Model Updates

= |dentify unsafe decisions (Control Action Selections)

Human Controller Mental Model
Control - Process states
Actions BIEEE Inputs
< control Process behaviors MM Update [\ g

actions

Environment

78

ACCIDENTS/INCIDENTS

82



MENTAL MODEL OF

BEHAVIOR, CAPABILITY

Driver does not

provide Park cmd
before exiting Driver believes vehicle will

vehicle (UCA-T) automatically shift to park (it won't)

Human Controller Mental Model

Process stat

Control
Actions BEVINE ——— Input
Process puts
< control behaviors MM Update '

- W

VOLVO CITY SAFETY SYSTEM

From Volvo website:

= (City Safety is a support system designed
to help the driver avoid low speed
collisions when driving in slow-moving,
stop-and-go traffic.

= City Safety triggers brief, forceful braking if &
a low-speed collision is imminent.



MENTAL MODEL OF
STATE

Driver does not

brake for ~ - - -
. Driver thinks City Safety System is on
pedestrian (UCA- (it is really off)

1)
Human Controller Mental Modell

Process states

Control

Actions BEVINE Prococs
< control behaviors

- W

Inputs
MM Update [l

88

MENTAL MODEL OF
BEHAVIOR, CAPABILITY

Driver does not Driver thinks City Safety System
brake for can automatically brake for
pedestrian (UCA- pedestrians (it can't)

1)

Human Controller Mental Model

Control Process staf

Actions Devise
< control
actions

Process Inputs

MM Update By

behaviors

Environment

89



VOLVO RESPONSE

= Even with pedestrian detection, it mostly likely would not have
worked because the driver accelerated

MENTAL MODEL OF
BEHAVIOR, CAPABILITY

Driver does not Driver thinks City Safety System can
brake for intervene during acceleration
pedestrian (UCA- (it can't)

D,

Human Controller Mental Model

_ontrol Actions Process stat

Process

Devise

Inputs
MM Update By

< control
actions

behaviors

Environment

91



Application to Engineering

Automated Parking Assist

Massachusetts Institute of Collaboration with
Technology General Motors
John Thomas Charles A. Green
Megan France Mark A. Vernacchia

Padma Sundaram

Joseph D’Ambrosio

AUTOMATED PARKING ASSIST

please pay attention to road safety

ENGINEERING FOR HUMANS - MIT STAMP WORKSHOP 2016 97



NEW PROCESS

» = |dentify UCASs

= |dentify Mental Model variables
= |dentify Mental Model Flaws

= |dentify flaws in Mental Model Updates

= |dentify unsafe decisions (Control Action Selections)

99

UNSAFE CONTROL ACTIONS

Not Provided Provided Too early, too | Stopped too
late, out of soon, applied
order too long

Brake UCA-1: Driver
does not
when auto-
parking and
computer
doesn’t react
an obstacle

Driver

Vehicle

100



NEW PROCESS

ﬁ = |dentify UCAs

= UCA-I: Driver does not brake when[ou’ro-pc:rking]
and fcomputer doesn't react]to an[obstacle]

» = |dentify Mental Model variables
= PM-1: APA is enabled/disabled

= PM-2: APA computer reacting appropriately/inappropriately

= PM-3: Obstacle on collision path
= |dentify Mental Model Flaws
= |dentify flaws in Mental Model Updates

= |dentify unsafe Control Action Selections

111

NEW PROCESS

ﬁ' ldentify UCAS

= UCA-1: Driver does not brake when auto-parking
and computer doesn’t react to an obstacle

W- Identify Mental Model variables
= PM-1: APA is enabled/disabled

= PM-2: APA computer reacting appropriately/inappropriately

= PM-3: Obstacle on collision path

» = |dentify Mental Model Flaws

= |dentify flaws in Mental Model

= |dentify unsafe Control Action Selectio

Human Controller

Process
Control Erates

i Devise
Actions Process
<+ control

actions

behaviors

Environment




NEW PROCESS

=

Identify UCASs

Identify Mental Model variables
=  PM-1: APA is enabled/disabled

Process states

= PM-2: APA computer reacting appropriately/inappropriately

Process behaviors

=  PM-3: Obstacle on collision path

Identify Mental Model Flaws Environment

Identify unsafe decisions (Control Action Selections)
Identify inadequate Mental Model Updates

Incorrect beliefs about process Driver thinks APA is enabled when APA is really
state (including modes) disabled

Incorrect beliefs about process Driver thinks APA is reacting properly and will
behaviors brake automatically

Incorrect beliefs about Driver thinks there is no obstacle when there is
environment one

Driver knows there is an obstacle but doesn’t
know it’s on a collision path

NEW PROCESS

v

ldentify UCAS

= UCA-1: Driver does not brake when auto-parking
and computer doesn’t react to an obstacle

Identify Mental Model variables

= PM-1: APA is enabled/disabled

= PM-2: APA computer reacting appropriately/inappropriately
= PM-3: Obstacle on collision path

|dentify Mental Model Flaws
|ldentify flaws in Mental Model Updates

Identify unsafe Control Action Selections

Human Controller Mental Model

c | Process
ontro states

Actions Devise BEGEESE Inputs
<4+ control .
behaviors

actions
Environment




NEW PROCESS

Driver thinks
APA detected

obstacle (PM-1)
Driver does not brake

when auto-parking
and computer doesn’t
react to an obstacle
(UCA-1)

Driver thinks
APA will brake
(PM-1)

Human Controller

)
Control S rocess states

Actions Devise
<+ control
actions

Inputs

i MM Update Bums

behaviors

124

NEW PROCESS

Driver thinks
APA is on (PM-1)
APA was on, driver

Drinedr does QOt Driver thinks momentarily grabbed

provide steering i idn’

Do e APA will control steer!ng wheel, didn’t
realize APA now off

auto-parking (UCA-1) steering (PM-1)

Human Controller

Control rocess states

Actions Devise
- control

Inputs

Process MM Update [P

behaviors

actions

Environment

126



NEW PROCESS

£ = Identify UCAs

=  UCA-1: Driver does not brake for an obstacle when
computer does not react appropriately to the obstacle

ﬁ- ldentify Mental Model variables
= PM-1: APA reacting appropriately/inappropriately

= PM-2: Obstacle on collision path
= |dentify Mental Model Flaws
= |dentify flaws in Mental Model Updates

= |dentify unsafe Control Action Selections

Hum oller Mental Model

Process states
Control

Actions Devise

Process
behaviors

control MM Update

actions

Environment

NEW PROCESS

» = |dentify unsafe Control Action Selections

Driver does not
brake when auto-

parking Maybe driver Driver knows APA is on
and computer decides to disable Driver knows APA hasn't reacted yet
doesn't react to APA instead Driver knows there is an obstacle in the

an obstacle (UCA-

1

way '

Human Con

ler  [Mental Model

Process states

Control
Actions Devise T Process |

— W




NEW PROCESS

» = |dentify unsafe Control Action Selections

Driver does not
brake when auto-

parking Driver may still Driver knows APA is on
and computer be waiting for Driver knows APA hasn't reacted yet
doesn't react to APA to act Driver knows there is an obstacle in the

an obstacle (UCA-
1)

way '

Human Contfler Mental Model
ontrol NS Process states

Actions Devise
<+ control
actions

Inputs
MM Update Bums

Process

behaviors

Driver
Range = Range Command | Current Range
. Park (“request”) v
= Reverse SBW
= Neutral Range Command Current Range
= Drive

- Etc. Vehicle




NEW PROCESS

Driver exits vehicle

when(vehicle is not in)

| park|(UCA-1)

Control
Actions
4—

Human Controller

BEVING
control

actions

Mental Model

Process states

Process

behaviors

Environment

Inputs

MM Update Bams

Old System

Range Command

(“request”)

Driver

Current
Range

Vehicle

# Driver Unsafe Scenarios

New

45

System

Driver

Range Command

a

Current
Range

\ 4

(“request”)

SBW

Range Command

a

Current
Range

Vehicle

# Driver Unsafe Scenarios



AUTOMATED PARKING

Features of each system considered for this analysis:

Level 0* Level 1 Level 2a Level 2b Level 3
No Driving “Driver “Partial “Partial “Conditional
Avutomation Assistance” Avutomation” | Automation” | Automation”
Steering _ v V4 v v
Braking _ _ v v v
Shifting and _ _ _ v v
Acceleration
Object and _ _ _ _ v
Event
Detection

and Response

*System numbering is consistent with SAE definitions for levels of automation, while “a” and “b”
indicate different implementations which are classified within the same SAE level.

Analysis reuse 151

AUTOMATED PARKING

Level 1 Level 2a Level 2b Level 3

“Driver “Partial “Partial “Conditional
Assistance” Automation” Automation” Automation”

Driver UCAs

APA

Computer
UCAs

Total



AUTOMATED PARKING

Level 1 Level 2a

“Driver "Partial
Assistance” Automation”

“Partial
Automation”

"Conditional
Automation”

Driver UCAs

APA
Computer 5 13
UCAs

Total

AUTOMATED PARKING

Level 1 Level 2a

“Driver “Partial
Assistance” Automation”

28

28

“Partial
Automation”

“Conditional
Automation”

Driver UCAs 42 41
APA

Computer 5 13
UCAs

Total

38

28

44

28



AUTOMATED PARKING

Level 1 Level 2a Level 2b Level 3

“Driver "Partial “Partial “Conditional
Assistance” Automation” Automation” Automation”

35 in common 32 in common
Driver UCAs 42 44

APA 28 in common
Computer 28
UCAs

40 in common 60 in common
Total 47 72

_ Level 2b

Driver UCAs
APA Computer
UCAS 5 13 28 28
Total 47 54 66 72
Driver UCAs
50
45
40
35
30
25
20
15
10
B
0
System 1 System 2a System 2b System 3

B Shared with other systems B Unigque



Pressurizer pressure, level

Status of protection systems
uciear p ower OPERATOR Plant Startup / Shutdoun
Containment equipment
- N N L Containment service
Status o_fprotec‘non systems Main Steam line activity level Compartment pressure (NR)
exa l I l p e Pressurizer pressure, level SG water level Availability of offsite power
SG pressure drop rate MSIV status and position Partial cooldown initiated
SG pressure Etc.
Actuator . Actuator
Clos operational Permissives-Reset operational
M conditions ESF conditions
<€
MNSSC— Non-Safety v
System Controller PS-Protection System  |€
Actuator operational MSIV status and position N
conditions Pressurizer pressure, level
Mainsteam line activity level

SG water level
SG pressure drop rate

Permissives-Reset

Close Actuator 4

Close
e a MSIV 5G pressure
MSIV operational -
conditions Actuator DAS-Protection System

safety & security —
issues identified conditions ’clnsemsw ¢CIDSEM5IV

—E

PM - Priority Module
Status of the actuator, Position of the Main Steam Isclation Valve
Origin of the control action request
Prigrity Scheme

Close Check back
MSI Operational conditions of actuators
Status of operation, position 5G Pressure
Steam generator water level
MsIV MSIV SENSOR | Main steam line activity level
ACTUATOR Etc.
Upper/lower chamber pressure
Close Sclencid valves energized
MSIV Valve position
MSIV | PROCESS
SENSORS
Other controls ¥ Stop Flow ™
(e.g. partial
cooling, etc.) | SECONDARY COOLING SYSTEM :
_= > |

Tesla Autopilot example




Tesla Autopilot

Driver

A
EnatiJIe i Dashboard
autopilot ANAE indicators ;
‘ HisaEla signals Wi Vlsua‘l Clues
lecis autopilot SaaaR st Shpie
Gas Pedal feedback
Birake Change lane
Lane Management Display
A
Disengage
Change lane
Keep lane
Accelerate
Reduce Speed
Physical Vehicle
Spring 2016 Student project: Diogo Castilho, Megan France
Incorrect Stopbed
Control o too soon
Controller Action Not providing causes hazards | Providing causes hazards | Timing / | Applied
Order
too long|
UCA-7: Driver provides
steering can cause hazards
Driver | Steering - if autopilot is changing the - -
lane to the opposite
direction
UCA-8: Driver does not
Driver | Steering provide steering to av.0|d i i )
obstacles when autopilot does
not react
Auto- Lane UCA‘:I! 3:A|xuto-p':|ot Not
Pilot changing providing lane changing - - -
automatically causes hazards
UCA-17:Auto-pilot does not
Auto- Reduce provide reducnf\g speed can
. cause hazards if range and - - -
Pilot Speed L
range rate of current vehicle is
above the limit

Spring 2016 Student project: Diogo Castilho, Megan France



Step 2A: Potential causes of UCAs

Control input or

external information

wrong or missing Missing or wrong
communication

with another Controller

Controller

. controller

UCA-2: Autopilot
Inadequate Mental < >

software does not Procedures Model

provide adequate (FL%vcvzslgccggﬁtlg: (inconsistent,

braking commands P incorrectg ' incomplete, Inadequate or

for obstacle ahead modification or or incorrect) Sl
adaptation)

Feedback Delays

V Actuator Sensor
Inadequate Inadequate
operation operation
Incorrect or no
Delayed information provided
operation Measurement
inaccuracies
Controller
Controlled Process Feedback delays

Component failures

l Conflicting control actions

>
Changes over time >
- . > 8 vert Process output
Process input missing or wrong Unidentified or contributes to

out-of-range system hazard
disturbance

Tesla Autopilot

UCA-2: Autopilot does not provide adequate braking commands
for obstacle ahead

® /v

T ' % 1+ 1

Spring 2016 Student project: Diogo Castilho, Megan France



Tesla Autopilot

UCA-1: Driver provides unsafe steering override commands
when autopilot is engaged

7 B

A Y
' NN

4 ’)
Y 4
y
+ B

Spring 2016 Student project: Diogo Castilho, Megan France

Accident/Incident Analysis



Accident Analysis: Asiana 214

Development and

Accident

Operations Airworthiness Investigation
Recommendation
KOCA FAA <
Regulatory
1 T requirements Standards Pep——
Boei Certification Organizations
oeing Airworthiness
Recommended Procedures, directig/tes NTSB
SOPs etc. ¢ Recommended
\ 4 practices
Asiana ATC
SOPs A 4
Training 4 Boeing =
Flight Crew 1 4

Aircraft

Autopilot (A/P) and Autothrottle (A/T) Pairing

Climb or
Descend

A/T

5 o

= A

Pitch angle _ A/P

Flight path angle

(still aiy

I '\\(\(\)‘:"_ Horizon

A/T will remain in HOLD mode until one of the following conditions is met:

The airplane reaches the MCP target altitude
The pilot engages a new AFDS pitch mode or new A/T mode
The A/T arm switches are turned off
The thrust is manually commanded to increase past the thrust limit
The A/P is disconnected, and both F/D switches are turned off

Desired speed

“Speed on Elevator”



Analyzing controllers: Pilot Flying

PF called out “F/D off”

- bk B A/T notin HOLD mode A/T will “wake
provided pitch-up ” .
commands with low ~ When in manual /ol :J:)cr,ezl:(teotr;ral}gally
airspeed, idle thrust flight and go-around

F/D callout, assume
PM turned F/D off

(A/T HOLD) needed, pitch up!
Pilot Flyin
¥ing Mental Mode
Control Process states
Actions Devise : Inputs
actions
Environment
—> Automation
s Aircraft

MCP Speed
3 Reference Speed

Speed Tape : 5
& G Pitch Limit Indicator
Current Airspeed . !‘
i | Amber Band

=

Barber Pole

Speed Trend

SPD

ISFO /281°




Recommendations related to aircr gttt iR ettt
R-1: Consider feasibility o

arspee alrts, etc) R-3: Make A/T behavior consistent: Provide A/T
' ' wake-up functionality in HOLD and FLCH SPD
mode [AT-UCA-1; AT-CF-1; PF-CF-3,11; B-UCA-1]

R-11: Provide a clear and consistent definition of go
sofff around responsibilities. Specify who makes go around
. -8.coff decisions, when, and how. Confirm that these
recommendations rocniialmprofl responsibilities and procedures are being followed. [PF-
. . By UCA-8; PF-PM-12,13,14; PF-CF-5,9; A-UCA-2,8; A-PM-5]
Technical design

— around decisions, when, and
peing followed. [PF-UCA-8; PF-PM- 121314 PF-CF-5,9; A-UCA-

2,8;
Proced u ra I R-12: Indicate in the procedure why the F/D should be turned off and then on again [PF-UCA-6; PF-PM-11; A-UCA-10]
R-15: Require that new transition pilots are matched with experienced instructor pilots [PF-CF-1,2; A-UCA-3]

R-16: Require that training includes the limitations in the A/T wakeup feature, low speed protection, and automatic mode
changes [PF -CF-4; A UCA 1]

] gwdance, certification processes, and industry
4l standards that overlooked inconsistent and
24 confusing A/T behavior [B-CF-9; B-UCA-1; B-UCA-6] """

ars are fixed or updated for one aircraft,

ation are also fixed or updated. [B-UCA-6; B-CF-2]

Recommendations rela and certification processes (Boeing and FAA)
R-25: Identify the'8 engineering development and certification processes that overlooked poor design decisions, and update
the processes to catch these issues before operation. [B-CF-9; B-UCA-1; B-UCA-6]

Leading
indicators

st CAST rec’s not included in NTSB rec’s
* Exception: low energy alerting system recommended by

ystematic methodology to:

* Organize, make sense of complex accidents

* Ensure deeper systemic factors are examined
* Help guide less experienced teams

* Help overcome human biases

* Ensure causal factors and recommendations aren’t
overlooke




CONCLUSIONS

Human Controller Mental Model

Process states

Control
Actions Devise Inout
Process puts
<+ control —

behaviors

actions

Environment

New human engineering extension strengths:

Easy to learn, use
Applicable to accident analysis and engineering

Use early to drive requirements and concepts from the
start

Applicable earlier than detailed simulations or prototypes
Successful in industry, adoption
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