afety, Security and Digital Twins -

The red line between these ecosystems



* IACS, OT, SAS
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AL Active Assisted Living Pe i PAICE Platforms, Additive Manufacturing, Imaging, Communication, Engineering
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What is a typical
|IACS?

Industrial
Automation and
Control

Systems
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IACS IS:

Connected systems

e High availability

* High consequence for
equipment, people...

* Independent systems

e Several of them are
part of the
Performance Standards
in the barrier
management system
(PS1-PS23)

e AICvsCIA

 Example:

Utility systems:
- Metering
- Machine

control

(turbo)

Vibration

PCDA Operator

Operator Stations

Safety and Automation System — Block diagram

Matrix Panel

Hard wired Shutdown
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Much spaghetti (Signals)
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“"Some references
before the rest of the

story (i.e. anchoring
of the story)

- e < i
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Develop a resilient and scalable e @ AVE;LDSN ES

digital foundation to drive business
agility

* Modernised ERP solutions to increase business agility

It is so cool to see the
Equinor Technology Strategy

and the historical “sus” over it

e a: <t \
Extend lifetime and re-use of s ¢V Accelerate data-driven decision
infrastructure I A7 making

: e _ e - | il ‘.h‘_”:"s-'&ri'-. .__.,_ ~ —
- y - ‘ ’ Industry 4.0 for interoperability within the energy industry=:=
* Improve safety in operations and g i

design

r_
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In the context of industrial control systems (ICS), which
are used to manage and control industrial processes, Industry 4.0 and lloT Integration

the future of automation holds several key trends and

developments Advanced Data Analytics

Edge Computing
Cybersecurity and Resilience

Autonomous Systems and Predictive Maintenance
Robotics
Human-Machine Collaboration Digital Twins
Regulatory and Standards
Evolution

Decentralized Control
Skill Upgradation



Says who?

Default (GPT-3.5)




And, by the way

IEC TC 65 main topics at their plenary meeting this year:



IEC TC 65 New and planned projects: 2023 London

1 |Opening Ingo W
2 |CDD, Digital name plate, Identification Link and digital product passport (SC65E: WG2, AG4) Koji DE
* Submodel Name plate (Thomas HADLICH) Klaus [
* Covered and not covered aspects of COD contents [Jﬂacllrir"n MEUHAUS, Klaus DICKMANN) Thoma
3 |Field Devices (SC65B all WGs, SCE5E: WG6E, WGT, WG10, WG12) lan VEI
* Device integration {Christian Diedrich) Christi;
* Device Integration (Takuya(Tak) INIMA) Chengt
. Intelligent Device Management (lan VERHAFFEN) Domin
4 |Break .
5 |Modular Type Package (MTP) (S5CE5E: WG14) Benjan
& |NAMUR open architecture (NOA) Tim LE!
7 |Presentation of potential new project Koji DE
* Registering information model of 150 20140-5 into CDD
* A project related to the Collaborative Safety .
& |Presentation of potential new project Ingo W
« RAMI 4.0, a application of URMSM
* Human Factors for functional safety
9 |Presentation of potential new project Lu Ding

* Predictive maintenance algorithm evaluation method
* AUTBUS series standard expansion {long-distance transmission, motion control, safety communication)
* Review of |[EC PAS 63178 on "Manufacturing Resources/Capabilities for SM Service Platform”




Industry 4.0

* Yes, some think like this
e But,




From the automation pyramid to Industrie 4.0

65 0 & 269

= Connectivity to =bilrary end-points
« Common semantic model

Internet

Enterprise level

Reuse as a uniform

ialiny s i developmen! approach

enterprise helwork

mechanism fos the
Infegraton

S0A as a comman ] [ Standards as a basa for ]

Automation level

. AUlmanon Lol S0A: Bervice-Orienied Archilecthes
i Controfles ; monioring &

=1 operanon Source: ZVEI

Fledd level

Fielg Gateway Chato Analytics
s ey
Distributed : deviced (111D
U0 modules [P . [rE=re=r

Sensor/ actuator level

a0 .
I I 3 " - -

Source: Prof. Martin Wollschlaeger, TU Dresden
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1INDUSTRIEA4.0
Industrie 4.0

What's new, really?

That's already possible today Industrie 4.0: This is new
» The cloud » Added value by exchanging
» The network information between value chain
» Automation devices with Internet partners
access » From Intranet to Internet
» Internet-based services » Neutral and common

standards for communication,
services and semantics across
companies and sectors

)) A large number of new applications and business models will emerge.
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+1IINDUSTRIE4.0

Asset Administration Shell
Implements the Digital Twin

Digital Twin

Definition (Industrial Internet Consortium
(1IC) & Plattform 14.0): Digital
representation, sufficient to meet the
requirements of a set of use cases

)) Digital representation = information
that represents characteristics and
behaviors of an entity (asset)

I.e. the Asset Administration Shell is

the implementation of the Digital Twin
for Industrie 4.0




B PLATTFORMDB

.1INDUSTRIEA4.0
Asset Administration Shell
Why’? —

The Asset Administration Shell is the implementation

of the ,,Digital Twin“ for Industrie 4.0

The Asset Administration Shell establishes cross-company
interoperability.

The Asset Administration Shell is available for non-intelligent and

intelligent products.

The Asset Administration Shell covers the complete life cycle of
products, devices, machines and facilities.

The Asset Administration Shell enables integrated value chains.
The Asset Administration Shell is the digital basis for
autonomous systems and Al.
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+1INDUSTRIEA4.0

Details of the Asset Administration Shell
Leading picture for Use Cases: a three-step value chain

= @’ Supplier b [@] tegrator = ﬁ Operchor D‘I“_n:mr
uuuuu Receive Tmhmi%? Pubiish Recaive @i-'
- == N I
— =)= | = B T =) = | =
e g master s
; m%\ l
il = ==Uil L § s
|| TTF | | 0 ‘ Ehe
B (229 = R By L) = ) O
|__product . = . consolidate @
delivery {l!]' m + d%l-%n .El . E@j = i‘D
o S |[E=)HE= O
o X =7 - o=

28
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+1IINDUSTRIEA4.0

Overview of the Asset Administration Shell

urrent approach
C Y RAMI4.0 -

Exchange
formats

_ AutomationML OPC UA
Representation

Infarmation

External requirements

Data Exchange Format /
Payload

XML & JSON & RDF

(Client/Server
£ PulySub)

Technology-neutral
UML model

N Security by
Modell Design

19



.. RAMI put our cool _ -

° WOk Conmis

nto context: == -

ML

Control Denics

Fleld Device

Produc

Relation of EDDL/FDI to RAMI 4.0

OPC UA fits into Industrie 4.0
. " VDMA

EDDL/FTE
Type &5 well Instance
In He cycle

Sourca: Platform ingustrie 4.0

B EDDL/FDI is related to field devices
® EDDL/FDI covers device functions, device parameters (information), device
q&ﬂw (integration), communication
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Evolution of Industrial
Automation and Control

Systems

lule Autamation Enginoering

Acciss w0 Informabor
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Industrie 4.0

e AAS, Asset Administration
Shell

OPA, Open Process
Automation

NOA, Namur Open
Architecture

MTP, Module Type Package




Eureka!l i.e. Instruments/Devices -> AAS

Current Devices Future devices as an AAS

Monitoring + optimization

Typelclass-specific
App a

App b

Type/class-specific

Services Class {profile)

Parameters  Class iﬁ i
FOI, IEC
E——

Services Class (profile)

Parameters  Class l_'nmﬂﬂ

FOI, IEC
62769

....................

FOI Dovice F':ll:hw

ﬁ
. ﬁﬂﬁ-
Device 1

[ Mapping j
FDI server with combined information models

SETPC UA

' Errbedded mformam madel

I.l

Device 2|

N@m}wﬂaﬂon Shell with its

»\Eody with sub-models

b Su&mgt&ls with properties
~
~

-~
L]
-----

Access to information and functionalities

1D Asset(s)
1D Administration Shell

Administration Shell

[ Information model device 1 " [ Information model device 2 A Header F
Dﬂh D S Dﬂm D Sid. —— Body
hedth Std. DI OPC UA. m Std. “Or m_ - Submodel 1 e.g. Device Identification
companion Process _ companion Device Identification .
Wiﬂ'lﬂ Class (profile) | std. PA-DMT| | yariables  Class (profile]= ww =miiiy

Submodel 2 e.g. Device Health

Davice Ddagnostics
HE18T Status
Description, Cause, Action

Submodel 3 e.g. Process Values

] s Value
Vendor \‘ Header meghﬁﬂ m;:'-;i 11::-: r:l.e
——— ) e st ==--

Tag
Actual density

Submodel 4 e.g. Device Core Parameter

Ne131 pevee coreparometers & A G

and others.



14.0/AAS is here!

https://demo-digital-twin.r-stahl.com/?lang=en

SAP is waking up

https://www.youtube.com/watch?v=FTkQoj Yepg

[LER A b
[ LR LERT EE

o

FENEMETRENITE CONYFLLITODUCTS

WELCOME TO THE DIGITAL
NAMEPLATE DEMONSTRATOR!

iy 40

EU introduce DPP

Ideas for new sub-model domains —
keep in mind: an asset can be anything of value

-

=

.

N

Sui Mode!
Worker: Skills

- / N ' Sun Mede
Sub Model J Warker:
Finangial f — - Wacalicn
Accounting | |
iin . | " ™,
Asset Administration Shell | El | ! Gty Modal
% with s igentifier and 0 .| Worker: Salary
Suib Medel submodel elements K |l )
Leazing \\ >
o J T
Sus Model
o ———
Sub Modal N Canract
Mainlenanca —r I_..-..': Appravel Fiow
Hislary e i —_—
i Suil Moded
P Coniract: Detes
Purchasza
History S Mo
| N
Coniract: legal
—_— enbibes irealved
Sub Meded St Model Sub Kadal S Model Sub sl -
Healthearadngatienl: Healihesrelinpatient: Praduct: sssambly meching end-ol-
A BUrgary plan madication saquance routing) Ite procaduns
Timeline DPP Regulation and Standardization

ESPR
Froposal

Adoption of
ESFR

Trilogue
negotiations

Adaption of DPP for
first products

Standardization work on DPP4.0

032022 102022 272023 172024 Idid 2025

ﬁ ELU project CIRPASS
CIRPASS EU Standardization
request OPP

Cigital Frafuct Famgorn

2026

zvei

IDTA AAS Tach Cewe, DPPA.0 -5 Flchuse”, Frankfur, 15082023 | Prof. Dr. Dister Wegensr



https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DFTkQoj_Yepg&data=04%7C01%7Cjmu%40equinor.com%7C5d0d96e724ad48ed55bf08d9851542f9%7C3aa4a235b6e248d591957fcf05b459b0%7C0%7C0%7C637687148621886809%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=v0wMayP%2BC%2BTUzbM5azbs5wGOTwDI4Z6G2R0ifg0Kdr8%3D&reserved=0
https://demo-digital-twin.r-stahl.com/?lang=en

ZVEI-Show-Case “CO2@Control Cabinet” zvei
Digital Twin Level 2 (Hannover Fair 2023) electitying

I
o R

L]
THLESE
3 . ,

AAS Control Cabinet

H wonner

IDTA AAS Tech Days, ,DPP4.0 — Big Picture®, Frankfurt, 15.09.2023 | Prof. Dr. Dieter Wegener
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e Some safety stuff as a kick-off for the story




This is the SIF: "Safety
Instrumented Function”
composed of...

Control Valve to

,
!
I
|
|
|
|
I
;
i
regulate the flow |

Level
Transmitter

To process






Life Cycle of the SIS - IEC61511

ANALYSIS

Hazard and Risk Assassment

] 1
I 1
i 1
: ! ;
: Allocation of Safety Functions o :
\ Protection Layers .
i 1
: } :
I 1
i 1
I 1
i 1

Safety Requirements \
Specifications for the SIS

Design & Engineering
of Safety Instrumented

System

Operation and Maintenance

:
I
I
: Modification
I

}

Process Risk Analysis
Protection Layers
Definition of SIFs

Determination of SIL

Safety Requirement Specification
Functional Safety Assessment

Technology Selection
Design of SIFs
Proof Test definition
Verification, FAT, SAT
Validation & FSA

Maintenance Plan of the SIS,
Training, use of bypass, proof tests,
repairing, spare parts, alarms,
inspections, calibration, recording,
modifications, FSA



When designing,
installing and
maintaining the SIS,
SAFETY is not the only RELIABILITY
important thing.

OPERATION OF
THE PLANT

Eliminate unnecessary
process stops.

AVAILABILITY SAFETY

Cybersecurity

It operates correctly.

Eliminate risks to theet

people, equipment |
and environment.

 Digital Twin




Security Life-cycle, IEC 62443

Cybersecurity: Based on foundations from Safety Life-cycle

hssess Phasae
High-Lewvel Cyber Risk
Assessment
1] (1SA 62443-3-2) h
! IEC62443 o
Allocation of IACS
Assets io Secunty P
Zones or Conduits |
(IS4 62443-3-2)
2] 1 RVA/SRA
Detailed Cyber Risk CElRs .
Assessmant Protection Level,
| 3] (1SA 62443-3-2) Security Level,
| Maturity Level
. Devalop &

Cybersecurity Requirements
Spacical

Tl (1S4 6244337

Installation, commissioning and

vabdation of cybersecurity
countarmeasunes
ﬂ (E2443-2-4)
L
Cybersecurity Mainienance,
Monitoring and Managemant of
Change
Tl (ISA B2443-2-1)
Cyber Incident

Response & Recovery
?l (IS4 62443-2-1)

+ reduction
Diesign and engineearing of
cybersecurity |
_| countermeasures <« |
5
[
¥

Martain
rmase

-

| Safety
| Domain

Safety Life-cycle, IEC 61511

2

Risk '. sed

requirements
Mai ance
acti S

" Security

| Environment

Safety domain and security domain

IEC 63069

Manage- Safety Hazard & Risk
et of Hifeayal 1 | Analysis Clause 8
Functional j§ Structure
Safety and and t
F?ﬁg‘“' Planning i Allocation of Safety Functions i
Assess- to Protection 1
entand [lmemCases |
Auditing ;
IEC61511 Safety Requirements
Specification for the
I — Safety Instrumented
TI System Clauses
assessment/PHA 10812
. SRS y ¥ _ ______
Desi ineeri | Design and Development |
e Safety Instrumented I | Safety Instrumented | | of Other [
H _| Systems Clauses : Means of Risk Reduction :
. 4 11 &12 Clause 9
. Safety Integrity Leve s | T L T !
Installation, Commissioning &
| Validation
[ ] 5 Clause 14 & 15
Security v
Do I'ﬁElil'I Operation & Maintenance
P B Clause 16
/
| —] ¥
Modification
T Clause 17
Clause 5 | Clause 6.2 +
Decommissioning
1 11 8 Clause 18

Verifica-
tion

Clauses 7,
124 &
127

9




Safety

Cybersecurity

CBM

MOK 20 mill

KSP-project Petromaks 2 (2021 — 2026)

SINTEF
Cybersecurity Barrier Management

S,

™

/
{ Integrating the safety and security domain to ensure that
cybersecurity does not interfere with safe operation

[

\\\-\'-\—
-

KT - Trondhelns "
. & AkerBR equinar

Morwsgian | niversiey nf
.

@ 5' NTEF E Selemes and Technalogy

Twin

APOS : Develop knowledge and specifications
that can help automating the process for

monitoring of SIS

Equipment grouping and properties specification fontology)

/—“L_—"\, Failure reporting and classification
GL: Standardised Failure classificotion taxanomy
equipment “gnd outomatsation needs § 3 Yy
classification and P S — / = 9
failure reporting =
L 4 Potential for neexds GL: 5I5 follow-up —%
automated follow-up Autamatization during operations
| of safety equipment | possbiltes o S
Equipment
groumig
and Equiprrent grouping and
refiabifity _properties specification .
ot o
properties safety Specification & i H4:
exchange | Standardized /
electronic SRS
L format
Y B
P
HI: S—-
Updated 515 =
reliability data o 2nd presentation |
o —_—

Figure 5 APOS activities




SecureSafety - R&D gquestions

How to protect safety functions when the threat landscape is mostly unknown?

*  What is the major accident risk resulting from cyber-attack?

*  Which safety functions are particularly vulnerable to cyber-
attack?

*  What are the basic cybersecurity countermeasures (barriers)
that must be addressed during design?

e  How to improve cybersecurity without making the system
inoperable?

*  How to verify security levels of a proposed design?

*  How tointegrate the human component in cybersecurity
barrier management?

*  How to maintain cyber security barriers?

*  How to monitor cybersecurity barriers during operations,
including alarm management?

ESD
sub-function

PSD

IESD S Laogic '_‘ E
b <G

/ Separator

Demand

N

34



|EC

IEC 63278-1 ED1
Structure of an AAS & relation to external roles

AAS user application(s)

Asset Administration Shell
H’stsl lprovfdes
Submodel template(s) | guides s o
. ubmodel(s) explores . _ Uuses
a 0 |
{including j:ﬁﬂ?l template inekicing Subimesial Elarmnis) -— AAS interface(s)
guide |referenc~es
dictionaries and i references references
ontologies
- L 4
5 asset integration
AAS responsible § i
creates and governs | «
v integrates
kL

has interest in

(optional)

L 4

asset service(s)

asset

T provides

asset related service(s)
{optional)

Figure 3 of IEC63278-1 CD2 — Detailed overview of Asset Administration Shell and related roles




asset

How to read an ontology

is an | information system 52
+ trods and tenm 1 it = larm 2
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Piloting activities



14.0 AAS studies 2023 — Use cases

AAS for Small process system
(Demonstrate life cycle)

Use DEXPI P&ID model to create
and map MTP HMI picture

MTP mapping to AAS (Demonstrate
relation)

Demonstrate how to connect an
AAS instance to a running system
{virtual/real)

Data sharing via AAS Server

Siemens Energy + S-AG

AAS for Control Cabinets
(Demonstrate life cycle)

Digital MNameplate, PCF Data, BOM,

Certificates, doc.

Replacement of components
{Demonstrate management of
change - MoC)

Demonstrate how to connect an
AAS instance to a running system

% [virtual/real)
Data sharing via AAS Server

s
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Kongsberg Maritim

Information modelling of SIF for SIS
- (AAS / AML / UA)

Support Sintef in defining
information models for the Safety
Instrument System (UA/AML)

Create C&E IM
{Information Model)

Demonstrate how to connect an
AAS instance to a running system
{virtual/real)

Data sharing via AAS Server

Sintef/NTNU

Maodelling of 5IF Engineering

Information Model for SRS
(AAS / AML / UA)

Connection to Fraunhofer, Rainer
Draht (AML)




Relasjon mellom AIR 14.0 AAS Study 2023
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AIR 14.0 AAS Study 2023

A digital safety ecosystem

The total ecosystem
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Red line

So, this means that the red
line between Safety,
Security and Digital Twins is
like this:




In practice, in operation, in a Brownfield: s/
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https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/03/IDTA-02008-1-1_Submodel_TimeSeriesData.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/03/IDTA-02004-1-2_Submodel_Handover-Documentation.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/10/IDTA-02006-2-0_Submodel_Digital-Nameplate.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/10/IDTA-02001-1-0_Submodel_MTP.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2021/12/21-12-06_IDTA_ProductCarbonFootprint_en.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2021/12/21-12-06_IDTA_ProductCarbonFootprint_en.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/01/IDTA-02005-1-0_Submodel_ProvisionOfSimulationModels.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/02/collaborative-data-driven-business-models.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/04/Decentralized-Registries-Taxonomy-of-decentralized-registries-and-an-architectural-overview.pdf
https://www.sciencedirect.com/science/article/pii/S016636152300060X#fn1
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/01/IDTA-02005-1-0_Submodel_ProvisionOfSimulationModels.pdf

And writing governing documents to explain that

story, based on international standards, of cause!!!
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https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/04/Decentralized-Registries-Taxonomy-of-decentralized-registries-and-an-architectural-overview.pdf
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