
Safety, Security and Digital Twins -
The red line between these ecosystems



Context • IACS, OT, SAS





What is a typical
IACS?

Industrial
Automation and
Control
Systems
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Snøhvit Safety and Automation System – Block diagram
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IACS is:
• Connected systems
• High availability
• High consequence for 

equipment, people…
• Independent systems
• Several of them are 

part of the 
Performance Standards 
in the barrier 
management system 
(PS1-PS23)

• AIC vs CIA
• ….

• Example:
Utility systems:

- Metering
- Machine 

control 
(turbo)

- Vibration
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Some references 
before the rest of the 
story (i.e. anchoring 
of the story)



• Industry 4.0 for interoperability within the energy industry

• Modernised ERP solutions to increase business agility

• Improve safety in operations and 
design

It is so cool to see the

and the historical “sus” over it



The future of automation (still anchoring the stuff):

• What is the future of automation in a context of industrial 
control systems

In the context of industrial control systems (ICS), which 
are used to manage and control industrial processes, 
the future of automation holds several key trends and 
developments

Industry 4.0 and IIoT Integration

Advanced Data Analytics

Edge Computing
Cybersecurity and Resilience

Autonomous Systems and 
Robotics

Predictive Maintenance

Human-Machine Collaboration Digital Twins

Decentralized Control
Regulatory and Standards 
Evolution

Skill Upgradation



Says who?
Default (GPT-3.5)



And, by the way
IEC TC 65 main topics at their plenary meeting this year:



IEC TC 65 New and planned projects: 2023 London



Industry 4.0

• Yes, some think like this
• But,















I.e. RAMI put our cool automation stuff 
into context:



Evolution of Industrial 
Automation and Control 
Systems

• Industrie 4.0
• AAS, Asset Administration 

Shell

• OPA, Open Process
Automation

• NOA, Namur Open 
Architecture

• MTP, Module Type Package



Eureka! i.e. Instruments/Devices -> AAS
Current Devices Future devices as an AAS



I4.0/AAS is here!
https://www.youtube.com/watch?v=FTkQoj_Yepg

SAP is waking up
https://demo-digital-twin.r-stahl.com/?lang=en 

EU introduce DPP

https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.youtube.com%2Fwatch%3Fv%3DFTkQoj_Yepg&data=04%7C01%7Cjmu%40equinor.com%7C5d0d96e724ad48ed55bf08d9851542f9%7C3aa4a235b6e248d591957fcf05b459b0%7C0%7C0%7C637687148621886809%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=v0wMayP%2BC%2BTUzbM5azbs5wGOTwDI4Z6G2R0ifg0Kdr8%3D&reserved=0
https://demo-digital-twin.r-stahl.com/?lang=en






Safety • Some safety stuff as a kick-off for the story









Cybersecurity



Cybersecurity: Based on foundations from Safety Life-cycle

IEC61511

IEC62443

• RVA/SRA
• CSRS
• Protection Level, 

Security Level, 
Maturity Level

• Training
• Risk based

requirements
• Maintenance

activities

Safety Life-cycle, IEC 61511
Security Life-cycle, IEC 62443

IEC 63069

• Risk assessment/PHA
• SRS
• Safety Instrumented

Function
• Safety Integrity Level



Safety

APOS : Develop knowledge and specifications 
that can help automating the process for 
monitoring of SIS

CBM

TwinCybersecurity



SecureSafety - R&D questions
How to protect safety functions when the threat landscape is mostly unknown?

34

Cyber attack
• What is the major accident risk resulting from cyber-attack?

• Which safety functions are particularly vulnerable to cyber-
attack? 

• What are the basic cybersecurity countermeasures (barriers) 
that must be addressed during design?

• How to improve cybersecurity without making the system 
inoperable? 

• How to verify security levels of a proposed design?

• How to integrate the human component in cybersecurity 
barrier management?

• How to maintain cyber security barriers? 

• How to monitor cybersecurity barriers during operations, 
including alarm management?









Piloting activities









Red line
So, this means that the red 
line between Safety, 
Security and Digital Twins is 
like this:
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Each SME have 
their own
view, from the
real world!

In practice, in operation, in a Brownfield:
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Alarm submodel
SM: Time series submodel

AAS

Instr. submodel, PA-DIM

Field

Requirements

Maintenance submodel
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https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/03/IDTA-02008-1-1_Submodel_TimeSeriesData.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/03/IDTA-02004-1-2_Submodel_Handover-Documentation.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/10/IDTA-02006-2-0_Submodel_Digital-Nameplate.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/10/IDTA-02001-1-0_Submodel_MTP.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2021/12/21-12-06_IDTA_ProductCarbonFootprint_en.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2021/12/21-12-06_IDTA_ProductCarbonFootprint_en.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/01/IDTA-02005-1-0_Submodel_ProvisionOfSimulationModels.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2022/02/collaborative-data-driven-business-models.pdf
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/04/Decentralized-Registries-Taxonomy-of-decentralized-registries-and-an-architectural-overview.pdf
https://www.sciencedirect.com/science/article/pii/S016636152300060X#fn1
https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/01/IDTA-02005-1-0_Submodel_ProvisionOfSimulationModels.pdf


And writing governing documents to explain that 
story, based on international standards, of cause!!!



Twin4Safety

SM: Design 
requirements

SM: PM (Plant 
Maintenance)

SM:61508
Safety Performance

Engineering Role

Safety Perfomance

Safety Perfomance

SIF Maintenance
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SM: SIF Performance
Yellow Pages /registry

New submodels
- Work Order
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New Companions Spec
- SIF Operational 

Performance

SM: Equipment 
Failure
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SM: Integrity ( 
Failure/PFD)

SM: Functional (travel 
time, Leak etc))

https://industrialdigitaltwin.org/en/wp-content/uploads/sites/2/2023/04/Decentralized-Registries-Taxonomy-of-decentralized-registries-and-an-architectural-overview.pdf
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