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CINELDI result: Method for Identification and Modelling of
Cybersecurity Risks in the Context of Smart Power Grids

Challenge and objective: Work performed:
* Smart grids introduce new vulnerabilities and risks. * Implemented a model for qualitative risk analysis of
* Risk analysis of cybersecurity particularly cyber risk in smart grids based on parts of "CORAS"
demanding due to interdisciplinary nature — existing method risk analysis.
state-of-the-art challenged. * Tested on an installation of self-healing functionality

at a CINELDI DSO partner.

Significant result:

* A customized four-step approach to identification and
modelling of cybersecurity risks in the context of
smart power grids.

Impact for distribution system innovation:
* Improved security of supply enabled by improved risk
understanding and management.

Omerovic, A. et. Al, 2019

References in CINELDI:
* A.Omerovic et.al.: "A Feasibility Study of a Method for Identification and Modelling of Cybersecurity Risks in the C I NZ L D I

Context of Smart Power Grids", paper to be presented at COMPLEXIS 2019



https://www.scitepress.org/Link.aspx?doi=10.5220/0007697800390051
http://www.complexis.org/
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CINELDI result: Method and tool for analysing the performance
and dependability of advanced communication technologies

S s Challenge and objective: Work performed:

s * Real time monitoring and control required due to * Implemented a method of analysing performance of
00101 -_:: large scale introduction of DERs. advanced communication technologies.

3 * Such monitoring and state estimation systems have

1000010 strong requirements on communication Iatency, Significant results:
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010011 reliability and security. * A software tool , based on Mdbius linked to external
T Edge Computing Cloud - 1 libraries, to analyse the impact of communication
001101 ; Real time ) (" Pseudo failures on the state estimation.
011000 Ot MOy | T \ * The application is demonstrated through a case
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01000
0 Amare, T. et. al, 2019

References in CINELDI:
e T. Amare et.al: "Dependability Modeling and Analysis of 5G Based Monitoring System in Distribution Grids", C I NZ L D I

paper presented at VALUETOOLS 2019



https://dl.acm.org/doi/10.1145/3306309.3306334
http://valuetools.org/
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CINELDI result: Use of flexible resources in grid operation
— today and in the future (2030/2040)

Challenge and objective: Work performed:

* Increased need for monitoring and control in e Survey among DSOs participating in CINELDI.
operation of the future power system. Use of flexible * Development of a novel control architecture concept
resources and Web-of-Cells in grid operation. (Web-of-Cells/ELECTRA).

Significant results:

* Alarger variety of flexible demand units is expected
in the future — both type of demand and customer.
Aggregators are needed to utilize smaller units.

* Hydrogen-fuelled systems, PV panels and wind
turbines will be used for voltage regulation and
balancing services.

* The availability of energy storage will increase
towards 2030/2040.

Impact for distribution system innovation:
* A new control architecture for utilizing flexible
resources in grid.

Web-of-Cells example
(FP7 IRP ELECTRA)

Reference in CINELDI:
e H. Sale, A. Morch, E. Rikos, S.M.C.S. Maria and M. Kosmecki: "Utilization of distributed energy resources' flexibility in C I N 2 L D I

power system operation - Evaluation of today's status and description of a future concept", IEEE UPEC 2018


https://ieeexplore.ieee.org/document/8541913

needed to connect the other converter.

oo CINELDI result: Real-time power hardware-in-the-loop simulation
0100100

ii01n; platform to evaluate ancillary services in microgrids
1o e
Srbontn s Challenge and objective: Work performed:

; G? E G k * Smart grids is a game changer in the distribution * A power-hardware-in-the-loop setup is under

001010 grids. development.

;. D; ; E & * Prototype equipment and functions have to be * A building block for the proposed "Real-time power
e tested and verified in a controlled, safe and realistic hardware-in-the-loop simulation platform to evaluate
; égc environment. ancillary services in microgrids".

0 I;D 0 :

011010

B Lo} Significant result:

011000 * The setup is able to operate one converter with an

SRl oy Lo emulated load, a synchronization mechanism is

Load+ipeder

impedancs

Impact for distribution system innovation:
» Safe and realistic testing of new equipment before
installation.

G errulator

Reference in CINELDI: C I NZ L D I
* Conference papers / Demonstration of the smart grid lab capabilities on Power Hardware-in-the-loop using an

example of voltage collapse with converters connected in distribution grids.
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s Challenge and objective: Work performed:
100

bl * Capacity problems in the grid due to increased peak * A survey among a representative sample of
01010 load. Identify potential for household flexibility. Norwegian households (2017).

CINELDI result: Potential for household flexibility
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Significant results:

* 3 out of 4 are willing to delay the start of washing
machine, dishwasher etc.

e 2 out of 3 will accept remote load control of their

water heater.

* 50% will share the available electricity with others,
by manual reduction.

Impact for distribution system innovation:

* Reduced peak loads and reduced need for new

investments.
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Delayed start of Accept remote Share electricity

appliances load control with others
M Yes No Do not know

References in CINELDI:
* A chronicle describing the households customers' evaluation of their potential for flexibility, published in C I N ,2 L D I

Dagens Naeringsliv 21 September, Gemini.no and KS Bedrift Energi.

[ I - |


https://gemini.no/kronikker/folk-vil-dele-pa-strommen/
https://www.ksbedrift.no/bransjer/energi/nett-og-bredbaand/nettregulering-og-bransjestruktur/folk-vil-dele-paa-stroemmen/
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CINELDI result: Flexibility modelling method for atomic loads

Challenge and objective:

* Capacity problems in the grid due to increased
peak load. Identify potential for flexibility and
possible rebound effect among atomic loads
(washing machines, dishwashers etc.)

= Original load

——— Shifted load

Rebound effect

Flexibility potential

600 800 1000 1200 1400

Time (minutes)

Impact of shifting activity for 100 households where all of them have at least one time

appliance use at the particular day.

References in CINELDI:

* M.Z. Degefa, H. Sle, I. Petersen and P. Ahcin: "Data-driven household load flexibility modelling: shiftable atomic

loads", IEEE ISGT 2018
* SINTEF blog

Work performed:

 Development of a data-driven flexibility modelling
method for shiftable atomic loads, based on 1-
minutes measurement of electrical appliances.

Significant result:

« Shifting of all cloth washing activities planned
between 20:00-20:15 to 21:00-21:15 resulted in
flexibility potential of 11.5 kW for 100 households.

Impact for distribution system innovation:
 Reduced peak loads and reduced need for new grid
investments.

CINZLDI


https://ieeexplore.ieee.org/document/8571836
https://blog.sintef.com/sintefenergy/flexibility-potential-household-appliances/

CINELDI result: Electric vehicles (EVs) in Norway and the potential
for demand response
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Challenge and objective: Work performed:

* Capacity problems in the grid due to increased * Analyses of 1-minutes meter data of charging profiles for
peak load. Evaluate electric vehicles as a flexibility different EVs and survey among Norwegian owners of
source. EVs.

Significant results:

*  59% of households (single-family home) charge their EV
at home daily.

* 49,5% of the users charge their EV at home from a
normal socket (10 A).

* 90% are willing to postpone the time of charging from
day/afternoon to night (hours 21-05) if this shift has no
negative consequences for the user.

Impact for distribution system innovation:

* EVs are good candidates for demand response, if
households are given the right incentives.

Interruption periods of EV charging — during the step-down period.

References in CINELDI:
* H. Sale, I. Pettersen: "Electric vehicles in Norway and the potential for demand response", IEEE UPEC 2018 C I NZ L D I

[ -

* SINTEF blog


https://ieeexplore.ieee.org/document/8541926
https://blog.sintef.com/sintefenergy/electric-vehicles-norway-demand-response/
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CINELDI result: Orchestrating households as collectives of
participation in the distributed energy transition
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Challenge and objective: Work performed:

* Capacity problems in the grid due to increased peak * Qualitative analysis, based on interviews. Analysing
load. Identify potential for flexibility among orchestration of households as collectives of
households. participation in the process of distributed energy

transition.
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Significant result:
* |dentification of four distinct processes through which

1011000 orchestration is enacted:
0001001 . 0 c q
e 1) the production of visions, expectations and

0 E ;g ‘i et imaginations, 2) network construction and re-
1 4 U

1001000 configuration, 3) scripting and 4) domestication.
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Impact for distribution system innovation:
* Increased knowledge about the potential for flexibility
among households.
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Reference in CINELDI:
* T.M. Skjglsvold, W. Throndsen, M. Ryghaug, |.F. Fjellsd og G. Koksvik: " Orchestrating households as collectives of C I NZ L D I

participation in the distributed energy transition: New empirical and conceptual insights", Energy Research & Social Science



https://www.sciencedirect.com/science/article/pii/S2214629618308119?via%3Dihub
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CINELDI result: A Feasibility Study of Blockchain Technology As
Local Energy Market Infrastructure

Challenge and objective: Impact for distribution system innovation:

* Increased installation of RES in distribution grid. * Increased knowledge related to use of blockchain
Establish local energy market to maintain the power technology for operating a local energy market.
guality.

Quantity

Work performed: [kWh)
* Technical, economic and regulatory analysis with
use of blockchain technology.

Significant results: Quantity

* A blockchain solution is more expensive than a [ewh] I
database solution when it comes to development Time [h]
costs. A blockchain solution presents new market
possibilities, which could result in a more efficient Sunply and demand before (upper figure]
market, and hence be more economically beneficial. and after allocation (lower figure)

* The technology behind blockchain could provide
arguments for changing today's regulations, and
make it possible for end users to participate actively

in an energy market.

Reference in CINELDI:
* A master thesis "A Feasibility Study of Blockchain Technolo Market Infrastructure”, C I NZ L D I

and a IEEE SEST 2019-paper

Time [h]


https://brage.bibsys.no/xmlui/handle/11250/2502356
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CINELDI result: Methods for Cost Allocation Among Prosumers and
Consumers Using Cooperative Game Theory

Challenge and objective: Work performed:
* Increased installation of RES in distribution grid. * Analyse two game theoretical solution concepts
Evaluate alternative methods for allocating costs. (nucleolus and Shapley value) for cost allocation

among prosumers and consumers.

[4s]

(%) ]

Player 3

 Plovar P Significant results:
Aees | * Both methods provide stable cost allocations under

g minor deviations. Deviation between the methods
increases, as the value of the battery system increases.
The interpretation of fairness is a central issue. Results
reflect that the Shapley value is based on individual
contribution; thus the most active player is favored at
the expense of the player with lesser resources.
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Impact for distribution system innovation:
* Increased knowledge related to costs for customers
with both consumption, generation and storage.

=

Scenario

Relative deviation between nucleolus and Shapley for each player,
along with the value of the battery system [%)]

Reference in CINELDI:
* A master thesis "Methods for Cost Allocation Among Prosumers and Consumers Using Cooperative Game Theor C I N ,2 L D I

and a IEEE SEST 2019-paper



https://brage.bibsys.no/xmlui/handle/11250/2564802
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CINELDI result: Driving forces for intelligent distribution system

innovation

Challenge and objective:

* The future electricity grid will be a complex
system-of-systems. Identify driving forces for
distribution system innovation.

MEGATRENDS # EXTERNAL GRID RELATED DRIVING FORCES
DRIVING FORCES

Grid customers
i

Political goals

Climate change
Digitalisation

Regulation and
standardisation
Flexibility

Societal trends Microgrids

ELCAEIES

Grid development

E Security of supply E
Cyber security :

Grid operation
Technology

development

Globalisation
Urbanisation,
population growth

External threats
(natural, human)

Business models
and stakeholders

References in CINELDI:

* Report on Drivers, enablers and barriers for intelligent electricity distribution system innovation, CINELDI report 01:2019

* T.S. Hermansen, H. Vefsnmo, G. Kjglle and K. Sand: "Driving forces for intelligent distribution system innovation — results
from a foresight process", CIRED 2019

Work performed:

* Drivers, barriers and enablers for distribution system
innovation, for the Norwegian grid anno 2040, are
identified and structured.

Significant results:

* Driving forces sorted in megatrends, external and grid
related.

* Evaluated in terms of importance and uncertainty.

Impact for distribution system innovation:

* Better understanding of the complexity of the grid anno
2040 and providing a foundation for building scenarios for
the future grid.

CINZLDI


https://sintef.brage.unit.no/sintef-xmlui/handle/11250/2681947
https://ntnuopen.ntnu.no/ntnu-xmlui/handle/11250/2617690
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i CINELDI result: Repository of mini scenarios
00100
OD101
10101
i Challenge and objective: Work performed:
11010 * There is a need for understanding the complexity * Mini scenarios developed for the future electricity
11010 : o T :
10010 of the future Norwegian distribution system anno distribution grid.
01000
2040.
01010
01100 ° i i oo
2100 Crej-t; forward .V|e:c/vs b:: del\/eloplr\g g'set.sf | Significant results:
Sl credi E‘t SRS Ol ke EIREUEs) €I louon * 109 mini scenarios are developed and collected in a
133 system in Norway. repository.
.l 7 . . .
00011 ORI 1 i scnio s a negative impacton * Examples of possible impact on the grid
l 1 u l i} C 2Tl criormance
0110 t Yellow E:arit{ql;gii:;do;mﬂtl)ee Ii$ p};e:;fil;nige ct: A mini scenario is a performa nce.
11 é g .: Green :1;‘}31?:113‘;1 Scfenario has a positive impact on Z:,Z;ﬁz;nz;f}
c 2Tl eriormance action o
01001 1 The mini | Title: "From peak power to stable loads" significance for the . . . . .
s %:Z'mifif(gm fﬂ‘[ptfth{o]ld e J;iwz wlecsichy Impact for distribution system innovation:
the grid due to simultaneous fast charging. The ferry istribution system.
100040 companies make large investiments in on-shore battery 1 1 1
G fr,.(,cfa_?;,s“.,.,.,_?;xf,gf(m__;.r; T_’?fﬁf ., _ﬁl,irjf,_,.s,;l,z e Better unders'Fa.ndlng of the co rnplemty of.th.e grid
61000 lfp?pl};hﬂrin grid suport ;f,}“,,jjfp‘,’,i,“‘;e"n,,;n” anno 2040. Mini scenarios are input to building
01003 Sovcral microbrs choos 1o, 50, o, and. the scenarios for the future grid, and for further
N aj e.“fbo ;:{e L;I 1sec fomereasq ) mber of customers connected to the distribution grid . . .
b soout olwnly i decreasing research, strategies and competence building.

End-users may experience decreasing
security of supply due to off-grid solutions
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Local solutions (+), but more automation
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References in CINELDI:
* Blogs: "Smart grid scenarios" and "Utvikle scenarier for fremtidens distribusjonsnett" C I NZ L D I

* T.S. Hermansen, H. Vefsnmo, G. Kjglle and K. Sand: "Driving forces for intelligent distribution system innovation —
results from a foresight process", CIRED 2019



https://blogg.sintef.no/sintefenergy-nb/fme-cineldi-workshop-smart-grid-scenarios/
https://blogg.sintef.no/sintefenergy-nb/cineldi-partnermote-utvikle-scenarier-fremtidens-distribusjonsnett/
https://ntnuopen.ntnu.no/ntnu-xmlui/handle/11250/2617690
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