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Distribution grids 
are under-instrumented

http://www.elp.com/articles/powergrid_international/print/volume-16/issue-9/features/measuring-smrt-distribution.html
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Distribution electric power grids 
 undergo big changes!
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New sensor, actuators: 
cheaper, smaller, …, and connected

http://lig-membres.imag.fr/krakowia/Files/MW-Book/Chapters/Admin/admin-body.html
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Failure detection, isolation, recovery

Better predictions, prognosis, …

… and “Smart-meters” (DMS) will  
anyway need ICT infrastructure 

http://sciencepole.com/distribution-management-system/
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The	electric	grid

https://en.wikipedia.org/wiki/Electrical_grid#Topologies
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…	in	the	future	…



Transmission	and	distribution	grid

smart meter

transformer station

sub station

consumer

bulk generation 

Distribution grid
Transmission grid

(Medium Voltage (11-66 kV))

(Low Voltage (400-230 V)

)
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Control Centre

TTM4190
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The	distribution	grid
(feeder)

Internet/
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Changes	…	add	flexible	resources

smart meeter

transformer station

producer

consumer

procumer

(transformer station)

(smart meeter)

(feeder)

(producer)

(procumer) (consumer)
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…	enable	microgrids

(transformer station)

(smart meeter)

(feeder)

(producer)

(procumer) (consumer)

Microgrid

Control Centre
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Add	“smart”	sub-stations

(transformer station)

(smart sub station)
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(smart sub station)
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Add	“smart”	breakers
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Demand-response	
(feeder)

(producer)

(procumer) (consumer)

Public
Network

Aggregator

(Public) Access Network
(3G, 4G(LTE-A), 5G) 
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IED	communication

Public
Network  
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Self-healing
Public Mobile Network  

self-healing 
contol logic

Private Network, wireless mesh

self-healing 
contol logic
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backup line
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Public Mobile 
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Introduction of ICT support

Daily events

Critical events

More advanced human effort 
needed (to prepare for the 

unknown)

Less human effort 
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ICT infrastructure trade-offs

Distributed vs centralised?

Communication technology?

Industrial grade IoT?

Automation? To what extend?

Private vs Public Networks?

Security?

Low Latecy?

Security of Supply?

Interaction grid vs comm netw.
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Equipment
failures

Transmission
failures

Environment
Design
faults

Operational
failures

Sabotage

Intrusions

Eavesdropping

Ra
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Intentional

Copyright	©	by	Poul	E.	Heegaard,	NTNU	IIK



Consequenses

"Probability"
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Introduction of ICT support

focus is here

Consequenses

"Probability"
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Introduction of ICT support

focus is here

Daily events

Critical events

Consequenses

"Probability"
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Introduction of ICT support

focus is here

Daily events

Critical events

Less human 
effort needed

Consequenses

"Probability"

Copyright	©	by	Poul	E.	Heegaard,	NTNU	IIK



Introduction of ICT support

focus is here
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Introduction of ICT support

focus is here

Daily events

Critical events

More advanced human 
effort needed (to prepare 

for the unknown)

Less human 
effort needed

Move personnel 
Increase competence 

Consequenses

"Probability"
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Introduction of ICT support

Daily events

Critical events

More advanced human effort 
needed (to prepare for the 

unknown)
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Move personnel 
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simulation

analytic

simulationemulation	/	
real	system	

Hybrid

Co-simulation
HiL	
(Hardware-in-the-loop)
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radials,  
transmission,  
distribution, …

breakers,  
reclosers, 

power lines,  
substations, 

transformers,  
…

synchronisation,  
power regulation,  
operation,… 

Electric Grid system 

topologies,  
access- and  
core-networks, … 

switches,  
base stations, 

routes,  
cables,

repeaters,  
servers…

protocols (layered),  
management, 

Communication system 
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Modelling	approaches

•Dynamic	models:	
• (Stochastic)	PetriNets	

• Stochastic	Reward	Networks	[SRN]	 
(tool:	sharpe	-	https://sharpe.pratt.duke.edu)	

• Stochastic	Activity	Network	[SAN]	 
(tool:	Möbius	-	https://www.mobius.illinois.edu)	

• Markov	models		
• +++	

•Structural	models	
• Reliability	block	diagrams	

• Fault-trees	
• +++

[SRN]	Jogesh	K.	Muppala,	Gianfranco	Ciardo,	Kishor	S.	Trivedi.	“Stochastic	Reward	Nets	for	Reliability	Prediction”.	
https://pdfs.semanticscholar.org/16ec/a0a203e7349350cde9f01fc084639f60fa8d.pdf		
[SAN]	William	H.	Sanders	and	John	F.	Meyer	“Stochastic	Activity	Networks:	Formal	Definitions	and	Concepts”.		
https://www.perform.illinois.edu/Papers/USAN_papers/01SAN02.pdf	

sharpe

Möbius
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Discrete	Event	Simulation	(DES)

• The	system	dynamics	is	given	by	discrete	events		

− The	system	state	is	distinct	and	will	only	change	at	a	specific	
time	instance	

• Simulations	of	discrete	events	

− Need	only	to	simulate	the	events	that	changes	the	system	state	

− A	finite	number	of	events	will	take	place	in	a	finite	interval	of	
time
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Discrete	Event	Simulation	(DES)

• The	system	dynamics	is	given	by	discrete	events		

− The	system	state	is	distinct	and	will	only	change	at	a	specific	
time	instance	

• Simulations	of	discrete	events	

− Need	only	to	simulate	the	events	that	changes	the	system	state	

− A	finite	number	of	events	will	take	place	in	a	finite	interval	of	
time

Objectives System	state Events
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Co-simulation

• Using	dedicated	simulators	to	model	each	subsystem	in	one	
simulation.	

• Needs	to	have	synchronous	and	deterministic	communication	and	
time	between	them.

Sim 1
(power)

Sim 2
(comm.)

Sim 3
(weather)

Run-Time Environment

Fredrik	Bakkevig,	PhD	student,	NTNU	IIK
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Fredrik Michele

KalpanieRomina
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Dependability	of	interdependent,	
embedded,	interacting	electric	grid	
and	ICT	systems

Is	5G	an	enabler	for	low	latency,	high	
reliable		communication?

Where	should	we	place	the	
new	sensors	and	controllers?

Centralised,	or	de-centralised	
grid	operation?
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Norwegian University of Science and Technology

CINELDI – utkast til kommentering kjernegruppe
Strategic platform for the 1st research phase

2018-08-14

CINELDI	will	ensure	that	we	are	building	
the	smart	energy	system	of	the	future	


