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1. Motivation

odelling security requirements
e most fundamental activities
e systems

initiatives can be found in this area

scribe, compare, characterize them to
their abilities to the needs of
olders

= 10 papers examined which were containing
- surveys, reviews, comparisons of SRE
Initiatives
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oer of identified SRE initiatives varies
n 9 and 64

eems that the authors concentrate more on deeper
investigation of the identified initiatives than
including many of them in their analysis
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Cont.

al frameworks are developed
1on often based on previous,

ent groups tend to use different sets and
tions of basic SRE notions and

Not a complete collection
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iracterizing dimensions

d based on a thorough search of the
stematic process was followed

s on classification and comparison frameworks for
ity engineering initiatives (later narrowed to SRE)

liciting the characterizing dimensions from he
, they were grouped according their focus

dimensions with sub-dimensions were
synthesised per group based on alignment of their
concepts

= Final result: 9(+1) synthesised main dimensions each
including some sub-dimensions
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MNNing example: misuse cases

UQ)
e cases (UC) for security purposes by

requirements with MUC was also defined
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ntation perspective

pe of approach according to the
is founded on (based on

Examplé: misuse cases (MUC) are classified as
" a problem-oriented initiative
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&nd of SRE tasks/activities

' h parts of the security requirement
)cess are covered by the initiative.

ecommended tasks or
1 (based on Tondel et al. [1]

urity objectives; (b) identification and

hng of assets, vulnerabilities and threats; (c)
tion and analysis of SRs; (d) specification,
documentation of SRs; (e) verification and
validation support

@ MUC: (a - partially), (b), (c), (d)
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eve the fulfilmnt of several technical
ia. (From Villarroel et al. [3] and Mellado et

inderstandable, (b) unambiguous, (c)

complete, (d) consistent, (e) correct, (f) verifiable,
(g) validateable, (h) modifiable, (i) traceable, (j)
appropriate
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lechnical criteria for SRE

ification technique is a method to

d purpose or product. The fulfilment
n must generate the fulfilment of
elated to that criterion. (From
lado et al. [10].)

nal verification support (b,c,d,e,g h,i),

¢

pecification crite

1al validation support (e,g),

port for documentation generation (a),
ards integration (a,c,d,f),

= requirements reuse (d,h,j),

= support for other development stages (c,h,i),
= help support (-),

= easy to use (-)
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Specification and technical
diteria - example (MUC)

ation support
plete, correct, validateable, modifiable

derstandable
2ments reuse

= +: consistent, modifiable; P: appropriate
support for other development stages

= +: traceable; P: complete, modifiable

= help support: +; easy to use: +; standards integration: -
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viodelling language criteria

tion between the modelling language and
icess of a technique. Further, the
oanized into a method with its own
of the techniques.

of the pp ica
elling language criteria for security specification
ages/techniques (from Khan and Zulkernine [8])

ty to formulate basic security requirements (MUC: +)
ility to represent usage scenarios (MUC: +)

ty to represent security mechanisms and low level
security requirements (MUC: -)

= similarity with software specification languages (MUC: +)
= reuse of provided artefacts in later phases (MUC: testing)
= tool support (MUC: +)

Peter Karpati, NTNU IDI



viodelling and method process
criteria

> process of deriving security

ng a specification language

ed though it is discussed only
ed activities in Khan and

DI

he base of the i
rnine [8].

lethod process criteria for secure software
opment (SSD) processes

velopment resources (MUC: -)

= reusable artefacts (MUC: +)

= usage in the industry (MUC: +)
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‘e evolution support

s software evolution management
E initiatives

se cases

ge propagation
IC - 0: focuses on identifying misuses rather than
interactions between functions

= Change impact analysis
o MUC - 2: implicitly, it is possible to identify MUC for UC

Peter Karpati, NTNU IDI



nt SRE notions

. [2] presents a conceptual framework for
ering with strong focus on security
itation and analysis

comparison

Thre (MUC: ~)
= Vulnerability (MUC: -)
m Risk (MUC N)

= This set might be extended with additional concepts like

mitigation.
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ncepts of Fabian et
al.'s framework

idered explicitly; - not considered

than security ments: MUC +

tion towards the technical IT system: MUC -
tation towards to its environment: MUC +
Inclusion of threats: MUC +

Inclusion of risk analysis: MUC +

= Means for quality assurance: MUC -

= Means for formal verification: MUC -
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L Summary

n perspective: needs extension
s/ activities: might need details

: might need ext.
process criteria: needs extension

Ing process criteria: needs investigation
ution support: ok

Relevant SRE notions: needs ext.

= Central concepts of Fabian et al.'s framework :
needs further clarification

Peter Karpati, NTNU IDI



sonclusion and further work

ions needed often

‘ ion has the potential to provide
etailed knowledge about the relevant aspects of
initiatives without having to know them e.g for
ision support and reasoning about a choice

er work

d a uniform characterising framework from the
set of dimensions based on an organizing concept

= Apply it for SRE initiatives comparison

= Try it with industrial partners requiring consultancy
in this area
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