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1. Introduction

1.1 History

The fault tree technique was introduced in 1962 at the Bell Telephone Laboratories, in connectior
with a safety evaluation of the launching system for the intercontinental Minuteman missile. The
Boeing Company improved the technique and introduced computer programs for both qualitative
and quantitative fault tree analysis. Today fault tree analysis is by far the most commonly used
technique of risk and reliability studies. Fault tree analysis has particularly been used with succes
to analyse safety systems in nuclear power stations, e.g. during the Reactor Safety Study, WASH
1400 (1974). The Fault tree analysis technique is described in e.g. the IEC standard 1025 (1990).

1.2 Thefault treetechnique

A fault tree is a logic diagram that displays the interrelationships between a potential critical event

(accident) in a system and the reasons for this event. The reasons may be environmental

conditions, human errors, normal events (events which are expected to occur during the life span

of the system) and specific component failures. A properly constructed fault tree provides a good

illustration of the various combinations of failures and other events which can lead to a specified

critical event. The fault tree is easy to explain to engineers without prior experience of fault tree

analysis.

An advantage with a fault tree analysis is that the analyst is forced to understand the failure

possibilities of the system, to a detailed level. A lot of system weaknesses may thus be revealed

and corrected during the fault tree construction.

A fault tree is astatic picture of the combinations of failures and events which can cause the TOP

event to occur. Fault tree analysis is thus not a suitable technique for analysing dynamic systems

like switching systems, phased mission systems and systems subject to complex maintenance

strategies.

A fault tree analysis may be qualitative, quantitative or both, depending on the objectives of the

analysis. Possible results from the analysis may e.g. be:

» Alisting of the possible combinations of environmental factors, human errors, normal events
and component failures that can result in a critical event in the system.

» The probability that the critical event will occur during a specified time interval.

The analysis of a system by the fault tree technique is normally carried out in five steps:

1. Definition of the problem and the boundary conditions.

2. Construction of the fault tree.

3. ldentification of minimal cut and/or path sets.

4. Qualitative analysis of the fault tree.

5. Quantitative analysis of the fault tree.
Fault tree analysis is thoroughly described in the literature, see references in e.g., Hayland and
Rausand (1994).
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2. Fault tree construction

2.1 Fault treediagram, symbolsand logic

A fault treeisalogic diagram that displays the connections between a potentia system failure

(TOP event) and the reasons for this event. The reasons (Basic events) may be environmental

conditions, human errors, normal events and component failures. The graphical symbols used to

illustrate these connections are called “logic gates”. The output from a logic gate is determined by
the input events.

The graphical layout of the fault tree symbols are dependent on what standard we choose to
follow. The table below shows the most commonly used fault tree symbols together with a brief
description of their interpretation. (Fault tree symbols as shown in Table 1 are according to
LINEX 1139).

2.2 Definition of the Problem and the Boundary Conditions

This activity consists of:
» Definition of the critical event (the accident) to be analysed.
» Definition of the boundary conditions for the analysis.

The critical event (accident) to be analysed is normally called the TOP event. It is very important
that the TOP event is given a clear and unambiguous definition. If not, the analysis will often be
of limited value. As an example, the event description “Fire in the plant” is far too general and
vague. The description of the TOP event should always answer the quéstiaiswher e and

when.

What: Describes what type of critical event (accident) is occurring, e.g. fire.
Where: Describes where the critical event occurs, e.g. in the process oxidation reactor.
When: Describes when the critical event occurs, e.g. during normal operation.

A more precise TOP event description is thus: “Fire in the process oxidation reactor during
normal operation”.

To get a consistent analysis, it is important thabthedary conditions for the analysis are
carefully defined. By boundary conditions we mean:
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Table 1 Fault tree symbols.

“TRANSFER” up

Ay

SYMBOL DESCRIPTION
“OR” gate The OR-gate indicates that the output event A
4 occurs if any of the input events E; occurs.
El EZ E3
“AND” gate The AND-gate indicates that the output event A
/‘1 occurs only when all the input events E; occurs si-
multaneously.
LoGIc GATES
El EZ E3
“KooN” gate The KooN-gate indicates that the output event A
f“ occurs if K or more of the input events E; occurs.
KN ()
El E2 E3
“Inhibit” gate The INHIBIT gate indicates that the output event
f A occurs if both the conditional event E;and the
input event E;occur.
L

“BASIC” event The Basic event represents a basic equipment
fault or failure that requires no further development
into more basic faults or failures.

“HOUSE” event The House event represents a condition or an

INPUT event which is TRUE (ON) or FALSE (OFF) (not
EVENTS true).

“UNDEVELOPED” event The Undeveloped event represents a fault event
that is not examined further because information is
unavailable or because its consequence is insig-
nificant.

DESCRIPTION | “COMMENT rectangle The Comment rectangle is for supplementary infor-
OF STATE | mation.

“TRANSFER” down The Transfer down symbol indicates that the fault
TRANSFER tree is developed further at the occurrence of the
SYMBOLS corresponding Transfer up symbol.

» Thephysical boundaries of the system. What parts of the system are to be included in the
analysis, and what parts are not?
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* Theinitial conditions. What is the operational state of the system when the TOP event is
occurring? Is the system running on full/reduced capacity? Which valves are open/closed,
which pumps are functioning etc.?

* Boundary conditionswith respect to external stresses. What type of external stresses
should be included in the analysis? By external stresses we here mean stresses from war,
sabotage, earthquake, lightning etc.

* Theleve of resolution. How far down in detail should we go to identify potential reasons for
afailed state? Should we as an example be satisfied when we have identified the reason to be
a “valve failure”, or should we break it further down to failures in the valve housing, valve
stem, actuator etc.? When determining the required level of resolution, we should remember
that the detail in the fault tree should be comparable to the detail of the information available.

2.3 Construction of the Fault Tree

The fault tree construction always starts with the TOP event. We must thereafter carefully try to
identify all fault events which are the immediate, necessary and sufficient causes that result in the
TOP event. These causes are connected to the TOP event via a logic gate. It is important that the
first level of causes under the TOP event is developed in a structured way. This first level is often
referred to as the TOP structure of the fault tree. The TOP structure causes are often taken to be
failures in the prime modules of the system, or in the prime functions of the system. We then
proceed, level by level, until all fault events have been developed to the required level of
resolution. The analysis is in other words deductive and is carried out by repeated asking “What
are the reasons for...?”

Rulesfor fault tree construction

» Description of the fault events. Each of the Basic events must be carefully described (what,
where, when) in a “rectangle”.

» Evaluation of the fault events. Component failures may be divided in three groups: primary
failures, secondary failures and command faults.

— A primary failure is a failure caused by natural ageing of the component. The primary
failure occurs under conditions within the design envelope of the component. A repair
action is necessary to return the component to a functioning state.

— A secondary failure is a failure caused by excessive stresses outside the design envelop:
of the component. A repair action is necessary to return the component to a functioning
state.

— A command fault is a failure caused by an improper control signal or noise. A repair
action is usually not required to return the component to a functioning state. Command
faults are often referred to as transient failures.

—  The “normal” Basic events in a fault tree are primary failures identifying the equipment
which is responsible for the failure. Secondary failures and command faults are
intermediate events which require a further investigation to identify the prime reasons.

When evaluating a fault event, we ask the question “can this fault be a primary failure?”. If the
answer is “yes”, we classify the fault event as a “normal” Basic event. If the answer is “no”, we
classify the fault event as either an intermediate event which has to be further developed, or as

a “secondary” Basic event. The “secondary” Basic event is often called an “Undeveloped”
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event and represents afault event that is not examined further because information is

unavailable or because its consequence isinsignificant.

» Thegates shall be completed. All inputsto a specific gate should be completely defined and
described before proceeding to the next gate. The fault tree should be completed in levels, and
each level should be completed before beginning the next level.

3. ldentification of Minimal Cut- and Path Sets

A fault tree provides valuable information about possible combinations of fault events which can
result in a critical failure (TOP event) of the system. Such a combination of fault eventsiscaled a
Cut set.
A cut set in afault treeis a set of Basic events whose (simultaneous) occurrence ensures that
the TOP event occurs. A cut set is said to be minimal if the set cannot be reduced without
loosing its status as a cut set.

A path set in a fault tree is a set of Basic events whose non-occurrence (simultaneously)
ensures that the TOP event does not occur. A path set is said to be minimal if the set cannot be
reduced without loosing its status as a path set.

For small and simple fault trees, it is feasible to identify the minimal cut- and path sets by
ingpection without any formal procedure/algorithm. For large or complex fault trees we need an
efficient algorithm. The MOCUS algorithm (Method for obtaining cut sets) is described in
standard FTA textbooks, and an efficient improvement of the algorithm is described by Vatn
(1993).

4. Qualitative Evaluation of the Fault Tree

4.1 Conditionsfor Qualitative Evaluation of the Fault Tree

A qualitative evaluation of the fault tree may be carried out on the basis of the minimal cut sets.
The importance of a cut set depends obviously on the number of Basic eventsin the cut set. The
number of different Basic eventsin aminimal cut set is called the order of the cut set. A cut set of
order oneis usually more critical than a cut set of order two, or higher. When we have a cut set
with only one Basic event, the TOP event will occur as soon as this Basic event occurs. When a
cut set has two Basic events, both of these have to occur at the same time to cause the TOP event
to occur.

Another important factor isthe type of Basic eventsin aminimal cut set. We may rank the
criticality of the various cut sets according to the following ranking of the Basic events:

1. Human error

2. Failure of active equipment

3. Failure of passive equipment

The ranking is based on the assumption that human errors occur more frequently than active
equipment failures, and that active equipment is more failure-prone than passive equipment (an
active or running pump is for example more exposed to failures than a passive standby pump).

4.2 Ranking of critical minimal cut sets

Based on this ranking, we get the ranking of the criticality of minimal cut sets of order two as
shownin Table 2.

Table 2 Criticality ranking of minimal cut sets of order two.
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Rank Basic event no. 1 (type) Basic event no. 2 (type)

1 Human error Human error

2 Human error Active equipment failure
3 Human error Passive equipment failure
4 Active equipment failure Active equipment failure
5 Active equipment failure Passive equipment failure
6 Passive equipment failure Passive equipment failure

5. Quantitative Analysis of the Fault Tree

5.1 Important system reliability measures

When reliability datafor each of the Basic eventsis available, it is possible to carry out a
guantitative evaluation of the fault tree. Different system reliability measures may be of interest.
In Table 3 some important system reliability measures are listed.

Table 3 System reliability measures

Reliability

Measure Description

Qo(d) The probability that the TOP event occurs at time t.

Ry(D) The probability that the TOP event does not occur in [0, ).
MTTF Mean time to first system failure.

Freq distr. Distribution of TOP event frequency.

Freq(TOP Frequency of the TOP event.

E(#failures) Expected number of failures within a time period.

5.2 Qo(t) - The probability that the TOP event occursat timet.

Qo(t) isthe probability that the TOP event is occurring at timet. If the state of each component
in the fault tree is known at time t, then the state of the TOP event can also be determined
regardless of what has happened up to time t. Hence Qo(t) is uniquely determined by the gi(t)’s.

If all components have failure data of the catefjany demand probability, theq(t)’s are constant
with respect to the time, hen@g(t) is also time invariant. If at least one component in each
minimal cut set has data of the categapairable unit or non-repairable unit, the corresponding
gi(t)’s will increase fron;(0) = 0 to some asymptotic valggeo) < 1 implying Qo(t) to increase

from Qu(0) = 0 toQg() < 1.

It makes no sense to obtain values@gft) when components with failure data of category
frequency is used. Components with failure data of catediaguency are assumed to function at
timet with probability one duration of occurrence equals zero). Thus minimal cut sets with such
components are also assumed to function atttivith probability one.

1)

5.3 Ro(t) - Theprobability that the TOP event does not occur in [O,t).

Ro(t) is the probability that the TOP event mas occurred in the time period from Otid.e. the
probability that the system has survived up to time

2 We will use the ternsomponent instead ofnput event because it is natural to think about the

occurrence of an input event as a component failure. In other situations, e.g. when the input event
represent auman error, this is not natural.

2) The failure data categories are defined in Section 6.
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In opposition to Qq(t), Ro(t) does depend on what has happened up to time t, and not only the
situation at timet. We will illustrate this by considering a system with two components A and B in
paralel. This correspondsto two components connected with an AND-gate. The TOP event is
occurring if both A and B are occurring at timet, hence

Qo(t) = ga(t) = gs(t)

To determine whether the TOP event does occur one or several times upttottisneot
sufficient to know that both components have failed one or several times up toTimse
because the TOP event witht occur if one of the component is functioning while the other is
repaired.
As a special case, whatl components have failure data of categuoy-repairable unit, we
have

Ro(t) = 1 - Qo(t)

Generally Monte Carlo techniques or use of numerical integration is requited to caRg(tlate

54 MTTF - Mean timeto first system failure.

MTTF is the mean time to tHe st failure of the TOP event. The MTTF is always greater or equal

to the mean timbetween failures, MTBF. This is because all components are assumed to function
at timet, but this assumption can not be made when the system has been restored after a system
failure.

Generally Monte Carlo techniques is requited to calculate MTTF.

55 Freq(TOP)/E(# failures)/Freq distr.

The frequency of the TOP event is the expected number of occurrences of the TOP event in a
period of time, for example:
Freq(TOP) = 2 occurrences per year.

Note that the number of occurrences of the TOP eveni,9aya given period of time, is a

random number. We may be interested in obtaining thgribution of X as well as thexpected

value of X, E(X). Thus the notatioRreg(TOP) is not always clear, in some situations we mean the
distribution ofX, in other situations we meanX( The distribution o is determined by the
probabilities PX=0), PKX=1), PX=2) etc., and the expected valuexak given by:

E =y i OP(X =) o

i

If the times between consecutive occurrences of the TOP evexxpanentially distributed, then
the number of failureX, in a unit period of time will b&oisson distributed with parameter=
1/E(X) and the distribution oX is given by:

Px=ip = A o
il 2)

A common situation when the frequency of the TOP event applies, is when one and only one
component in each minimal cut set has failure data of catégooency. As an example,

consider a system with two componeftandB in parallel. Componer has data of failure
categoryfrequency, sayfa, and componer has failure data of categooyp demand probability,
saygs. We then have:

Freq(TOP) = [Gs 3)
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Thiswill be atypical situation when A is an undesired event and B isabarrier. Please refer to the
Hand Calculation Method in Section 7.5 for further discussion of this situation.

5.6 Notationsfor describing reliability measures

We will end this chapter by giving an overview of the notation used when describing reliability
measures. The overview isgivenin Table 4.

Table 4 Summary of notation

Notation Description

Qo(d) P(the TOP event occurs at time ).

Q}_ (1) P(cut set joccurs at time )

Ry(9) P(the TOP event does not occur in [0,1) ).

MTTF Mean time to first system failure.

Freq(TOP) Frequency of the TOP event.

E(#fail.) Expected number of failures within a time period.

Ao al) Average system availability in [0,7).

g(d P(i'th component is not functioning at time ).

A Failure rate, i'th component, i.e. expected number of failures
of i'th component per hours.

fi Frequency of i'th input event, i.e. expected number of

occurrences of i'th input event per hours.

T Mean time to repair, MTTR, for i'th component (in hours).

t Length of test interval for components periodically tested (in
hours).

P10 Birnbaum's Measure of Reliability Importance

) Vesely-Fussell's Measure of Reliability Importance.

D) Improvement Potential Reliability Measure

I“R(1p) Criticality Importance Reliability Measure

1°0)) Order of smallest cut set

By1) Birnbaum’s Measure of Structural Importance.

1) Cut set importance of cut set j

6. Input Datatothe Fault Tree

6.1 Category of failuredatafor input events

The crucial factorsin the quantitative evaluation of the fault tree are the reliability datafor the
input events. The following five different categories of failure data for input events are often
relevant:

* Frequency
*  On demand probability
» Testinterval

* Repairableunit
» Nonrepairable unit

In Table 5, the different categories are listed:
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Table5 Category of failure data for Input events

Category of failure data Reliability Parameters

Code Description

1 House event ON/OFF

2 Frequency f = Frequency ¥

3 On demand probability | g = Probability

4 Test interval t' =Test interval ?, T = Repair time ? and
\ = Failure rate®

5 Repairable unit T = Repair time ? and A = Failure rate®

6 Non repairable unit \ = Failure rate®

Y Expected number of occurrences per hour.

2 To be specified in hours,
¥ Expected number of failures per hour.

6.2 Frequency

This category is used to describe events occurring now and then, but with no duration. Thus the
probability that the event is occurring at timet, qi(t) = O.

Note! If thereisaduration of the event, the event should be described as arepairable unit, where
the failure rate equals the frequency of the event, and the repair time equal s the duration.

6.3 On demand probability

This category is usually used to describe components which is not activated during normal
operation. The component is demanded only now and then. The reliability data represents the
probability that the component is not able to perform its function upon request. In safety systems,
the operator is often modelled by an on demand probability, for example: Operator failsto
activate manual shut-down system.

6.4 Tedtinterval

This category is used to describe components which are tested periodically with test interval t . A
failure may occur anywhere in the test interval. The failure will, however, not be detected until the
test is carried out or the component is needed. Thisisatypical situation for many types of
detectors, process sensors and safety valves. The probability gi(t) isin this situation often referred
to as the mean fractional dead-time, MFDT. Thereliability parameters entered are the failure rate
A, thetestinterval t (in hours) and the repair time T . The MFDT may be approximated by the
formula:

At T
q,(1) = 7+t_ (4)

Note that thisformula only isvalid if we have independent testing of each component. If
components are tested simultaneously, or if we have staggered testing, this formulawill not be
correct.

6.5 Repairableunit

The component is repaired when afailure occurs. If the failure rate is denoted A and the mean
timeto repair (MTTR) is denoted T, and q;(t) may be calculated by the formula:

AT (1 Atjt
q,t) = i

(]—e T )
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Note that by letting t tend to infinity, we obtain the well-known approximation:

MTTR
q,(1) =
MTTR + MTTF 6)
where
MITF = ki
A (7)

6.6 Non repairable unit

The component is not repaired when afailure occurs. If the failure rate of the component is
denoted by A, then:

q,t) = 1-&™* 8)

7. TOP Event Calculations

7.1 Methodsfor calculation of different reliability measures

7.2 Qu(t) - The TOP Event Probability

The probability of the TOP event is denoted by
Qo(t) = P(“The TOP event is occurring at tirtig

For a given point in timg the value of)y(t) of course depends on the structure of the fault tree
and of the probabilities of occurrence of the input events atttime

7.2.1Upper Bound Approximation for Qo(t)

The following formula provides an upper bound @t), and is usually a satisfactory
approximation taQo(t).

Let the minimal cut sets of the tree be dendtgH,,...Kk. By the assumption of independence of
input events, the probability that all input events in the minimal cug;setcur, is

0,m = [0 (9)

10K
If the cut sets were disjoint, then they would be stochastically independent and we would have

0,) = 1~ []01-0,0)
- (10)

In general, however, the minimal cut sets are not disjoint. In this case it may be shown that we
always have

O, 21-[]1-0,0) (11)

and that in facQo(t) approximately equals the right hand side of (11) at least whepthe are
close to O.
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It should be noted that the inequality (11) for Qo(t) is also applicable when the input eventsin the
fault tree are positively dependent (so-called associated) rather than independent.

7.2.2Exact Calculation of Qy(t); the ERAC Algorithm

The upper bound approximation presented in section 7.2.1 may in some situations be rather
inaccurate. A number of alternatives have therefore been proposed. One of these alternativesisthe
ERAC agorithm (Exact Reliability/Availability Calculation) which was developed by Aven
(1985).

7.3 Calculation of Ry(t), MTTF and Freq(TOP) Using Simulation
The reliability function for the TOP event is defined as

Ro(t) = P(“TOP event has not occurred in the time interval [0,t]")

where it is assumed that the system is perfect at time 0, i.e. no input events have occurred by tim
0.
ThusRy(t) is thesurvival function of the system with respect to the non-occurrence of TOP event.
The functionRy(t) should not be confused with the functids(t) = 1 -Qo(t), which is the
probability that the TOP event does not occur at timéthout regard to whether the TOP event
has occurred or not before timet. Thus we always havey®) < 1 - Q(t).
A lower bound forRy(t) is obtained by putting all repair times equal to infinity and computing the
resulting ‘Qq(t)” by one of the methods described above.
Generally one may obtain an estimate of the exact valRg(tf together with other information
from a Monte Carlo simulation. The user then has to specify the time intetyahf@ the
number of runs.
Each run constitutes a simulated realisation of the system performance in the time interval [0,t),
and the times of occurrences of the TOP event are recorded for each run. The results are, after a
runs have been done, summarised to obtain estimates for

* Ryt

* MTTF ( = mean time to first occurrence of the TOP event)

* Frequency[D2HXE|Frequency|1iD2HBFrequency27] distribution for the number of

occurrences of the TOP event int]O,
o Apalt) (= system availability in [@))

Ro(t) is estimated as the relative number of runs with no TOP event occurring.in [0,

The simulation procedure is not of interestdiatic fault trees, i.e. fault trees for which thé)

do not depend on Thus the analysis is restricteddymamic trees, i.e. fault trees for which each
minimal cut set contains at least one input event i {thdepending on

The Monte Carlo simulation gives inaccurate values for very reliable systems. If reliable systems
are considered, the numerical integration method described below should be used.

7.4 Calculation of Ry(t), MTTF and E(#failures) Using Numerical I ntegration

We will now present a method for obtaining TOP event measures by using numerical integration.
The method is due to Vesadyial (1981), who also wrote the computer program KITT where this
method was implemented. This method is also referred to as Kinetic Tree Theory, KTT.

As in Section 7.2.1 we denote the minimal cut seti,,... Kk. The probability of occurrence

of cut sek; is:

0,0=[]40 (12)

i0K

Now introduce
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wi(t) = failurefrequency of thei’'th component
Wgj(t) = failure frequency of cut sé&
Wo(t) = system failure frequency

The system failure density can now be obtained by:

- 00,(1)

W (1) :,-Zz 20 1) wi, (1) .
where
60200 .
1) 14
and
w, () = 1%7[1- 4, A, as)

(Aj is the failure rate for théth component, thus we do not sum for components aittlermand
failure data)
The system failure rate is defined by

A= Wéf)(t) (16)
Finally we find by (numerical) integration:
Ro(t) = e (17)
MTTF = Ry(t)dt (18)
E(no. fail up to t) = [,wy(T)dT (19)

The above formulas only applies to very reliable systems. For unreliable systems, the formulas ar
inaccurate, and simulation should be considered.

7.5 Calculation of Freq(TOP) Using the Hand Calculation Method

The hand calculation method can be used to obtain the frequency of the TOP event. In the
situation where each minimal cut set contains one and only one component with data type
“frequency” and the remaining component in each cut set is of type “on demand probability” the
formula is given by:

Freqtor)= Yy {1, a0} (20)

all cut sets K ;
’ iDK/-
i#k;

wherefy; is the frequency of the input event with “frequency” data in cuseinda;(t) is the
probability that input evertin cut seK; occurs at time.
In the general situation the following formula may be used:
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Freqror)= S {S A [ 4.0} (21)

all cut sets g ;  1UK
’ ]D[(]
I#£i

where A, isthe frequency/failure rate of component i and q(t) is the probability that input event |
occurs at timet.

8. Measuresof | mportance

The reliability importance of acomponent in a system will generally depend on the location of the
component in the system, and the reliability of the component. In the following we will describe
some measures which quantify this relation. A number of different measures have been defined,
and in this presentation the following measures will be described:

» Vesely-Fussell's measure of reliability importance.

* Birnbaum’s measure of reliability importance.

* Improvement potential.

» Criticality Importance.

» Order of smallest cut set

* Birnbaum’s measure of structural importance.

8.1 Vesely-Fussell's Measure of Reliability Importance

Vesely-Fussell's measure of reliability importance for componisndefined by:
IF(i|to) = the conditional probability that at least one minimal cut set containing input
event no. i isfailed at time to, given that the system fails at time to.

(We say that a minimal cut set fails if all the input events in the set occur).
The following approximation, which is usually good, may be used to corfjute

> 0,0
1= — (22)
0,

where the upper indéxmeans that, in the numerator, only the minimal cut sets containing input
event noi are considered. Then; il the number of minimal cut sets containing input event. no.
Vesely-Fussell's measure of importance can be interpreted as the probability that the TOP event
caused by input event nd, when it is given that the TOP event has occurred. Then by saying that
“the TOP event is caused by input eventifjowe mean that input event nooccurs and the rest

of the input events in the fault tree are in such states that the TOP event occurs if and only if inpu
event no. i occurs.

8.2 Birnbaum’s Measure of Reliability Importance
Birnbaum’s measure of reliability importance for componestdefined as follows:

1%(i|t) = the partial derivative of Qu(t) with respect to g;(t)

Thus an increase of(t) by a (small) amoursd;, say, will increas€y(t) by an amount
(approximately); times|®(i[t).

In order to calculate Birnbaum’s measure of reliability importance we may introduce another
interpretation:
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1%(it) =P(“TOP-event occurs &’ | gi(t)=1) - P(“TOP-event occurs #t| g(t)=0) (23)

i.e. the difference between the probabilities of the TOP-event computed under the assumptions
that input event na.is known to occur and is known to not occur, respectively. This difference
may be interpreted as the probability that input event isaritical at timet.

To give a simple example, consider a parallel system of two components. Then, for the TOP-ever
“system failure” we hav€o(t) = qa(t)ge(t), so

1P(11) = qe(t),  1°5(28) = ().

8.3 Improvement potential
The improvement potential reliability measure for componentiefined by:

I'P(i]t) = theincreasein systemreliability if component i is replaced with a perfect
component at time't,

The improvement potential measure is related to Birnbaums measure by:

"l =1°(i1) §,1)

8.4 Criticality Importance
The criticality importance reliability measure for compondatdefined by:

I°R(i|t) = the probability that component i is critical for the systemand is failed at timet,

given that the systemisfailed at timet.
The criticality importance measure is related to Birnbaums measure by:
5
IRy = M
Op(1)

8.5 Order of smallest cut set
The order of smallest cut set importance measure is defined by:

19(i) = The order of the smallest cut set containing component i

Note that this is a qualitative measure that does not depend on the component reliabilities.

8.6 Birnbaum’s Measure of Structural Importance
Birnbaum’s measure of structural importance for componierdefined as follows:

Byi) = therelative number of system states for which component i is critical for the
system.

Component iscritical if the state of the system is such that the system functions if and only if
component functions. A more precise definition of this measure is:
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(24)

where 17,{i) isthe total number of critical path vectors for component i. A critical path vector for
component i is a state vector of the other componentsin the system such that the system functions

if and only if thei’th component functions. The idea behind this measure is to count the relative
number of different states of the system ¢gtler components thar) which cause componento
becritical for the system.

It can be shown that if all components han® = 0.5, therBi) = I%().

8.7 Cut set importance
The cut set importance for cut &t defined by

1°'(j) = the conditional probability that at minimal cut set{ XE "Cut set}{ XE "Cut set'} j

isfailed at timet, given that the systemisfailed at timet.
Cut set importance is calculated by the formula
o 4:(1)
—n o (25)
o (1)

whereQy(t) is the probability that the TOP event is occurring at time
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