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CORAS i praksis oo

2.0
W 7 feltstudier i lgpet av selve CORAS-prosjektet
m E-handel og telemedisin .""“
B Risikoanalyser i nasjonale og internasjonale
prosjekter
m Autentisering i mobile tjenester
m Elektronisk dokumenthandtering A

m Mobil tilgang til informasjonssystemer

m Tillit og juridiske problemstillinger i virtuelle
organisasjoner

m Kraftforsyning

I
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Modellbasert risikoanalyse 7;'-3'
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CORAS-verktgyet 20

B Understgtter risikoanalysemetodikken

m Dokumentasjon, presentasjon, vedlikehold og gjenbruk .""“
av risikoanalyser og resultater

¥ Integrasjon med 3dje-parts verktgy
m Systemutvikling, f.eks. UML-modellering
m Risikoanalyse, f.eks. feiltreanalyse
B Basert pa standardiserte dataformater
m Muliggjar samvirke med verktgy som allerede er i bruk
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Integrasjon med UML-verktgy ot

Systemdokumentasjon i UML,

f.eks. aktivitetsdiagrammer

( Propozal dizcussion )

( Generate concept de

( et operations data j
H{ Megotiste requirem ents )

C Update custamer requirement = )

Design cycle
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Details UML Madel | UML Diagram
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- Froposal discussion
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Direkte stgtte for CORAS-spraket 7;‘3
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Import av feiltreanalyse 5""0’

Fei Itre UtV| klet Deszigns disclosed to

competitor

| OpenFTA ol

4 fault kree =10l =

Details  Faulk Tree Mode

Diagram

Information <?xml wversion="1.0 ding="UTF-8" 7>
miﬁﬁ?ﬁgﬂie <faultTree xmlns= coras.sourceforge.n
zecurty policies are <topltem:-

Ireuietni Elt I g ek e=igns disclosed to competitor

<gate Type="ORMT>

<intermediatelNode:

<description>Information unintentionally dis

<gate tLype="AND":

<intermediatelNode:

<description>Employee accesses confidential o

4 | ,
Employes accesses Filename: Idesigns_disclcuseu:l_tu:u_n:u:umpetitu:ur.xml

canfidential
information to which
hefzhe should not
hawve access

Employee not aware of
confidentiality issues

Impark | Export | Edit |

Save - | Close |

@ 2003-2005 SINTEF
http:ficoras sourceforge net

SINTEF 8



CORAS

Elektronisk versjon av metodikk 5”"3

File Help

Risk Analysis Projec:tl Experience Library CORAS Methodologyl

' Home @3 Back gDFnrward |

Sub-processes

Context ldentification

CORAS Methodology o

Welcome to the CORAS Methodology Guide!

Risk ldentification

Risk Estimation lUse the menu on the left to navigate through the different sub-processes. This start
page is always available under the dark blue square at the top of the main content

Risk Evaluation Wil i cnvy

Risk Treatment Context Identification

The context identification sub process consists of four main activities that should be
carried out in a sequential arder.

Risk ldentification

The risk identification sub-process consists of three activities of which the first twio
are complementary and may be carried out in arbitrary order. The third is adviced to
be performed after the other two have been completed.

Risk Estimation

The chosen methods for consequence and frequency evaluation depend on the -
results from the risk identification sub process, the historical information available

and the anakysis group's ability to assign consequence values and frequency values.

It is often advisable to combine complementary approaches, for example, a bottom-

up and a top-down approach.

Risk Evaluation =l @ 2003-2005 SINTEF
File: )0 [ COR.AS% 20T ool%202.0, 2/ client/helpihelp/navmery. bkl http:ficoras sourceforge net

SINTEF g




CORAS
Understﬂtter dokumentaSJon 7;90'

Risk Analysis PFOJECtl Experience Library| CORAS Methodology|
_4 demo o -
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Design cycle
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5 Internal design rewiem
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Full description: ( 1
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Save - | Close |
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Vedlikehold — konsistens

& CORAS Risk Analysis Tool

File Help

Risk Analysis Projectl Experience Libraw' CORAS Methodology'
_4 demo

[ Risk anakys

Z Consistency check result For risk scenarios

[+ § Cantext identification £ risk scenaiiiy EEE
- value definitions Details Table Editor I
business process Scenario ID Asset ID Reference Threat Wulner ability Incident Scenario
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Full description:

[v Show warnings

SINTEF

[ Fault try
-] Risk ewaluz P
@ risk treatn| L Descripkion
€3 |Row 1: Asset with ID 'Partner krust' is not defined. :l

Elemert Infa—— | /%% [Fiow 1 Missing scenario 1D,

Type: Ay \Row 1 Mo vulnerability defined.

Mame: Ay |Row 1: Mo scenario defined.

Descripkion:
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Oppsummering 20

B CORAS 2.0 integrerer
m forskjellige risikoanalyseteknikker .“""“
B metodikk for systemutvikling

B Grafisk sprak for dokumentasjon av risiko

m Understgtter kommunikasjon og forstaelse
¥ Verktgystatte A

B Dokumentasjon, presentasjon, vedlikehold og gjenbruk
av risikoanalyser og resultater I
@ 2003-2005 SIMTEF
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Lyst til a prave? o
Behov for en analyse? O
Ta kontakt!

Fredrik Vraalsen
fredrik.vraalsen@sintef.no
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