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S om etim e in the m id 1990’sS om etim e in the m id 1990’s
A developer working on DCOM wrote A developer working on DCOM wrote 
some simple code to copy the server name some simple code to copy the server name 
from an object activation requestfrom an object activation request
The process listening for object activation The process listening for object activation 
requests on a well known port (135) is requests on a well known port (135) is 
R P C S S … and it runs as LO C A LS Y S T E MR P C S S … and it runs as LO C A LS Y S T E M
The buffer allocated was the max size for a The buffer allocated was the max size for a 
computer name, but nobody ever checked computer name, but nobody ever checked 
for a buffer overrun… and the rest is historyfor a buffer overrun… and the rest is history
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error_status_t _RemoteActivation(..., WCHAR *pwszObjectName, ... )  {
*phr = GetServerPath( pwszObjectName, &pwszObjectName);
...

}

HRESULT GetServerPath(WCHAR *pwszPath, WCHAR **pwszServerPath ){
WCHAR * pwszFinalPath = pwszPath;
WCHAR wszMachineName[MAX_COMPUTERNAME_LENGTH_FQDN + 1];
hr = GetMachineName(pwszPath, wszMachineName);
*pwszServerPath = pwszFinalPath;

}

HRESULT GetMachineName(
WCHAR * pwszPath,
WCHAR   wszMachineName[MAX_COMPUTERNAME_LENGTH_FQDN + 1]) {

pwszServerName = wszMachineName;
LPWSTR pwszTemp = pwszPath + 2;
while ( *pwszTemp != L'\\' )

*pwszServerName++ = *pwszTemp++;
...

}

Buffer Overrun ExamplesBuffer Overrun Examples
DCOM Remote Activation (MS03DCOM Remote Activation (MS03--026)026)

Copies buffer from the 
netw ork until ‗\‘ char found

Sitting on port 135



Copyright 2006 Microsoft CorporationCopyright 2006 Microsoft Corporation

Blaster VirusBlaster Virus
July 16July 16thth 2003 2003 –– The Last Stage of Delirium Research The Last Stage of Delirium Research 
Group informs Microsoft of a flaw in DCOM object activation Group informs Microsoft of a flaw in DCOM object activation 
but does not publish technical detailsbut does not publish technical details
July 25July 25thth 2003 2003 –– XFocus releases technical details of the XFocus releases technical details of the 
flaw flaw 
August 11August 11thth 2003 2003 –– nearly 4000 computers an hour are nearly 4000 computers an hour are 
infected in the first week as uninfected in the first week as un--patched systems are patched systems are 
attackedattacked
Ultimately, over 1.5 million computers are infectedUltimately, over 1.5 million computers are infected
3, 370, 000 P S S  calls in S ept ‘03 (norm al virus volum e is 3, 370, 000 P S S  calls in S ept ‘03 (norm al virus volum e is 
350,000)350,000)
“A fter tw o decades' w orth of S w iss cheese softw are “A fter tw o decades' w orth of S w iss cheese softw are 
security, the world's biggest supplier of operating security, the world's biggest supplier of operating 
system software has run out of excuses.system software has run out of excuses. ― C harles ― C harles 
Cooper Cooper –– CNETCNET
Estimated economic impact: $2 billionEstimated economic impact: $2 billion
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N eed a better w ay…N eed a better w ay…
Until you know your threats, you cannot secure your 
system
Old way – based on experience and opinion (unstructured)

Security features are applied in a haphazard manner without 
knowing precisely what threats each feature is supposed to 
address. 
H ow  do you know  w hen your application is ―secure enough‖?
How do you know the areas where your application is still 
vulnerable?

Threat modeling is a structured process by which you:
Systematically identify and rate the threats that are most likely to 
affect your system
Address threats with appropriate countermeasures in a logical 
order, starting with the threats that present the greatest risk.
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What is Threat Modeling?What is Threat Modeling?

Structured approachStructured approach
Identify ThreatsIdentify Threats

Based upon the application architectureBased upon the application architecture
Rating and PrioritizationRating and Prioritization

Define CountermeasuresDefine Countermeasures
Start with threats that present greatest riskStart with threats that present greatest risk

Measure ResultsMeasure Results
Impact, Probability, Cost, BenefitImpact, Probability, Cost, Benefit
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Benefits of Threat ModelingBenefits of Threat Modeling

BenefitBenefit
A llow s business to define ―S ecure A llow s business to define ―S ecure 
E nough‖E nough‖
Cost efficient and effectiveCost efficient and effective
N ot a haphazard or random  ―shotgun‖ N ot a haphazard or random  ―shotgun‖ 
approachapproach
Document remaining vulnerabilitiesDocument remaining vulnerabilities
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When is Threat Modeling When is Threat Modeling 
done?done?

Initial effort: Immediately after functional Initial effort: Immediately after functional 
specifications are completedspecifications are completed
Reviewed and/or Updated: Reviewed and/or Updated: 

Validated at Design ReviewValidated at Design Review
Reviewed at Code Complete by Application TeamReviewed at Code Complete by Application Team
Reviewed at System Test by Application TeamReviewed at System Test by Application Team
Validated at Security Assessment (UAT)Validated at Security Assessment (UAT)
Reviewed on Implementation by Application TeamReviewed on Implementation by Application Team
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Threat Modeling Process Threat Modeling Process 
Asset IdentificationAsset Identification
Architecture OverviewArchitecture Overview
Decompose ApplicationDecompose Application

Identify ThreatsIdentify Threats
Document Threats Document Threats 

Rate ThreatsRate Threats

DefineDefine
Assets Assets 
Entry PointsEntry Points
RolesRoles

ModelModel
Threat EventsThreat Events
Attack ScenariosAttack Scenarios

MeasureMeasure
RiskRisk
Mitigation CostMitigation Cost
BenefitBenefit
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Threat Modeling Process: Define Threat Modeling Process: Define 
PhasePhase
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Enumerate ThreatsEnumerate Threats
The critical point in creating a usable threat The critical point in creating a usable threat 
modelmodel
Also the most difficult step in the process.Also the most difficult step in the process.
Brainstorm attack hypothesesBrainstorm attack hypotheses

Every idea should be considered no matter how Every idea should be considered no matter how 
remoteremote

For a given entry point where a specific For a given entry point where a specific 
external entity interfaces w ith the system …external entity interfaces w ith the system …

What securityWhat security--critical processing occurs?critical processing occurs?
What might an attacker try to do to thwart that What might an attacker try to do to thwart that 
processing? processing? 
How would an attacker use an asset outside of its How would an attacker use an asset outside of its 
expected use?expected use?
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Enumerate ThreatsEnumerate Threats
It is important not to confuse threats with It is important not to confuse threats with 
vulnerabilitiesvulnerabilities

A threat is simply what an adversary might A threat is simply what an adversary might 
trytry to do to a protected resource in the to do to a protected resource in the 
systemsystem
A vulnerability is a specific way that a threat A vulnerability is a specific way that a threat 
is exploitable based on an unmitigated is exploitable based on an unmitigated 
attack pathattack path

Threats become more specific as the Threats become more specific as the 
process model becomes more specificprocess model becomes more specific
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Enumerate ThreatsEnumerate Threats
Threats can apply a verb to an asset Threats can apply a verb to an asset 
(adversary does something (adversary does something toto an asset)an asset)

Adversary Adversary capturescaptures [password data] using a [password data] using a 
sniffersniffer

Or, they can result Or, they can result inin an assetan asset
Adversary Adversary supplies a path name that supplies a path name that 
exceeds MAX_PATHexceeds MAX_PATH, causing a buffer , causing a buffer 
overflow that may result in the [ability to overflow that may result in the [ability to 
execute native code]execute native code]

In either case, threats are verbsIn either case, threats are verbs
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Identify Threats Using STRIDEIdentify Threats Using STRIDE
Types of threatsTypes of threats ExamplesExamples

SSpoofingpoofing Forging e-mail messages
Replaying authentication packets

TTamperingampering Altering data during transmission
Changing data in files

RRepudiationepudiation Deleting a critical file and denying it
Purchasing a product and denying it

IInformation nformation 
disclosuredisclosure

Exposing information in error messages
Exposing code on Web sites

DDenial of serviceenial of service
Flooding a network with SYN packets
Flooding a network with forged ICMP 
packets

EElevation of levation of 
privilegeprivilege

Exploiting buffer overruns to gain system 
privileges
Obtaining administrator privileges 
illegitimately
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Tool:  Threats TableTool:  Threats Table
ThreatsThreats
Threat Threat 
ID 1

Name Adversary gains access to the remote administration interface 
resulting in access to the phone configuration.

Description The Phone 1.0 has a remote administration interface that allows 
an authorized user to configure it via the PSTN. The interface is 
disabled by default, but can be enabled using the local keypad.

STRIDE Classification Tampering
Information Disclosure
Denial of Service
Elevation of Privilege

Mitigated? No
Known Mitigation If the remote administration interface is enabled, the end user 

should change the default password.
Investigation Notes (none)

Entry Points (6) Remote Administration
(3) Telephone Line
(2) Keypad

Assets (5) Phone configuration
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Determine if Vulnerabilities ExistDetermine if Vulnerabilities Exist

A Threat that has no (or insufficient) A Threat that has no (or insufficient) 
mitigating factors results in a mitigating factors results in a 
VulnerabilityVulnerability—— that is, something an that is, something an 
attacker can exploitattacker can exploit
For each Threat, determine if there are For each Threat, determine if there are 
sufficient protections.  Enumerate those sufficient protections.  Enumerate those 
that are Vulnerabilitiesthat are Vulnerabilities
Use Threat Trees to determine if a threat Use Threat Trees to determine if a threat 
translates into a vulnerabilitytranslates into a vulnerability
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Tool:  Threat TreesTool:  Threat Trees
Used in Threat Modeling to analyze how a Used in Threat Modeling to analyze how a 
threat might be accomplishedthreat might be accomplished
A threat tree is a hierarchical representation of A threat tree is a hierarchical representation of 
conditions, with the root node being the threat.  conditions, with the root node being the threat.  
An An attack pathattack path is a route from a leaf condition is a route from a leaf condition 
to the root threat, inclusive of any to the root threat, inclusive of any andand
condition.  condition.  
Threat Trees are used to determine valid Threat Trees are used to determine valid 
attack paths for a threat.  That is, any attack attack paths for a threat.  That is, any attack 
path that does not have a mitigating node is path that does not have a mitigating node is 
classified as a vulnerability.classified as a vulnerability.
In its most basic form, a Threat Tree consists In its most basic form, a Threat Tree consists 
of a single Threat, and multiple Mitigated of a single Threat, and multiple Mitigated 
Conditions and Unmitigated Conditions.Conditions and Unmitigated Conditions.
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1.0 View payroll data (I)
1.1 Traffic is unprotected (AND)
1.2 Attacker views traffic

1.2.1 Sniff traffic with protocol analyzer
1.2.2 Listen to router traffic

1.2.2.1 Router is unpatched (AND)
1.2.2.2 Compromise router 
1.2.2.3 Guess router password

Threat #1 (I)
View payroll data

1.1
Traffic is 
unprotected

1.2
Attacker views
traffic

1.2.1
Sniff traffic with 
protocol analyzer

1.2.2
Listen to router
traffic

1.2.2.1
Router is 
unpatched

1.2.2.2
Compromise 
router

1.2.2.3
Guess router
password

Threat/Attack TreesThreat/Attack Trees
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DDamage (Impact)amage (Impact)
How great can the damage be?How great can the damage be?

RReproducibility (Probability)eproducibility (Probability)
How often does the attempt work? How often does the attempt work? 

EExploitability (Probability)xploitability (Probability)
How much expertise is required to affect it?  What are the How much expertise is required to affect it?  What are the 
prepre--conditions? conditions? 

AAffected Users (Impact)ffected Users (Impact)
How many users are affected? What config options are How many users are affected? What config options are 
used?used?

DDiscoverability (Probability)iscoverability (Probability)
Likelihood if it goes unpatched, it would be discovered by Likelihood if it goes unpatched, it would be discovered by 
security researchers, hackerssecurity researchers, hackers

UseUse DREADDREAD
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Calculate Risk Using Calculate Risk Using 
DREADDREAD

Risk = Impact * ProbabilityRisk = Impact * Probability
Impact = (Impact = (DDREREAAD)D)

DDamageamage
Note: Damage is assessed in terms of Confidentiality, Integrity and Note: Damage is assessed in terms of Confidentiality, Integrity and 
AvailabilityAvailability

AAffected Users ffected Users 
How large is the user base affected?How large is the user base affected?

Probability = (DProbability = (DREREAADD))
RReproducibilityeproducibility

How difficult to reproduce? Is it scriptable?How difficult to reproduce? Is it scriptable?
EExploitability xploitability 

How difficult to use the vulnerability to effect the attack?How difficult to use the vulnerability to effect the attack?
DDiscoverability iscoverability 

How difficult to find?How difficult to find?
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DREAD RatingsDREAD Ratings
RatingRating HighHigh MediumMedium LowLow

DD Damage Damage 
PotentialPotential

Subvert the security Subvert the security 
systemsystem

Get full trust Get full trust 
authorization authorization 

Run as Run as 
administratoradministrator

Upload contentUpload content

Leaking sensitive Leaking sensitive 
informationinformation

Leaking trivial Leaking trivial 
informationinformation

RR Reproducibility The attack can be The attack can be 
reproduced every reproduced every 
time and does not time and does not 
require a timing require a timing 
window.window.

The attack can be The attack can be 
reproduced, but reproduced, but 
only with a timing only with a timing 
window and a window and a 
particular race particular race 
situationsituation

The attack is very The attack is very 
difficult to difficult to 
reproduce, even reproduce, even 
with knowledge of with knowledge of 
the security holethe security hole

EE ExploitabilityExploitability A novice A novice 
programmer could programmer could 
make the attack in make the attack in 
a short timea short time

A skilled A skilled 
programmer could programmer could 
make the attack, make the attack, 
then repeat the then repeat the 
stepssteps

The attack requires The attack requires 
an extremely skilled an extremely skilled 
person and inperson and in--
depth knowledge depth knowledge 
every time to every time to 
exploitexploit
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DREAD RatingsDREAD Ratings
RatingRating HighHigh MediumMedium LowLow

AA Affected usersAffected users All users, default All users, default 
configuration, key configuration, key 
CustomersCustomers

Some users, nonSome users, non--
default default 
configurationconfiguration

Very small Very small 
percentage of percentage of 
users, obscure users, obscure 
feature; affects feature; affects 
anonymous anonymous 
usersusers

DD DiscoverabilityDiscoverability Published information Published information 
explains the attack. The explains the attack. The 
vulnerability is found in vulnerability is found in 
the most commonly the most commonly 
used feature and is used feature and is 
very noticeablevery noticeable

The vulnerability is The vulnerability is 
in a seldomin a seldom--used used 
part of the part of the 
product, and only product, and only 
a few users should a few users should 
come across it. It come across it. It 
would take some would take some 
thinking to see thinking to see 
malicious usemalicious use

The bug is The bug is 
obscure, and it obscure, and it 
is unlikely that is unlikely that 
users will work users will work 
out damage out damage 
potentialpotential
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Tool:  Vulnerabilities TableTool:  Vulnerabilities Table
VulnerabilitiesVulnerabilities
Vulnerability Vulnerability 
ID ID 11
Name Name A user gains access to the administration A user gains access to the administration 

interface.interface.
Description Description If the default password is left unchanged, and the If the default password is left unchanged, and the 

remote administration interface is enabled, then remote administration interface is enabled, then 
remote anonymous users can easily obtain remote anonymous users can easily obtain 
access to the interface.access to the interface.

STRIDE STRIDE 
Classification Classification 

TamperingTampering
Information DisclosureInformation Disclosure
Denial of ServiceDenial of Service
Elevation of PrivilegeElevation of Privilege

DREAD Rating DREAD Rating 7.6 (D: 10, R: 10, E: 8, A: 2, D: 8)7.6 (D: 10, R: 10, E: 8, A: 2, D: 8)
Corresponding Corresponding 

Threat Threat 
1 (Adversary gains access to the remote 1 (Adversary gains access to the remote 
administration interface resulting in access to the administration interface resulting in access to the 
phone configuration.)phone configuration.)
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Tool:  Vulnerabilities TableTool:  Vulnerabilities Table
VulnerabilitiesVulnerabilities
Vulnerability Vulnerability 
ID ID 22
Name Name A user takes advantage of the password ring A user takes advantage of the password ring 

bufferbuffer
Description Description If a user takes advantage of the fact that the If a user takes advantage of the fact that the 

password for the admin interface is a ring buffer, password for the admin interface is a ring buffer, 
the attack could take significantly less than 10^8 the attack could take significantly less than 10^8 
attemptsattempts

STRIDE STRIDE 
Classification Classification 

TamperingTampering
Information DisclosureInformation Disclosure
Denial of ServiceDenial of Service
Elevation of PrivilegeElevation of Privilege

DREAD Rating DREAD Rating 3.8 (D: 10, R: 5, E: 1, A: 2, D: 1)3.8 (D: 10, R: 5, E: 1, A: 2, D: 1)
Corresponding Corresponding 

Threat Threat 
1 (Adversary gains access to the remote 1 (Adversary gains access to the remote 
administration interface resulting in access to the administration interface resulting in access to the 
phone configuration.)phone configuration.)
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Choose Mitigation Choose Mitigation 
StrategiesStrategies

Decide what to do about each Decide what to do about each 
vulnerability.vulnerability.
Fix it?  Provide a workFix it?  Provide a work--around?  Notify around?  Notify 
the end user?  Do nothing?the end user?  Do nothing?
What is the risk associated with a What is the risk associated with a 
vulnerability?vulnerability?
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Mitigation StrategiesMitigation Strategies
Threat TypeThreat Type Mitigation TechniquesMitigation Techniques
Spoofing IdentitySpoofing Identity Appropriate authenticationAppropriate authentication

Protect secret dataProtect secret data
D on‘t store secretsD on‘t store secrets

Tampering with dataTampering with data Appropriate authorizationAppropriate authorization
HashesHashes
Message authentication codesMessage authentication codes
Digital signaturesDigital signatures
TamperTamper--resistant protocolsresistant protocols

RepudiationRepudiation Digital signaturesDigital signatures
TimestampsTimestamps
Audit trailsAudit trails
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Mitigation StrategiesMitigation Strategies
Threat TypeThreat Type Mitigation TechniquesMitigation Techniques
Information Information 
disclosuredisclosure

AuthorizationAuthorization
PrivacyPrivacy--enhanced protocolsenhanced protocols
EncryptionEncryption
Protect secretsProtect secrets
D on‘t store secretsD on‘t store secrets

Denial of serviceDenial of service Appropriate authenticationAppropriate authentication
Appropriate authorizationAppropriate authorization
FilteringFiltering
ThrottlingThrottling
Quality of serviceQuality of service

Elevation of privilegeElevation of privilege Run with least privilegeRun with least privilege
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Calculate the Value of Calculate the Value of 
MitigationsMitigations

Mitigation Value = $M/DMitigation Value = $M/D
Formula: Mitigation Cost / DREAD(delta)Formula: Mitigation Cost / DREAD(delta)
Result: $ per DREAD point reducedResult: $ per DREAD point reduced
Per Vulnerability per Attack ScenarioPer Vulnerability per Attack Scenario

Example:Example:
Mitigation ValueMitigation Value
= $5,000= $5,000

Before Before 
MitigationMitigation

Mitigation Mitigation 
CostCost

After After 
MitigationMitigation

DREAD DREAD 
DeltaDelta

DamageDamage 55 $0$0 55 00

ReproducibilityReproducibility 33 $20,000$20,000 11 22

ExploitabilityExploitability 44 $5,000$5,000 11 33

Affected UsersAffected Users 55 $0$0 55 00

DiscoverabilityDiscoverability 33 $10,000$10,000 11 22

TotalTotal $35,000$35,000 77



Copyright 2006 Microsoft CorporationCopyright 2006 Microsoft Corporation

Knowing when you are Knowing when you are 
donedone

A complete model is one that explores all entry A complete model is one that explores all entry 
points.points.
The model should also consider external The model should also consider external 
dependencies (i.e., are you dependent on dependencies (i.e., are you dependent on 
filesystem normalization matching your filesystem normalization matching your 
internal normalization).internal normalization).
Threat models should include participation and Threat models should include participation and 
review by persons not familiar with the review by persons not familiar with the 
components.components.
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Knowing when you are Knowing when you are 
donedone

If the component is not yet implemented, If the component is not yet implemented, 
an update to the threat model should be an update to the threat model should be 
done postdone post--implementation.implementation.
Finally, models are done when there are Finally, models are done when there are 
no more threats left that require further no more threats left that require further 
investigation.  It does not depend on the investigation.  It does not depend on the 
number of vulnerabilities found.number of vulnerabilities found.
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SummarySummary
Threat modeling is a structured approach Threat modeling is a structured approach 
to discovering the vulnerabilities of your to discovering the vulnerabilities of your 
systemsystem
The threat model is a living document The threat model is a living document 
which must be updated each time the which must be updated each time the 
system is updatedsystem is updated
Threat modeling is the best way to identify Threat modeling is the best way to identify 
and manage security risks of your systemand manage security risks of your system
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Security Focus Yielding ResultsSecurity Focus Yielding Results

Security Development Lifecycle workingSecurity Development Lifecycle working
200M Windows XP SP2 downloads200M Windows XP SP2 downloads
Windows Server 2003 SP1 1.4M downloadsWindows Server 2003 SP1 1.4M downloads
Red Hat adopting our security response ratingsRed Hat adopting our security response ratings
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* As of January 10, 2006* As of January 10, 2006

Bulletins sinceBulletins since
TwC releaseTwC release

Service Pack 3Service Pack 3

Bulletins inBulletins in
period prior period prior 
to releaseto release

1616

33

SQL Server 2000 SP3 SQL Server 2000 SP3 
released 1/17/2003released 1/17/2003

20032003

ReleasedReleased
05/31/200105/31/2001

ReleasedReleased
11/17/200311/17/2003

Bulletins 785 Days Bulletins 785 Days 
After Product ReleaseAfter Product Release

66
1111

992 Days After Product Release

87

Released
11/29/2000

Released
09/28/2003

51

Focus Yielding ResultsFocus Yielding Results
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Source: “Source: “Security InnovationSecurity Innovation (March 2005): (March 2005): 
"Role Comparison Report: Web Server Role" "Role Comparison Report: Web Server Role" 

Source: “Source: “Security InnovationSecurity Innovation (June 2005): (June 2005): 
"Role Comparison Security Report: Database Server Role" "Role Comparison Security Report: Database Server Role" 

http://www.securityinnovation.com/
http://www.securityinnovation.com/
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―M icrosoft has significantly im proved the security of 
its shipping products since the adoption of its 
security development life cycle. The first OS 
product to ship since Microsoft adopted its SDL 
was Windows Server 2003 (with IIS 6). Windows 
2003 has had sufficient operational testing to be 
suitable for security-critical applications‖

Neil McDonald
Group Vice President and Research Director 

Gartner, Inc
(From Gartner Symposium May 2005)



Microsoft CorporationMicrosoft Corporation
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Open, transparent Open, transparent 
interaction with interaction with 
customers customers 
Industry leadershipIndustry leadership
Embracing of Embracing of 
OpenOpen StandardsStandards

Predictable, Predictable, 
consistent and consistent and 
availableavailable
Easy to configure Easy to configure 
andand manage manage 
ResilientResilient
RecoverableRecoverable
ProvenProven

Secure against Secure against 
attacksattacks
Protects Protects 
confidentiality, confidentiality, 
integrity of data integrity of data 
and systemsand systems

ManageableManageable

Protects from Protects from 
unwanted unwanted 
communication communication 
Controls for Controls for 
informational informational 
privacyprivacy
Products, online Products, online 
services adhere to services adhere to 
fair information fair information 
principlesprinciples

file:\\ebc1\briefing\ebcProgram\082004\br12533\Trustworthy_Computing05_750K.wmv
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Reducing the frequency of 
security updates
Rolling out security updates efficiently
Implementing defense-in-depth measures
Managing access in an 
extended enterprise
Better guidance to secure systems
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Service Pack 2

More than 260 million copies distributedMore than 260 million copies distributed
15 times less likely to be infected by malware15 times less likely to be infected by malware
Significantly fewer important & critical vulnerabilitiesSignificantly fewer important & critical vulnerabilities

Malicious Software 
Removal Tool

2B total executions; 200M per month2B total executions; 200M per month
Focus on most prevalent malwareFocus on most prevalent malware
Dramatically reduced the # of Bot infectionsDramatically reduced the # of Bot infections

Most popular download in Microsoft historyMost popular download in Microsoft history
Helps protect more than 25 million customersHelps protect more than 25 million customers
Great feedback from SpyNet participantsGreat feedback from SpyNet participants

As of January 2006As of January 2006

Security configuration wizardSecurity configuration wizard
More secure by design; more secure by defaultMore secure by design; more secure by default
More than 4.5 million downloadsMore than 4.5 million downloadsService Pack 1
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A secure platform strengthened by security products, A secure platform strengthened by security products, 
services and guidance to help keep customers safeservices and guidance to help keep customers safe

Excellence in Excellence in 
fundamentalsfundamentals
Security Security 
innovationsinnovations

ScenarioScenario--based based 
content and toolscontent and tools
Authoritative Authoritative 
incident responseincident response

Awareness and Awareness and 
educationeducation
Collaboration Collaboration 
and partnershipand partnership
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Security Development LifecycleSecurity Development Lifecycle
Security Response CenterSecurity Response Center
Better Updates And ToolsBetter Updates And Tools
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Find Measures for Find Measures for 
ImprovementsImprovements

#breaches#breaches
#patches#patches
Time to PatchTime to Patch
Time to discover vulnerabilityTime to discover vulnerability
......
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TermsTerms
CIA (Defensive Goals)CIA (Defensive Goals)

CConfidentiality onfidentiality (who can read what)(who can read what)
IIntegrity ntegrity (who can write what)(who can write what)
AAvailability vailability (who can access what)(who can access what)

STRIDE (Method of attack)STRIDE (Method of attack)
SSpoofing (Confidentiality)poofing (Confidentiality)
TTampering (Integrity)ampering (Integrity)
RRepudiation (Integrity)epudiation (Integrity)
IInformation Disclosure (Confidentiality)nformation Disclosure (Confidentiality)
DDenial of Service (Availability)enial of Service (Availability)
EElevation of Privilege (Confidentiality, Integrity & Availability) levation of Privilege (Confidentiality, Integrity & Availability) 

DREAD (Measure of Risk)DREAD (Measure of Risk)
DDamage (Impact)amage (Impact)
RReproducibility (Probability)eproducibility (Probability)
EExploitability (Probability)xploitability (Probability)
AAffected Users (Impact)ffected Users (Impact)
DDiscoverability (Probability)iscoverability (Probability)
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SSTRIDE TRIDE -- SpoofingSpoofing
Spoofing threats allow an attacker to pose as 
another user or allow a rogue server to pose as 
a valid server
Examples

Intercepting an HTTP authentication header and 
replaying it to spoof an authorized user
DNS Spoofing

Intercept DNS lookups and return an invalid address

DNS Cache poisoning
Fools ISP name servers for middleman attacks

Q uestion: C an som eone ―spoof‖ this system  by Q uestion: C an som eone ―spoof‖ this system  by 
pretending to be someone they are not?pretending to be someone they are not?
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SSTTRIDE RIDE -- TamperingTampering
Malicious modification of dataMalicious modification of data
ExamplesExamples

Unauthorized changes to address on a credit Unauthorized changes to address on a credit 
account in a databaseaccount in a database
Alteration of data as it flows between two 
computers over an open network
Changing the contents of a file with weak 
ACLs to deface a website

January 2003, Microsoft New Zealand website January 2003, Microsoft New Zealand website 
defaced because of weak ACLsdefaced because of weak ACLs

Question: What data would an attacker Question: What data would an attacker 
want to tamper with?  How would they gain want to tamper with?  How would they gain 
access to tamper with it?access to tamper with it?
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STSTRRIDE IDE -- RepudiationRepudiation
Users who deny performing an action 
without other parties having any way to 
prove otherwise

A user performing an illegal operation in a 
system that lacks the ability to trace the 
prohibited operations

Nonrepudiation is the ability of a system to 
counter repudiation threats

User purchases an item and has to sign for 
the item upon receipt

Question: What actions must we be able to Question: What actions must we be able to 
prove?prove?
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STRSTRIIDE DE –– Information Information 
DisclosureDisclosure

Disclosure of information to individuals 
who are not supposed to have access to it

Attacker reads credit card numbers from 
database
Attacker obtains database connection string 
from configuration file
Attacker obtains credentials from data in 
transit by setting up a ―m an -in-the-m iddle‖ 
attack
―P hishing‖ attacks

Question: What information would an Question: What information would an 
attacker want?  How would they access it?attacker want?  How would they access it?
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STRISTRIDDE E –– Denial Of ServiceDenial Of Service
Deny service to valid users
Victims include Microsoft, Yahoo, SCO 
and many others
A ttacks launched by ―Z om bies‖ (infected 
PCs)

Up to 50K machines participating
Often use malformed TCP packets
O r sim ple large ―P ing‖ m essages

Question: How would we prevent a DDOS Question: How would we prevent a DDOS 
attack?attack?
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STRIDSTRIDEE –– Elevation Of Elevation Of 
PrivilegePrivilege

An unprivileged user gains privileged An unprivileged user gains privileged 
access and thereby has sufficient access access and thereby has sufficient access 
to compromise or destroy the entire to compromise or destroy the entire 
systemsystem

BlasterBlaster
―Z om bie‖ program s―Z om bie‖ program s
Keystroke loggersKeystroke loggers
SlammerSlammer
CodeCode--RedRed

Question: How would an attacker elevate Question: How would an attacker elevate 
privilege on our system?privilege on our system?


