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Background

B System change is inevitable, due to:
m Maintainance, system evolution

m Organisational change
® New collaboration patterns, functionalities, users, regulations,
standards, technologies...

B Dynamics of systems/componenets in collaboration with varying QoS
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Objectives

® Trustworthy architecture over time, inspite of adaptions.
B Preserve both adaptability and trustworthiness.

B Reduce the time and risk of enabling and deploying more/additional types
of collaborations.
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Approach

B Only technical, objective and quantifiable aspects

® Modeling and simulation

B Predicting architectural change impacts on relevant
guality characteristics
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PREDIQT:
“Model Based Prediction of Change Impacts
on Architecture Quality”

B Enables prediction of architectural change-impacts on the quality
characteristics.

m Prior to change deployment
B Preventative or adaptive, rather than a corrective approach

B Based on
m Quality models
m Design models
m Dependency views
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Method overview:

Quality models

Designh models

SMaIA Aouapuadaq

Implementation
models

Predictions, sensitivity analysis

the output levels

System specific definition of quality
characteristics, dimensions, metrics
and units.

Design models detailed to the level
which is to be predictable

System representation with
measurable entities for evaluating QoS
characteristics and mutual impacts

Change, new quality level, impacts
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sage
profile, SLA,
requirements

..................................................................................................................

Collect input|=—

Define
requirements

T Quality

predictability
domain?

Phase 1: creation and evaluation of the prediction models

Phase 2: Use of the models to predict impacts of changes

..................................................................................................................

models. -

Method overview: the process

Quality
models
(UML, 1SO)

Design
models
(UML) 4

Dependency
views (UML)

J

Models QA

J

Estimation

l

Measurement

|

Quality impact\‘x
prediction | analysis and .
ﬂ simulation prediction
models?
" Mo
Change New change )=
withinthe  _|enforcement || |Fit the models

on prediction|™ | (quantitative and

graphical)

Model evaluation:
-Evaluate quality of predictions
-Derive the predictability domain




Applying the method

A case study addressing
guality prediction of “Validation Authority service” (DNV)

Fall 2008
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Extracts from

VAS specific quality models
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Conceptual VA quality model - overall

Quality: "The totality of characteristics of an entity that bear on its ability
to satisfy stated and implied needs" [ISO 8402]

(3 TotalQuality _
Contrib. = cortrib z

@ Qtot =a¥+b¥+cZ () c

«JoS characteristics «(JoS characteristics «(0S characteristics
(3 Security (3 Availability (3 Scalahility
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Conceptual VA quality model - availability

Def.. “the capability of the software product to be in a state to perform a
required function at a given point in time, under stated conditions of
use.” [ISO/IEC 9126-1]" _

uptime

Rating: Availability uptime + downtime

Have to take into account overall availability, as well as service continuity.
Downtime: incorrect operation time, downtime (planned or unplanned) etc.

«0S characteristics
(& Lvailability

zdimension= responsetime real {direction decreasing, unit s, StatisticalQualifier mean}
zdimension= UnupdatedstatusLength real {direction decreasing, unit s, StatisticalQualifier mean}
zdimension:= MTTD real {direction decreasing, unit 5, StatisticalQualifier mean}
zdimension= MTTR real {direction decreasing, unit s, StatisticalQualifier mean’
zdimension:= MTEBF real {direction increasing, unit s, StatisticalQualifier mean}
zdimension:= OperationalSince int {unit date}
zdimension= Operationaunt int Lunit date)
zdimension: DependentOn string {funit module}

B B B E E E B E

& Mean down time (3 Recovery (3 Restorability (3 Restore effectiveness
o <cimension: Accessibility real {direction increasing, StatisticalQualifier mean’}
o AccessDenial real {clirection increasing, StatisticalQualifier mean}

3126-3 p, 1.
[ISO/IEC9126-3 p. 13] [1SO/IEC9126-3 . 13]

[ISOfIEC9125-2 b, 34] [[SOfIEC9126-2 p, 35]
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VA Interfaces

«interface»

9 Signature verification request (emai)
==, o anterface»

® extract signature fields ( ) 3 Certificate valiclation request (emall)
@ comptite hash () i
@ clispose contents ()
@ sign request ()
@ authenticate with VAS () @ sign request ()
@ send sign, verificatuon request to VAS () @ iclentify RP ( )
@ forward response ( ) 1

1

1 1
(3 xml generator certificate validation

| ® send cert. validation request to VAS [ )
@ authenticate with VAS ()

(€] xnil generator signature verification

| ® produce sl cert valicat. request ()
@ send sign, verif, request ()

|"® produce xml signature verif request ()
@ send signature verif request ( )

1 1 1

1 1 I:

{9 ¥ML parser (3 document parser (3 e-mall parser
@ receive emal request ()
@ subtract certificate ()

@ send request ()

@ receive emal request ()

@ subtract document ()

@ caculate hash () 1
@ send sign verif request ()

@ dlispose contents ()

@ receive yml request ()

@ subtract the document ()
@ subtract signature fields ( )
@ caculate hash ()

@ send sign verif request ()

«interface»
@ Signature verification response (email)

@ receive sign, verification response ( )
@ authenticate with VAS ()

@ verify VAS' signature on sign, verif, responses ()
@ forward responses to handler ()

1

1

{3 Signature verification response hancler

@ receive incoming sign. verif. response [ )
@ forward the response ( )

@ clisposecontents () 1 1
1
1
1 1
- anterfacer 1
€9 SignatureVerification cinterface @ Certficate vaidation _sents to

@ receive signatura verif requiest ( ) @ Signature vertfication emai

@ authenticate relying party { )

@ verify RP signature ( ) @ authenticate VAS ()

@ receive responses from VAS ()

@ verify VAS signatures on cert, validation response ()

Handles 1
incoming

requests - forwards

@ forward valicdation response to certif, valid, response handler ( )

ainterfaces
3 Certificate validation response (email)

@ receive cert. valid, response ()

@ Operationl ()

® authenticate with VAS ()

@ verify VAS' signature on cert, valid, response ()
@ forward response to response hander ()

1

1

{3 Certiricate validation response handler

@ receive iNcoming responses | )
@ forward responses ()



Certificate validation

sd Certificabeialidation J

RP WaS Ch

) .ﬁ.uthenticate RF}

opk : -
ErrorMessagefunsigned) [Faileduthentication ]
|
{RequestIyntax==valid -
{SemanticsCheck
[
2l [Svntax || semantics errar]

ErrorMessageiunsigned) I

|
|
|
| |
| |
: {RetrievelIEIements}- :
' |
|
|
|

YalidakionResult(CA, signature)

I
I
]
opk CertiIin:ate'-.-'ali-:Iatin:unREquestDCSF‘,I'CRL{C.ﬁ., cettificate, timestamp, histn:uI'icaI]l
|
I

-[EualuatecertIFicate'-.-'aIidit';.f}

opk I
—J [validationResulk==successfull || AuxInfoParameter 1= null]
AuxInfoRequest{parameters)

I
I
|
|
|
|
|
I -[EvaIuateCertIFicateQuaIity}
|
|
|
I
I

|
| AuxInfoRequestResult
I




Signature verification

=d Signature werification J

RF

WaS

—h

VerifySignatureReguest{request)

loop

I
[Repeat until i‘u:u more signatures ]

[ Signature.verification==ok & signature.ql_ialit';.-'==-:-k] Ref. configured requirements For

satisFactory level of cert, and signature

ref
certificate walidation
| |
: I verify Si:gnature}-
JEwaluate Signature Quality -
I |
| |
| |
| |
alt i !
|
I

Creerall Assertion(trusted, signed) |

[ Signature.verification!=ok || signature.quality!=ok]

Owverall Assertion{not krusted, signed) |

Crverall Assertionfindeterminate, signed)




A general dependency view

(5 VAS system services
(3 Networl: (3 Upclates
(3 Mickdleware support services
(305 support servites
(5 Message routing
(3 Database efficiency mechanisms (c] Gafeway G Upgrading
(3 Harchware
(3 Redundancy ® Schéduling (9 5earch mecharisms (3 Modulity (3 Conupling (3 Cohesion
(c] Monitofing 3 Front-end server ® VA server ® Harcware Security Moddle
- (3 User management
©Loogng , (3 Eor handig
. (5 User activation (3 Frovisioning (&) Access rights management
(3 Repository (3 Statistical cata (3 Eror detection {3 Enor messaging {9 Recovery mecharisms
G WMeastres for protection of op. env.
{3 0b recovery G SW recovery

(& Frewals @ Physical |)\'0t.ecti0n (3 Data encryption (3 Redundancy



Dependency views

B Based on quality and design models we derive attribute specific
dependency views.

B Decomposition is carried on until estimates can be assigned with
acceptable certainty.

® Nodes on the views: modules, subsystems, services and aspects.
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Simulations

 Dependency views for each quality attribute
e Sensitivity analysis

 Tool supported simulation of change impacts
« On ALL the dependency views, automatically

Next, live demos with an exemplary change

SINTEF
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Fitted dependency views

‘ : , . ‘ Quality attribute: ~ Availability [ ——
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Sensitivity

— Updates
1,00 Upgrading
0.95 — Monitoring
’ —— Database eff. mech.
> 0,90 — Message routing
= — OS support services
'% 0,85 — Middleware support serv.
‘T 0.80 — Hardware
> —— Network
< 0,75 Measures for OP env. prot.
User management
0,70 Gateway
0,65 — Other
—Current
0 0,2 0,4 0,6 0,8 1
QCF
Sensitivity
— Updates
1,00 Upgr.adl.ng
— Monitoring

0,95 / / —— Database eff. _mech.
> — Message routing
= 0.90 — OS support services
o) ’ .
< — Middleware support serv.
T 0,85 — Hardware
< — Network

0,80 Measures for OP env. prot.

User management
0,75 Gateway
000 010 020 030 040 0,50 ~ Other
El — Current

Fictitious values



INVENTED VALUES

Fitted dependency views

; ‘ : : ; Quality attribute:  Scalability I —
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Sensitivity
— Updates
Upgrading
0,97 — Monitoring
—— Database eff. mech.
— Message routing
>
= 0,92 — OS support services
o — Middleware support serv.
©
< 0,87 — Hardware
a — Network
Measures for OP env. prot.
0,82 User management
Gateway
-~ Other
0.77 — Current
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INVENTED VALUES

Quality atribute: ~ Security
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- Fitted dependency views

Total quality
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Applying PREDIQT

1. Specify the change

2. Enforce the change on the prediction models
m Design models, nodes (and arcs) of dependency views

3. Establish whether the change is within the prediction domain
m If point 2 was feasible and sensitivity within the acceptable threshold

4. Simulate the impacts on the dependency views

SINTEF
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Summary

B The method enables prediction of implications of architectural changes
on the quality characteristics.

B Applicable as a preventative or adaptive approach at any lifecycle stage

B Reduces the time and risk of enabling and deploying adaptions

B Tried out in a major case study and evaluated empirically
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Thank you!

Comments, questions?
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